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Managed Network Service  

Under the MNS offering, Qwest will provide overall management of an 

Agency’s network infrastructure. In addition, Qwest will provide real-time 

proactive network monitoring, rapid troubleshooting, and service restoration. 

With MNS, Qwest will be the Agency’s single point of accountability for the 

device(s), including operations, maintenance, and administration activities. 

Managed Firewall Service  

With MFS, Qwest will safeguard the internal networks and systems 

from hostile activity, protecting critical data from compromise and tampering. 

Firewalls act as buffers between trusted internal networking environments 

and external networks, inspecting traffic according to a set of defined security 

policies and blocking all traffic not meeting the Agency’s criteria. Qwest MFS 

policies can be tailored for specific locations. The Qwest MFS provides 

design, implementation, monitoring, maintenance, and ongoing management 

of the solution. 

Intrusion Detection and Prevention Services  

The Qwest IDPS consists of software and hardware components that 

enable the monitoring and identification of potential security threats. This 

service detects signs of intrusion that may jeopardize the confidentiality, 

integrity, availability, and control of Agency networks. IDPS provides intrusion 

sensors that analyze packet activity for indications of network attack, misuse, 

and anomalies. The service then generates alerts and records suspicious 

events. In addition, IDPS provides immediate corrective responses that stop 

or alleviate malicious attacks, which include dropping or rerouting malicious 

packets. 

Anti-Virus Management Service  

The Qwest AVMS enables the detection and removal of system 

viruses. This service scans executable files, boot blocks, and incoming traffic 










