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Lumen® Internet On-Demand delivers a consumption-based, programmable internet experience
that can be activated and scaled in minutes, giving organizations control over bandwidth,
performance, and spend. Built on Lumen'’s globally interconnected IP backbone, it provides a
modern foundation for digital operations that demand speed, flexibility, and scale.

As organizations scale connectivity and expose more applications to the internet, they may also face
volumetric attacks that threaten bandwidth availability, along with a steady stream of
internet-based threats such as bots, scanning activity, and command-and-control infrastructure that
create noise and operational burden.

Lumen addresses both challenges by offering network-embedded, on-demand security services
that integrate directly with Internet On-Demand:

¢ Lumen® DDoS Essentials helps to protect elastic bandwidth from volumetric DDoS attacks
as connectivity scales.

¢ Lumen Defender®™ blocks known malicious internet-based threats within the network,
designed to reduce noise and improve security efficiency.

Because these services are delivered within the Lumen network and enabled through Lumen
Connect™, customers can add protection at the time of ordering Internet On-Demand, or to an
existing connection, without deploying hardware or introducing operational complexity.

The following sections walk through how to add:

e Lumen® DDoS Essentials

Lumen Defender®™ Essentials

Lumen Defender®™ Plus

e Associated Monitoring & Reporting
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Adding Lumen® DDoS Essentials to Internet On-Demand

What it does

Lumen® DDoS Essentials provides automated, network-embedded protection against common
volumetric DDoS attacks, designed specifically for Internet On-Demand. As bandwidth scales
dynamically, DDoS Essentials helps protect elastic, on-demand connectivity from attacks intended
to overwhelm circuits before customer-managed security tools or firewalls ever see the traffic.

Mitigation occurs upstream within the Lumen Tier-1 internet backbone, leveraging threat
intelligence from the Lumen global network and Black Lotus Labs®. This allows attacks to be
detected and scrubbed closer to the source, helping preserve availability, minimize disruption, and
reduce operational overhead. Because DDoS Essentials is delivered as an on-demand add-on,
protection can be rapidly enabled, without deploying hardware or redesigning the network.

Eracy f;'\’gs. Lumen® Rapid Threat Defense

Internet
Traffic
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Tier-1 [Fiemet Attacked Subnets =~
Backbone Automatically £  DDos Mitigation Scrubber 1]
Diverted

Clean Traffic

Discarded Traffic
All Other Return
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Internet On-Demand + SYNfloods
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When to add it

e  When ordering a new Internet On-Demand connection and you want to protect scalable
bandwidth from volumetric attacks from day one

e When enhancing protection on an existing Internet On-Demand connection as
application exposure or bandwidth usage grows

How to add DDoS Essentials to Internet On-Demand

Adding DDoS Essentials to a new Internet On-Demand Connection

1. Signin to Lumen Connect*“

2. Navigate to Add Services and select Add under Internet On-Demand Connection to add
a new Internet On-Demand connection.

Internet On-Demand Connection
Rapidly deploy dedicated internet access.

Learn More ~

( + Add )

3. Select DDoS Essentials in Step 4 of the Internet On-Demand ordering process to quickly
add the service at the time of initial order.

Note: DDoS Essentials is currently not available for IPvé and Dual Stack.

4. Add On: DDoS Essentials

DDoS Essentials

* Integrates Enterprise Grade DDoS protection with your Lumen Internet on Demand Service.

* Provides foundational protection with automatic threat detection and blocking of common DDoS threats
s Enables detailed reporting for better management of threats and service management.

» See a comparison of all our DDoS services. &

m \( Previous )\ Cancel

Page 5

Services not available everywhere. Business customers only. Lumen may change, cancel or substitute products and services,
or vary them by service area at its sole discretion without notice. ©2026 Lumen Technologies. All Rights Reserved.



LUMeN

4.  Review service details and pricing, DDoS Essentials will be in the Security Add On
section.

5.  Submitthe Internet On-Demand order to create the service with DDoS Essentials
enabled.

6.  Once provisioning has been completed, navigate to Manage Services, and select the
newly provisioned DDoS Essentials Service to see the details.

LUMEeN

Dashboard

» 0

Alerts & Notifications

Services

Manage Services

Add Services

Order Status

Service Requests

Service Portals

APls

E B8

Menitoring & Reports

Billing

Admin

Suppaort

@ & 0 «

Lumen Connect Help

[# contact Lumen

Lumen Connect

Enterprise ID: 12345678

< Manage Services (o)
Service Details  SERVICE-TEST-0001 hele
Summary
~
Product Billing Account Number Location Address Location Nickname
DDoS Essentials ACC-D0000001
Status Billing Account Name Z Location Address Z Location Nickname
Active LUMEN DIGITAL LAB
v
~ - )
Additional Information
“
Product Identifier Bandwidth Billing Type
v SERVICE-TEST-0001 50 Mbps. Hourly
v
Related Services
“
Related Service ID Product Product Identifier
N
SERVICE-TEST-0001 Internet On-Demand SERVICE-TEST-0001
Showing 1-1of 1 results 4 of 1 L
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Adding DDoS Essentials to an existing Internet On-Demand Connection
1. Signin to Lumen Connect™™

2. Navigate to Manage Services and select the specific Internet On-Demand connection to
add DDoS Essentials to.

= LUMcEN Lumen Connect Enterprise ID: 12345678 v
88 Dashboard
Manage Services ( Add Services
A Alerts & Notifications \ .
Last updated: 30 Mar 2026 at 2:55 pm EDT £
i=  Sservices ~

Manage Services Search Q - Saved Views - (Default) ~ || 0 Products Selected ~ || - AN statuses - v o= o & B
Add Services
Order Status 4 Filtered Results (21-22 of 22) | Save View x
Service Requests N
Service ID T Service Type Product Bandwidth Status Service Nickname 7 Actions
Service Portals v T
SERVICE-TEST-0001 Naas Internet On-Demand 50 Mbps Active MA-IOD-WITH-DDOS-SERVICE H
APIs v .
SERVICE-TEST-0002 Naas Internet On-Demand 50 Mbps Active MA-IOD-TEST-SERVICE :
L Monitoring & Reports v Showing 21-22 of 22 results M < 20f2 ¥
$ Biling ~
© Admin v
® support ~
@ Lumen Connect Help

[# contact Lumen

3. Click Manage Service.

< Manage Services

Service Details servICE TEST0001(MA-I0D-TEST-SERVICE)

Summary
Product Type Billing Account Number Location Address
Internet On-Demand ACCT-00000001 123 MAIN ST
Status Billing Account Name Service Nickname
Active LUMEN DIGITAL LAB MA-IOD-TEST-SERVICE

- ~ 7 ™~
( Repair Ticket ) ﬂ\ Network Visibility Dashboard /Il ( Disconnect ) ( Update Nickname ) C Manage Service ) E\ Defender /II
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4. |nthe Action section, select Add DDoS Essentials.

5. Review the notes and cost, then select Continue.

< MNaaS Manager

Manage Service  SERVICE TEST(MA-IOD-TEST-SERVICE)

Summary
Product Type Billing Account Number Location Address
Internet On-Demand ACCT-00000001 123 MAIN ST
Status Billing Account Name
Active LUMEN DIGITAL LAB
1. Action

What would you like to do?

Add DDoS Essentials ~

DDoS Hyper Essentials

¢ Integrates Enterprise Grade DDo$ protection with your Lumen Internet On-Demand Service.
* Provides foundational protection with automatic threat detection and blocking of common DDoS threats.
* Enables detailed reporting for better management of threats and service management.

» See a comparison of all our DDoS services, &

2. Review & Confirm

6. Select Submit Order.

7. The Service Details page for the Internet On-Demand connection will be displayed with
activation progress and updated automatically once the new DDoS Essentials service is
activated.

8. Once provisioning has been completed, navigate to Manage Services, and select the newly
provisioned DDoS Essentials Service to see the details.
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LUMBEN"  Lumenconmnect Enterprise ID: 12345678+ | ~

88 Dashboard

< Manage Services /—\
Service Details  SERVICE-TEST-0001 (@ Help )
A Alerts & Natifications —
— ) Summary
1= Services ~
Manage Services Product Billing Account Number Location Address Location Nickname
DDoS Essentials ACC-00000001
Rk Status Billing Account Name 2 Location Address 2 Location Nickname
Active LUMEN DIGITAL LAB

Order Status

Service Requests ~ L
Service Porials e Additional Information
APIs v
Product Identifier Bandwidth Billing Type
SERVICE-TEST-0001 50 Mbps. Hourly
|l Monitoring & Reperts ~
$ Biling v
Related Services
@  rdmin ~
Related Service ID Product Product Identifier
® support v
SERVICE-TEST-0001 Internet On-Demand SERVICE-TEST-0001
@ Lumen Connect Help ]
Showing 1-1 of 1 results 4 < 1]efF1 > M
[# contact Lumen
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Lumen DDoS Essentials monitoring and reporting capabilities are accessible through Lumen
Connect™, providing customers with visibility into internet-based volumetric threats detected and
mitigated at the Lumen network edge.

To access DDoS Essentials reporting from Lumen Connect®™, navigate to Monitoring & Reports,
Security Solutions Analytics, and select DDoS Mitigation and Reporting.

LUMEeN Lumen Connect Enterprise 1D: 12345678

88 Dashboard

A Alerts & Notifications Security Solutions Analytics @
i=  Sservices v
APIs
‘ e Reports
|L" Monitoring & Reports ~

Network Visibility
DDoS Miigation and Reporting

. . . Please use this link for DDGS mitigation reportin
Security Solutions Analytics = L

Network Reports v
. i
Defender LT
Security Repair Ticksts
Report altack or oulage o SUSpICIoUS activily, request backup of  report
$ Biling ~ Lhlisy 2
New Security Ticket
Sec hange Request
O Admic ~ ch g )
Change anti-spam, anti-virus, firewall, hardware interface, Intrusion protection, or web content filer setiings
New Change Request
@& suoport ~
Service Inventon
Product inventory list of all security services with Lumen
@ Lumen Connect Help Securlty Services Adminisiration

Retrieve the pre-shared passwords for each Secure Access Site Tunnel
[# contact Lumen
DDGS Mitigation Service

DDoS Mitigation and Reporting
Please use Ihis link for DDGS mitigation reporting

At the top of the landing page, you will see several headers that lead to various sections of the portal
that each show different types of information.

LUMeN Status Alerts Traffic Mitigation Administration
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. Status: Overview and landing page.

. Alerts: Focuses on current and previous alerts.

LUMeN

. Traffic: Shows various types of flow data that can be used for baselining and tuning

thresholds.

. Mitigation: All things related to current and previous mitigation events, such as
countermeasures applied, volume of traffic diverted, and scrubbing.

. Administration: User preferences and administration.

Status Page

The first page presented to the portal user is the DDoS Mitigation Reporting Status dashboard,
which shows an overview of the flow data volume (used for monitoring and alerting), recent alerts

and a list of any ongoing alerts.

arbor_portal_user_mddos_user Summary

Ciny
dH
100 M

-200 M

-300 M

Alerts

+out) arbor_portal_user_mddos_user Summary sep 2025
Severity Level

High
Medium
Low

Total

1700 1900 21s0 2308] 1o 308 Sse  7es  gos  1lse 1300 1508
Thu 4

Ongoing Alerts

Medium

Alert Summary

Dy Max Impact  Importance @

233,008.0% of 36 pps
943.2 Mbps, 83.9 Kpps

View more

Alert

DoS Host Alert
Host Alert to 4.4.199.2

JLumen_ZUN_lab_demo
suse Types from All So
Total Traffic, UDP

Incoming

Ongoing Recent Last 24 Hours

Start Time Classification & Annotations

Sep 4 16:10 - Ongoing (0:03) Possible Attack

DDoS Alerts can be viewed under Alerts, All Alerts, or by clicking on either the number of ongoing
or recent alerts on the right side of the status page. Alerts are listed up to 10 per page and can be
sorted in various ways by clicking on the column headers. The small graph shows the traffic rates for

the affected destination IPs and for the duration of the alert.
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LUMeN Status | Alerts Traffic Mitigation Administration
All Alerts
DV Max Impact  Importance @ Alert
Dos Alert
e se8 High
10362460 691.8% of 53 pps

Incoming IPv4 DoS Profiled Router Bandwidth Attack
to [NALCTL_BRM_lab_demo

1 results (1.63 seconds)

Start Time Classification & Annotations
Nov 20 02:12 2020 - 02:45
(00;3; Possible Attack

Page generation took 1.89 seconds (Details)

Alert Details

An alert can be inspected by clicking on the alert ID number. The graph shows the total traffic
associated with the affected IPs during the alert, along with some information about the alert, such

as the data rates, the type of alert, and the affected profile.

Summary Traffic Details Annotations

DETAILS Time: | Other V| Start| 8282025 13:25

KEY INFORMATION
Severity Level Max Severity Percent @ Top Misuse Type

High sem 251,185.0% of 36 pps uoe

ALERT TRAFFIC
Misuse Types

suse Types  All Misuse Types

Total Traffic

] End:| 81282025 15:25

Max Impact of Alert Traffic @

1.0 Gbps/30.4 Kpps

ct Boundary

@ wor

Units: [pps ¥| View: o

£ Update

Direction Misuse Types Managed Object
Incoming From All Sources:

NAJLumen Z
Total Traffic. UDP

Target

Alert Characterization

Misuse Types from All Sources

Misuse Types from All Sources
Y

Source IP Addresses
Destination IP Addresses
Protocols

Source UDP Ports

Destination UDP Ports 2055 (iop)

B United States

14:15 1430

Packet Size Distribution

5.23M
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Alert Traffic

More details about the traffic generating a DDoS alert are available on the Traffic Details tab. The
list of affected interfaces on individual routers is shown on the Alert Summary page, and the detail
coming from a specific interface is accessed with the Detail button for a specific interface.

Summary

Traffic Details

Annotations

DETAILS Time: | Other W | sSworc| a@a2026 1325

Alert Tralfic far Top Source IP Addresses

1w L3en e
Ak A¥0 YR? A& 1IR3 AR} asy 1R3 aney
Top Traffic (last 5 min of [:]
Source Protoecol ﬂm‘
upe
2 uDe
3. uoe
4. uoe
s uoP
Top 5 ltems by Alert Tratfic

Seurce IF Addresses

Source TCP Pores

Source UDP Paris

Source ASMs

LEVEL3

Source Countries

Mo iems avadable.

T Quewenpn

End:

laws

a6s 170 AFYIE

B2R/2025 16:26

|

Units: [ pps % | iew: [Managed Object Boundary v | ©

2 Update

Llam

LTS RUERTTH

Destination IP Addresses

4.4.199.2733

Descination TCP Ports

Destination UDF Pores

Destination ASNs

Tha Aug 10 2023

Lasa 150 15y
Dest Port Alert Traffic ™
2065
2065 400

989 Kpos

Qview Gragh 1 reported
Mo irems avallabie

op 989 Kpps
Qview Gragh 1 reported

(&} 3
Qview Gragh 1 reported

9.89 Kpns
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Monitoring: Traffic Summary by Applications

The DDoS Mitigation Reporting portal shows a summary of the traffic, for all monitored networks of
the customer, broken down by application.

DETAILS Time:| Today ~| Units:|bps ¥| Graph Type:| Stacked V|

bps (- In | +Oud
0G

LG

156G

A7en  lgos  lgeo  ages  2oe 2290 230

Name

[l other uDP

ss

N smp

B sh

nttp

(] other TCP
[ ans

e

796.94 Mops
35845 Mops
79.72 Mbps
26.49 Mbps
7.79 Mbps
561 Mbps
123.75 Kbps

g0 gos  1goe

Qut
4.15 Mbps
458 Kops
0.00bps
0.00bps
0.00bps
000bps
0.000bps

Monitoring: Traffic Summary for TCP & UDP

Aug 2025

Aiee 1ges  Qgo0 lge0 1500 Qge0

Current | Average | Max | PCT95

Total {In + Out) -+
801.08 Mbps
359.45Mops

79.72 Mbps
26.49 Mbps
7.79 Mbps
561 Mbps
123.75 Kbps

Similar to the Applications report above, this constrains the report to TCP traffic broken down by
TCP. Any selected ports are shown in the graph with a unique color. There is a similar report for UDP
ports that looks, and behaves identically, constraining the report to UDP traffic aggregated by UDP

po rt.
DETAILS Time: [ Other v| start:| 08104725 14:53:50 ] End:| 08/05/25 14:53:58 ] units:[pps v| GraphType:[Bar |
Class:|In v
0 50K 100 K

Pps

https

smtp

ssh

woar-http

pesync-https

Select All [l % Clear Al Average | Max | PCT95
Tcp Port In Out Total (In + Out) 4
W s 243 137.29 Kpps 600.00 pps 137.89 Kpps
smtp 25 11.01 Kpps 0.00 pps 11.01 Kpps
N sh 2 6.96 Kpps 0.00 pps 6.96 Kops
W wwen-hep EY 165 Kpps 0.00 pps 1.65 Kpps
pcsync-https 8443 236.00 pps 0.00 pps 236.00 pps
O entextnetwk 12001 82.00 pps 0.00 pps 82.00 pps
O teinet 23 46.00 pps 0.00 pps 46.00 pps
O sips 5061 40.00 pps 0.00 pps 40.00 pps
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Monitoring: Traffic Profiles for Top Talkers

|dentifies the systems generating the most traffic that traverses the Lumen network. If the DNS name

of host can be resolved, it is shown to the left of the IP address.

DETAILS Time:[Today  v| units:[bps V\
customer: I

new MO added by tmoua on 01/13/2023

bps [+ In / + 0wt
B
-0 M
20 M
30 M
-40 M
T T T e e o o T e e
Thu 14

Name

V] | 1.134
a8
/1] 139
1] 567
4

O 1.137
O 1.135

Mitigation Events

10.16 Mobps

1.42 Mops
897.61 Kbps
598.07 Kops
419.56 Kbps
419.49 Kops
40272 Kops

Out
0.00 bps
0.00 bps
0.00 bps
0.00 bps
0.00 bps
0.00 bps
0.00 bps

Aug 2025

1200 1300 1400 1500 1goo

Current | Average | Max | PCT9S

Total (In + Out) &
10.16 Mbps

1.42 Mbps

897.61 Kbps
598.07 Kbps
419.56 Kbps
419.49 Kbps
402.72 Kops

Shows details about any ongoing or recent mitigations. The details provided include
countermeasures used and how much traffic was passed or dropped by each event.

Ape T 024 202) Omgeny
Aaveen

Nee

Dufeutt P

NARLwmen I o fer

AR

-y ) oy s ¢ g

Popcas hegue trorwmor

Page 15

Services not available everywhere. Business customers only. Lumen may change, cancel or substitute products and services,
or vary them by service area at its sole discretion without notice. ©2026 Lumen Technologies. All Rights Reserved.



LUMeN

The Per TMS tab will show how much volume each scrubbing center handled:

[ ISR P Covrvermeasure | N o |

1o BP%

7:00:00 17:05:00 17:10:00 17:15:00 17:20:00 17:25:00
. ® i i @ manmin: @

o @ - ] k)

L @ ®:rripa ®:-

L]

| Summary || 30Moutes || SMinutes || Other |

1 Min Avg S Min Avg Summary Avg

Summary
. I IRl 0.00bps 37600 bps 71724008

i esadg TN 000bps  36400bps 39972001
l I e 0.00 bps 27200 bps 38290 bps
u mrngd 000bpr  380.005ps 3241 501
S, SmroE IS8 0.00 bps 77200 bps 26041 bps

YT SRl et e
M MEPLNI0 ise 0.00bps 11200 bps 207.45 bps
‘“‘ msR.dall isc 0.00bps 276.00 bps 20221 bps

A ad .. & tma9.sap1 s 0.005ps 12000 ops 11531 bps

While the Per Countermeasure tab shows what all countermeasures were used and how much
volume was matched to each of them:

Total | ¥ S Per Countermeasure bps
| Total J PerTWS | [ pps |

20k 2PS
15k
10k

S5k

0

15:40:00 15:45:00 15:50:00 15:55:00 16:00:00 16:05:00
@ invalid Packets @ IP Address Filter Lists @ De y/Allow Lists ® Othe
I Summary ‘ 30 Minutes H 5 Minutes “ her }
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Expanding the groupings under the countermeasure section the right side of the page allows for
seeing how much of the attack volume was dropped by each countermeasure:

Rl
S ON  aia Pecens
[NARwmen ZUN lob deme T
ON  Pvi Denyiiow Ui
s ——
S —
SRR i e DY LR
R L
e e
befoelt Thve Deny/aliow
A - -A‘_A_ - el fasonin
o o
) W Ay 9 W g Sy Aoy
’ Toeal v

= =

Finally, each countermeasure may also contain multiple filters that handle similar violations. For
example, an Invalid packet includes packets with an invalid ACK Number, TCP Flag, bad TCP/UDP
Checksum and many more, as shown in this example:

Countermeasures

Timeframe: | 5 minutes v| Graph Unit: [ bps v|

ON Invalid Packets 1.2 Kbps 1.1 pps

bps
Malformed IP Header: 0bps Opps
Incomplete Fragment: Obps Opps
Bad IP Checksum: 0bps Opps
Duplicate Fragment: Obps Opps
Fragment Too Long: 0bps Opps
Short Packet: Obps Opps
Short TCP Packet: 0bps 0pps
Short UDP Packet: 0bps Opps
Short ICMP Packet: 0bps Opps
Bad TCP / UDP Checksum: 1.2Kbps 1.1pps
Invalid TCP Flags: 29.8 bps Opps
Invalid ACK Number: 60.1 bps Opps
ON  IPv4 Address Filter Lists 970.0 Mbps 222.2 Kpps
ON  IPv4 Deny/Allow Lists 146.3 Kbps 76.4 pps
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Adding Lumen Defender*™ Essentials to Internet
On-Demand

What it does

Lumen Defender Essentials provides always-on, network-embedded threat blocking for Internet
On-Demand by automatically blocking responses to severe-risk internet-based threats before
customer environments become impacted. Protection occurs upstream within the Lumen network,
helping to reduce malicious noise that can overwhelm downstream firewalls, SIEMs, and security
teams.

Powered by Black Lotus Labs® threat intelligence, Lumen Defender Essentials leverages
backbone-level visibility across the Lumen global network to identify known bad actors with high
confidence. Because blocking is applied within the network, customers gain immediate protection
without deploying hardware, configuring appliances, or managing policies, making Lumen
Defender Essentials a simple way to improve security efficiency as Internet On-Demand exposure
scales.

Internet
Traffic

Lumen
Tier-1 Internet
Backbone
BLACK Lumen Defender threat
LOTUSIES] intelligence

Internet On-Demand

Provision ¢ Scale ¢ Manage

Customer
Location
- Threat Provider
- Feed ACL Edge (PE)
Customer NaaS
Gateway Port

Severe Threats
L Blocked
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When to add it

e When ordering a new Internet On-Demand connection and you want always-on
protection from known malicious internet-based threats from day one

e  When enhancing protection on an existing Internet On-Demand connection to reduce
alert fatigue and operational burden as application exposure grows

How to add Lumen Defenders™ Essentials to Internet On-
Demand

Adding Lumen Defender’™ Essentials to a new Internet On-Demand
Connection

1. Signin to Lumen Connect*™

2. Navigate to Add Services and select Add under Internet On-Demand Connection to add
a new Internet On-Demand connection

Internet On-Demand Connection
Rapidly deploy dedicated internet access.

Learn More

( + add )

3. Select Defender Essentials in Step 5 of the Internet On-Demand ordering process to
quickly add the service at the time of initial order.

Note: Lumen Defender is currently not available for IPvé and Dual Stack.

5. Add On: Defender

Defender Essentials

* Proactively detects potentially malicious host IP addresses and blocks traffic from those IP addresses.
= Access to intuitive dashboards and in-depth reports to understand the nature of the threats you are facing.
* View full product overview [
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4.  Review service details and pricing, Defender Essentials will be in the Security Add On
section.

5.  Submitthe Internet On-Demand order to create the service with Lumen Defender
Essentials enabled.

6.  Once provisioning has been completed, navigate to Manage Services, and select the
newly provisioned Lumen Defender Essentials Service to see the details.

Dashboard

»

Alerts & Notifications

Services

Manage Services

Add Services

Order Status

Service Requests

Service Portals

APIs

E

Monitoring & Reports

Billing

Admin

Support

® & 0 w»

Lumen Connect Help

[# contact Lumen

LUMeN

Lumen Connect Enterprise ID: 12345678 v
Manage Services ~
Service Details  service-TesT.0001 (@rer )
Summary
o~ 7
Product Billing Account Number Location Address Location Nickname
Lumen Defender ACCT-00000001 123 MAIN ST
Status Billing Account Name Z Location Address Z Location Nickname
Active LUMEN DIGITAL LAB
v
~
Additional Information
~
Product Identifier Bandwidth Billing Type Service Level
W SERVICE-TEST-0001 50 Mbps Hourly Essentials
v
Related Services
v
Related Service ID Product Product Identifier
v
SERVICE-TEST-0001 Internet On-Demand SERVICE TEST 0001
owing 1-1of 1 result 4 of 1 L
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Adding Lumen Defender*™ Essentials to an existing Internet On-Demand
Connection

1. Signin to Lumen Connect™™

2. Navigate to Manage Services and select the specific Internet On-Demand connection to
add Lumen Defender Essentials to.

= LUMEN Lumen Connect Enterprise ID: 12345678 - v
Dashboard
Manage Services [ Add services Help |
A Alerts & Notifications ~
Last updated: 30 Mar 2026 at 255 pm EOT
i=  Services ~
Manage Services Q - Saved Views - (Default) ~ (1) Products Selected ~ - All Statuses - o= o & R
Add Services
Grder Status L Filtered Results (21-22 of 22) | Save View X
Service Requests ~
Service ID T Service Type 1 Broduct Bandwidth Status Service Nickname Actions
Service Portals ~
SERVICE-TEST-0001 Naas Internet On-Demand 50 Mbps Active MA-IOD-WITH-DDOS-SERVICE H
APIs ~ .
SERVICE-TEST-0002 NaaS Internet On-Demand 50 Mbps Active MA-IOD-TEST-SERVICE H
Iﬂ Monitoring & Reports e Showing 21-22 of 22 results M4 < 20f2 »
§  Biling ~
0  admin v
® support ~
@ Lumen Connect Help

[# contact Lumen

3.  Click Manage Service.

£ Manage Services

Service Details seRrvICE TEST-0001(MA-I0D-TEST-SERVICE) @ Help

Summary
Product Type Billing Account Number Location Address
Internet On-Demand ACCT-00000001 123 MAIN ST
Status Billing Account Name Service Nickname
Active LUMEN DIGITAL LAB MA-IOD-TEST-SERVICE

’s ~ e ~
( Repair Ticket ) E\ Network Visibility Dashboard /3 ( Disconnect ) ( Update Nickname ) ( Manage Service ) f\ Defender /:
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4. Inthe Action section, select Add Defender.

5. Review the notes and cost, then select Continue.

¢ NaaS Manager

Manage Service  SERVICE TEST(MA-IOD-TEST-SERVICE)

Summary
e N
Product Type Billing Account Number Location Address
Internet On-Demand ACCT-000000001 123 MAIN ST
Status Billing Account Name
Active LUMEN DIGITAL LAB
L J
1. Action

‘What would you like to do?

Add Defender N

© Defender Essentials

* Proactively detects potentially malicious host IP addresses and blocks traffic from those IP addresses.
* Access to intuitive dashboards and in-depth reports to understand the nature of the threats you are facing.
= View full product overview [}

6. Select Submit Order.

The Service Details page for the Internet On-Demand connection will be displayed with
activation progress and updated automatically once the new Lumen Defender Essentials
service is activated.

8.  Once provisioning has been completed, navigate to Manage Services, and select the
newly provisioned Lumen Defender Essentials Service to see the details.
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LUMEZEN"  Lumen connect Enterprise ID: 12345678 | o

Dashboard

< Manage Services (/@ I
- - He )
A Alerts & Notifications Service Details  SeRVICE-TEST-0001 ( b
— Summary
= services S
Manage Services Product Billing Account Number Location Address Location Nickname
Lumen Defender ACCT 00000001 123 MAIN ST
Add services Status Billing Account Name Z Location Address Z Location Nickname
Active LUMEN DIGITAL LAB

Order Status

Service Requests v )
Service Portals ~ Additional Information
@B ars ~
Product Identifier Bandwidth Billing Type Service Level
SERVICE-TEST.0001 Mby Hourl Essential
|l Monitoring & Reports ~ 50 Mops ourty ssentials
$  Biling ~
Related Services
O admin ~
Related Service ID Product Product Identifier
® suoport v
SERVICE TEST.0001 Internet On-Demand SERVICE - TEST-0001
© Lumen Connect Help o
Shawing 11 of 1 results M < 1/ef1 > M

[# contact Lumen
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Adding Lumen Defender*M Plus to Internet On-Demand

What it does

Lumen Defender Plus extends network-embedded threat protection for Internet On-Demand by
combining upstream threat blocking with enhanced visibility, reporting, and customer control.
In addition to blocking severe-risk threats, Lumen Defender Plus allows customers to apply blocking
across multiple threat-severity levels and gain deeper insight into the malicious activity targeting
their internet-facing applications.

Powered by Black Lotus Labs® threat intelligence and enforced within the Lumen network, Lumen
Defender Plus intercepts known malicious internet-based threats such as bots, malware,
command-and-control infrastructure, and proxy activity before traffic reaches customer
environments. Clean traffic is returned automatically, helping reduce noise, false positives, and
operational burden on downstream security tools.

Lumen Defender Plus provides a richer operational experience through Lumen Connect™™, including
detailed threat reporting, IP-level visibility, and the ability to allow, block, or monitor specific threats
without deploying customer-side security infrastructure.

BLACK Wl Lumen Defender threat
LOTUS LABS intelligence
Internet Closest

Traffic

Defender
Server
Lumen
Tier-1 Internet
Backbone —>‘ Lumen Defender ’
Clean

Traffic

Blocked

Internet On-Demand Threats

Provision ¢ Scale ¢ Manage

Customer
Location
B Provider
- Edge (PE)
Customer Naa$S
Gateway Port
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When to add it

¢  When ordering a new Internet On-Demand connection and you want network-
embedded threat blocking with enhanced visibility and control from day one

¢  When enhancing protection on an existing Internet On-Demand connection or when
upgrading from Lumen Defender Essentials to gain deeper insight into threats,
expanded severity controls, and reporting

¢  When security teams want to reduce alert fatigue while retaining the ability to review,
monitor, and manage blocked threats

How to add Lumen DefendersM Plus to Internet On-Demand

Adding Lumen Defender*™ Plus to a new Internet On-Demand Connection

1. Signin to Lumen Connect*™

2. Navigate to Add Services and select Add under Internet On-Demand Connection to add
a new Internet On-Demand connection

Internet On-Demand Connection

Rapidly deploy dedicated internet access.

Learn More

( + Add )

3.  Select Defender Plus in Step 5 of the Internet On-Demand ordering process to quickly
add the service at the time of initial order.

Note: Lumen Defender is currently not available for IPv6 and Dual Stack.
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5. Add On: Defender

Defender Essentials

* Proactively detects potentially malicious host IP addresses and blocks traffic from those IP addresses.
* Access to intuitive dashboards and in-depth reports to understand the nature of the threats you are facing.
* View full product overview [

Defender Plus

All features included in Defender Essentials.

Specify blocking by severity level for all Lumen Defender protected services.
Customize and maintain allow, deny, and monitor lists.

Configure customized alerts and notifications.

Quickly assess the risk associated with an IP address.

View full product overview 5

A\ Before Submitting This Order
If you selected BGP routing, ensure you establish BGP and announce routes before submitting this order.

" orevione )
| Previous ) Cancel
DY (oo )

Note: If you selected BGP routing, ensure you establish BGP and announce routes before
submitting this order.

4.  Review service details and pricing, Lumen Defender Plus will be in the Security Add On
section.

5.  Submitthe Internet On-Demand order to create the service with Lumen Defender Plus
enabled.

6.  Once provisioning has been completed, navigate to Manage Services, and select the
newly provisioned Lumen Defender Plus Service to see the details.
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Alerts & Notifications

88 Dashboard
a

Services

Manage Services

Add Services

|t Monitoring & Reports

$ Biling

@ Lumen Connect Help

[# contact Lumer

Lumen Connect

LUMeN

Enterprise ID: 12345678

Manage Service
Service Details SERVICE-TEST.0001 (@ Heip
Summary
Product Billing Account Number Location Address Location Nickname
Lumen Defender ACCT.00000001 123 MAIN ST
Status Billing Account Name Z Location Address Z Location Nickname
A Active LUMEN DIGITAL LAB
v
Service Diagnostics
v
v
Additional Information
v
Product Identifier Bandwidth Billing Type Service Level
v 50 Mbps Hourly Plus
v

Related Services

Related Service ID

SERVICE. TEST.0001

Product

nternet On-Demand

Product Identifier

SERVICE-TEST-0001

Adding Lumen Defender*™ Plus to an existing Internet On-Demand
Connection

Lumen Defender Plus can be added to an existing Internet On-Demand connection or upgraded
from Lumen Defender Essentials to intercept inbound traffic within the Lumen network, apply
expanded threat blocking, and return clean traffic to the customer with enhanced visibility and

control.

1. Signin to Lumen Connect*“

2. Navigate to Manage Services and select the specific Internet On-Demand connection to
add Lumen Defender Plus to.
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= LUMceN' Lumen Connect Enterprise ID: 12345678
Dashboard
Manage Services ( Addservices |( (@ Help )
A Alerts & Notifications AN -
Last updated: 30 Mar 2026 at 2:55 pm EDT £
i=  Sservices ~
Manage Services Search Q, | | -Saved Views - (Default) | | () Products Selected ~ || - Al statuses - v | = o & B
Add Services
Order Status 4 Filtered Results (21-22 of 22) | Save View x
Service Requests N
Service ID T Service Type Product % Bandwidth Status Service Nickname T Actions
Service Portals v
SERVICE-TEST-0001 Naas Internet On-Demand 50 Mbps Active MA-IOD-WITH-DDOS-SERVICE
APIs v
SERVICE-TEST-0002 Naas Internet On-Demand 50 Mbps Active MA-I0D-TEST-SERVICE
L Monitoring & Reports e Shawing 21-22 of 22 results M ¢ 2of2 »
$ Biling ~
© Admin v
® support ~
@ Lumen Connect Help

[# contact Lumen

3. Click Manage Service.

~

Manage Services

Service Details servicE TEST0001(MA-I0D-TEST-SERVICE) @ Help

Summary
Product Type Billing Account Number Location Address
Internet On-Demand ACCT-00000001 123 MAIN ST
Status Billing Account Name Service Nickname
Active LUMEN DIGITAL LAB MA-IOD-TEST-SERVICE

e ™~ s ™~
( Repair Ticket ) ﬂ\ Network Visibility Dashboard /Il ( Disconnect ) ( Update Nickname ) ( Manage Service > E\ Defender /II

4.  Inthe Action section, select Add Defender (or if upgrading from Lumen Defender
Essentials to Plus, select Upgrade Defender).

5.  Review the notes and cost, then select Continue.

Note: If you selected BGP routing, ensure you establish BGP and announce routes before
submitting this order.
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1. Action

What would you like to do?

Upgrade Defender v

Current Service

(C) Defender Essentials

* Proactively detects potentially malicious host IP addresses and blocks traffic from those IP addresses.
* Access to intuitive dashboards and in-depth reports to understand the nature of the threats you are facing.
* View full product overview [

Upgrade Options

©Q Defender Plus

All features included in Defender Essentials.

Specify blocking by severity level for all Lumen Defender protected services.
Customize and maintain allow, deny, and monitor lists.

Configure customized alerts and notifications.

Quickly assess the risk associated with an IP address.

View full product overview [}

A Before Submitting This Order

If you selected BGP routing, ensure you establish BGP and announce routes before submitting this order.

6. Select Submit Order.

7. The Service Details page for the Internet On-Demand connection will be displayed with
activation progress and updated automatically once the new Lumen Defender Plus service is
activated.

8. Once provisioning has been completed, navigate to Manage Services, and select the newly
provisioned Lumen Defender Plus Service to see the details.
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LUMeEN Lumen Connect Enterprise ID: 12345678 v

Dashboard

< Manage Services <® Help )
" el )
A Alerts & Notifications Service Details  service test oo i B
e . Summary
IS Services A §
Manage Services Product Billing Account Number Location Address Location Nickname
Lumen Defender ACCT.00000001 123 MAIN ST
Add Services
Order Status
Status Billing Account Name Z Location Address Z Location Nickname
Service Requests v Active LUMEN DIGITAL LAB
Service Portals v
( service Diagnostics
<> S v e
|l Monitoring & Reports v
Additional Information
$ Biling v
Product Identifier Bandwidth Billing Type Service Level
© Admin v 50 Mbps Hourly Plus
® supoort v
Related Services
@ Lumen Connect Help
Related Service ID Product Product Identifier
[# contact Lumen
SERVICE-TEST-0001 Internet On-Demand SERVICE-TEST-0001
Showing 11 of 1 resuits 14 ‘ 1 |of1 M
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Lumen Defender*™ Monitoring and Reporting

Lumen Defender monitoring and reporting capabilities are delivered through Lumen Connect®",
providing customers with visibility into internet-based threats detected and mitigated at the Lumen
network edge using Black Lotus Labs® threat intelligence. Reporting capabilities vary by service tier
(Lumen Defender Essentials and Plus) and are designed to give customers actionable insight without
requiring on-premises appliances or inline configuration.

Wowom

N ® & @ «

LUMeN
Dashboard
Alerts & Notifications
Services
APIs

Monitoring & Reports

Network Visibility
Security Solutions Analytics
Network Reports

Detender
Billing
Admin

Support

Lumen Cennect Help

Contact Lumen

Lumen Connect

Defender

Dashboard Custom Lists Activity Log Notifications Settings

Globally Blocking: All Severe, Very High, and High Threats

Filter Threats

All Threats ~ Any Risk Level v

A Threat Summary

Last 12 Hours v

Essentin

Black Lotus Labs

+ Ao FiLTERS

By Risk Level
Severe Very High High
v aam - 6% ~ 4%
By Time By Location
United States
Hong Kang
Monaco
Thailand
Pakistan
Brazil
Vietnam
e Indenesia
P D > o o Italy
B S R N U S gL
S S e eegum
Threat List
Search by IP Address Q
Threat IP Risk Level Status L it Category Service ID
201699155 @ High Blocked 1111 Scan SERVICE-TEST
1706416871 @ High Blocked 2222 Attack, Scan SERVICE TEST
8.216,6103 @ High Blocked 3333 Attack, Scan SERVICE-TEST

Threat Origin

United States

Australia

Singapore

Enterprise ID: 12345678 -

Search IP Address - Black Lotus Lab Q[ ( @ Help )
h A
~
-8 4

259 93

Medium Low
- omx - 29%
By Category By Custom List
Sinkhole o] monior o
Scan 52K Deny o
Spam 97K Allow a
Malware 4
Suspicious o
Reflector 1
Bot 28K
n
C R
Protocol Port :‘"‘""“‘ ® Actions
31 Mar 2026
ueR 465 130 PM EDT
31 Mar 2026
ee i 130 PM EDT
31 Mar 2026
Tee Hsan 1:30 PM EDT
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General Monitoring & Reporting

Both Lumen Defender Essentials and Lumen Defender Plus surface threat information via the Lumen
Defender dashboard within Monitoring & Reports for Defender in Lumen Connect. The core
dashboard experience includes:

. Threat Summary cards showing active and blocked threats by risk level
. Threat List tables listing individual threat IPs with additional drill-down data:
o Risklevel
o Threat category
o Protocol
o Source and Destination IP and port
. Graphical Time-based views of threats by:
o Time
o Risk level
o Category

o Protocol

Global Threat Visibility: Black Lotus Labs® Intelligence
Dashboard

The Lumen Defender™ Threat Intelligence Dashboard, powered by Black Lotus Labs®, provides
customers with a near real-time, global view of malicious activity observed across the Lumen
network. By aggregating internet-scale telemetry and applying advanced threat intelligence, the
dashboard illustrates the depth and breadth of threats Lumen is detecting and mitigating
worldwide, not just what is targeting an individual service. This perspective gives customers valuable
context, helping them understand the scale, diversity, and geographic distribution of modern
internet threats, and reinforces the advantage of network-embedded security intelligence operating
at global scale.

What This Dashboard Shows:

. Total threat activity observed globally over a selectable time window

. Threats categorized by type, such as scanning, attacks, bots, spam, and
reflection-based activity

. Threat distribution and relative volume by category, highlighting dominant threat
behaviors
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. Geographic visualization of threat sources, showing where malicious activity originates
around the world

. Trend context over time, helping customers see how threat activity fluctuates and
evolves

LUMeN Lumen Connect | Enterprise ID: 12345678 | v

88 Dashboard
Defender (Eosemtae] pios | v [ sooren e adaress sk Lows o Q| (@ Hetn )
A Alerts & Notifications .
= Services ™ Dashboard  Settings  Black Lotus Labs
@ s v
@ o Latest All>
Black Lotus Labs
|ad  Monitoring & Reports
See the power of Black Lotus Labs, threats
Network Visibilit
¥ Lumen's threat research team Black Lotus Labs uses its deep visibility into the expansive global Lumen backbone to identify and validate new
Sasinity Soniiions Andivtice threats, often before others can see them. Lumen embeds this powerful threat intelligence into Lumen Defender—the Lumen Security portfolio
product that intercepts threats at the network edge—to protect your infrastructure against internet-based threats before they breach your
Network Reports v network. We see more, 50 we can stop more.
Defender
Total Threats
$ Biling v
Total Threat IP's Recorded 1,950 Total Records Scanned 3,208 Last 24 Hours
O Admin v
® support v Top § Threats
@ Lumen Connect Help 1.9K 1.6K 570 250 12
SCAN ATTACK SPAM BOT REFLECTOR
[# contact Lumen
By Percentage By Volume
44.3% Scan 2000
0 m—
e p=——— 100
s
O3k Reflector  — 1400
/0% raluare 1200
o.ex 2 2000
08X sarkeat 800
0.0% Haci
©.0% Phish i
RS =3 | ||
[0% Reverser 200
0.0% Servic
ol0% sinkhole ° . =
©.8% Suspicious @ if j
0.0% victim -
0.0% Vulnersble & N# ‘fﬁ M@‘{}‘{,f"‘{:py
Cyber-Security Threat Map
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Lumen Defender*™ Plus Monitoring & Reporting

Lumen Defender Plus expands on the baseline visibility provided by Lumen Defender Essentials by
adding operational reporting, historical insight, and proactive alerting. While Lumen Defender
Essentials focuses on high-level awareness of severe threats, Lumen Defender Plus enables
customers to investigate, track, export, and act on threat intelligence over time, turning
network-embedded security visibility into a practical operational capability.

All Lumen Defender Plus reporting and monitoring features are delivered through Lumen
Connect’™ and are powered by Black Lotus Labs® threat intelligence, providing consistent context

across dashboards, reports, and alerts.

Dashboard Threat Summary

The Threat Summary within the main Lumen Defender dashboard provides a consolidated view of
threat activity across protected services, combining summary metrics, graphical insights, and
detailed threat listings in a single interface. Filters can be applied to show all threats, active, or

blocked, across risk levels and time.

Defender

Dashboard Custom Lists Activity Log Notifications

Globally Blocking: All Severe, , and High Threats

Filter Threats

All Threats v Any Risk Level v Last 12 Hours

A~ Threat Summary

By Risk Level
Severe Very High
% 6%
By Time By Location

7k
6k

5k

Netherlands
Brazil
Singapore
4k India
3
2k
1k

Australia
Armenia
Venezuela

Tanzania
Philippines

Sri Lanka
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The filters within the Threat Summary allow customers to quickly pivot between wide visibility and
focused investigation, narrowing threat data by status, risk level, and time window. This makes it
easy to move from broad situational awareness to targeted analysis without leaving the main
dashboard.

Using the Threat Summary filters, customers can:

. Understand the full threat landscape by viewing all detected and mitigated threats
across services, categories, and risk levels

. Isolate active threats to focus on ongoing malicious activity that may require closer
attention

. Review blocked threats to validate that attacks are being mitigated at the network edge

. Analyze trends over time by adjusting time ranges to identify changes in threat volume
or behavior

. Drill down efficiently from summary views into detailed threat records for investigation,
reporting, or action

Dashboard Threat List

The Threat List within the Lumen Defender Plus dashboard provides customers with a detailed,
service-level view of individual threats detected across protected connections. While summary views
highlight overall threat conditions, the Threat List is where customers inspect specific threat
events, understand their context, and take informed action, all from a single, centralized
interface.

Each entry in the Threat List represents an individual threat IP observed by Lumen Defender,
enriched with Black Lotus Labs® intelligence and surfaced with key attributes such as risk level,
threat category, origin, protocol, destination IP, and timestamp. This level of detail allows customers
to move quickly from awareness to investigation.

From the Threat List, customers can Inspect and Investigate Specific Threats:

¢ Review individual threat entries with full contextual details, including risk level, category,
source geography, and affected service

e Search or filter by threat IP, risk level, status, or time to focus on what matters most

o Drill down into a specific threat IP to view comprehensive threat details and history

This enables efficient investigation without requiring external tools or log correlation.
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Threat List
Search by IP Address Q ‘ C E%
Threat IP Risk Level Status Destination IP Category Service ID Threat Origin Protocol Port Timestamp @& Actions
92.631975 ® Low Active 10.10.10.10 Attack, Scan SERVICE-0001 Netherlands TCP 8933 Somer a0z H
45186164186 ® Low Active 20.20.20.20 Bot SERVICE-0001 Brazil TCP 443 ;?z’gfg;‘ééﬁ.r H
88.210.63190 ® Low Active 10.10.10.10 Attack, Scan SERVICE-0001 Netherlands TCP 20443 ;?O’QE‘;&OEZ;T H
85.217149.65 @® High Active 20.20.20.20 Scan SERVICE 0001 Canada TCcp 854 i;?;‘;ﬁgéﬁ :
135.237126.83 :leg'z Active 10.10.10.10 Scan, Spam SERVICE.0001 United States TCcp 10024 f§15§L§O§§T :
177152.98.78 ® Low Active 20.20.20.20 Bot SERVICE-0001 Brazil TCP 443 f;gg;ffég.r :
177152.96.227 ® Low Active 10.10.10.10 Bot SERVICE 0001 Brazil TCP 443 3 bar 2026, :
79124.40162 @ Medium Active 20.20.20.20 Bot, Scan, Spam SERVICE-0001 Bulgaria TCP 8039 f;?;;aoég.r H
185156.73.86 ® Low Active 10.10.10.10 Attack, Scan SERVICE-0001  Netherlands Tcp 9951 fg;?(?iéoégr :
177.152.96186 ® Low Active 20.20.20.20 Bot SERVICE-0001  Brazil TCP 443 13;;;453;;0;;7 :
Showing 1-10 of 62 results 4 Tof 7 > M

Threat Drill-Down with In-Context Control

When customers drill into a specific threat IP from the Threat List, the Threat Details view provides
deeper insight and immediate control options.

From this view, Lumen Defender Plus customers can:
e Add a threat IP to a Monitor List to continue observing activity without immediate blocking
¢ Remove a threat IP from an Allow List if it no longer represents trusted traffic
¢ Add a threat IP to a Deny List to enforce blocking at the network edge
e  Export threat details for reporting or offline analysis

Because these actions are taken directly from the threat investigation screen, customers can make
decisions with full context, reducing operational guesswork and minimizing false positives.
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{ Back
Threat Details 5.187.35.26

Summary
Threat IP Destination IP  Status Category Service ID Threat Origin Port Count Timestamp
5.187.35.26 10.10.10.10 Blocked  Attack, Scan 1234567 Netherlands 714 1 31 Mar 2026 3:43 PM EDT
Source IP  Action Protocol Source Port Product Custom Lists
5.187.35.26 Denied TCP 40000 10D Monitor
e ~N N - - e )
|\ Export /l |\ Add to Allow List /l |\ Remove from Monitor List jl

Custom Lists and Operational Transparency
All threat-level actions taken from the Threat List feed directly into Custom Lists, where customers
can centrally manage:

. IPs they are monitoring

. IPs they have explicitly allowed

. IPs they have explicitly denied

This provides a clear, organized view of how specific threats are being handled across services.

Defender [‘Essentiais [ pius | v ‘ Search IP Address - Black Lotus Lab ~ Q | (@ Help )\

Dashboard Custom Lists Activity Log Notifications Settings Black Lotus Labs

Custom Lists

Denied Monitoring  Allowed

Last updated 31 Mar 2026 3:54 PM EDT

Search by IP Address ~
Q ce LR
Threat IP Current Risk Level Last Updated Last Name W~ First Name ™ Notes Actions
) 31 Mar 2026 h .
5187.35.26 ® very High 514 PM EDT Smith John TEST MONITOR :
f 31 Mar 2026 Smith 9
149.86.227.60 @ High e John TEST MONITOR 2 :
Showing 1-2 of 2 results M < 1of1 > M
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To ensure full visibility and accountability, every change made, such as adding or removing an IP
from a custom list, is automatically captured in the Activity Log, allowing customers to:

Track what changes were made and when

Support audit, review, and operational assurance use cases

. Maintain confidence in security configuration decisions over time

Defender Essentials v | search IP Address - Black Lotus Lab Q) <® Help >

Dashboard Custom Lists Activity Log Notifications Settings Black Lotus Labs

Activity
Search Q Last 12 Hours v c E \i, B%
Timestamp Threat IP Last Name First Name Description
31 Mar 2026 2:16 PM EDT 149.86.227.60 Smith John Added 149.86.227.60 to monitor list
31 Mar 2026 2:14 PM EDT 5187.35.26 Smith John Added 5.187.35.26 to monitor list

Showing 1-2 of 2 results 1 of 1

Threat Notifications: Proactive Awareness Without Constant Monitoring

The Notifications tab in Lumen Defender Plus reporting allows customers to proactively track
changes in threat conditions without needing to continuously monitor the dashboard. By configuring
targeted notifications, teams can stay informed when threat activity meets specific criteria that matter
to their environment.
Using threat notifications, customers can:

. Create alerts based on threat type, risk level, and category

. Choose delivery method, such as email or text message

. Assign notifications to specific recipients within Lumen Connect

. Use clear nicknames to manage multiple notifications easily
This capability helps security and network teams remain aware of emerging or changing threats in

real time, enabling faster awareness and response while reducing the operational burden of manual
monitoring.
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Create Notification X
Notification Type * Delivery Method *
| Threat Score Increase ~ ‘ ‘ (2) Email, Text W ‘
Percentage Change * Duration *
| 25 ‘ ‘ Last 24 Hours ~ ‘
Risk Level * Category
| (6) All Risk Levels ~ ‘ ‘ (19) All Categories A ‘

Notification Nickname *

Network Threat Score Increase

Limited to 35 characters. No special characters. Hyphen and underscore permitted,

Recipient(s) * Don't see who you are looking for? Add user in Lumen Connect
| Search Q ‘
- Last First
O Email ™ Neme N Name o Phone T
0O jsmith@b.com Smith John +12223334444
Showing 6-6 of 6 results 4 < 2 of 2 »

Data rates may apply for text messages.

o Yy

Global Blocking Rules: Consistent Policy Across Protected Services

The Settings tab in Lumen Defender Plus reporting gives customers centralized control over how
threats are handled at the network edge through Global Blocking Rules. These rules define which
threat risk levels are automatically blocked and are applied consistently across all services
protected by Defender Plus.

From this view customers can:

. Select which risk levels (such as Severe, Very High, and High) are automatically blocked
. Update Defender behavior moving forward with a single configuration change

. Apply policy consistently without per-service configuration

Clear guidance within the interface reinforces that changes to global blocking rules affect future
system behavior, helping customers make informed decisions.
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Change Global Blocking Rules X

These rules will apply to all service ID's with Defender Plus

o Altering the blocking risk level will change the Defender
system behavior moving forward

Select Risk Level @

Block Severe, Very High, High -~

( CANCEL -\I

-
AN

Lumen Defender Plus brings together visibility, control, and consistency to help customers
manage internet-based threats with confidence. It extends global, network-embedded threat
intelligence into actionable insight, giving teams clear visibility into threat activity, direct control over
how specific threats are handled, and centralized policies that apply consistently across protected
services. With integrated investigation, custom lists, notifications, activity logging, and global
blocking rules all managed through a single interface, Lumen Defender Plus enables customers to
move efficiently from awareness to action while maintaining transparency and operational simplicity
at scale.
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For More Information

e Lumen Security Solutions: https://www.lumen.com/en-us/solutions/connected-security.html

e Lumen Internet On-Demand: https://www.lumen.com/en-us/services/internet-on-
demand.html

e Black Lotus Labs: https://www.lumen.com/en-us/security/black-lotus-labs.html

e Signinto Lumen Connect™™: https://connect.lumen.com/

e Learn more about Lumen: https://www.lumen.com/
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