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Purpose of This Document

This document provides detailed technical guidance on configuring and deploying Lumen Network-
as-a-Service IP VPN On-Demand to Amazon Web Services (AWS), Microsoft Azure, Google Cloud,
and Oracle Cloud Infrastructure (OCI).

The document outlines prerequisites and step-by-step configuration procedures for deploying and
decommissioning connections.
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Creating an AWS Direct Connect (DX) hosted connection involves coordination between Lumen,
AWS, and the end customer.

What is a Hosted Connection?

A Hosted Connection is a type of AWS Direct Connect connection provisioned by a partner who
owns the physical Network-to-Network (NNI) infrastructure (e.g., port) and allocates bandwidth to
customers on demand. It is different from a Dedicated Connection, where Lumen would provision a
physical port and dedicated third-party cross-connect (3PXC) and a single customer would own the
usage of the entire physical connection.

All Network-as-a-Service IP VPN On-Demand connections to AWS Direct Connect are Hosted
Connections.

Customer Self-Assessment Questions

1. About Your Use Case

e What will you use this connection for (e.g., cloud storage, data transfer, hybrid
workloads)?

e Do your applications require low latency or guaranteed uptime?

e  Will your connection needs change frequently?

2. Bandwidth Planning
e Whatis the peak and average bandwidth you need?

3. Redundancy & Resiliency
e Do you need a backup path in case of a failure?
¢ Do you want to connect to multiple AWS regions or Availability Zones?

e Will you need dual connections for high availability?

4. AWS Connectivity Setup
e Which AWS region(s) and VPC(s) do you need to reach?
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e Do you want to connect to multiple VPCs via a Transit Gateway?

* Do you already have a Direct Connect Gateway (DXGW) set up?

5. VIF Type Selection
e Will you need a Private VIF, Transit VIF, or Public VIF?
Note: Public VIFs are not currently supported with IP VPN On-Demand

6. IP Addressing & Routing
e Do you have your IP address ranges ready?

® Are your IP addresses overlapping with any AWS environments?

Key Considerations

e Hosted connections cannot be resized; deleting and recreating is required for changes.
e AWS SLA applies only when redundant connections are used in separate locations.

e Lumen recommends you create a redundant connection to qualify for better SLAs.

Learn more about AWS Direct Connect SLAs

Learn more about AWS resiliency options
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Deploying Lumen Network-as-a-Service IP VPN On-Demand to a
Private VIF with Virtual Private Gateway

Virtual Private Gateway peering with connectivity to a single VPC

Centralized Self-Service Control
+

Lumen Connect™ « APl ¢ Automation

AWS Cloud

* Add & Manage Connections

* Update Service Details Lumen MPLS Backbone

* Monitor Performance & Utilization Resilient Private Cloud On-Ramp

Region

_ C:Stmf'e’ — Lumen Network —@—
remise Virtual Private Cloud
Gﬁ) Direct Connect (VPC)
@l On-Ramp
IP VPN On-Demand
Customer VRF A
— .
PE N Provision e Modify « Scale N NNI Private VIF @
IP VPN 802.1Q X . .
Port +  Programmable hybrid connectivity 4 VLAN Direct Connect Virtual Private
Customer «  Resilient WAN routing and transport | Router Gateway
Gateway + Customer controls edge and cloud | 4
; |
bomomeee BGP Peer |-----f---=-m--mmommoooo 3
Hybrid Connectivity Responsibility Model:
Customer
Customer Edge Lumen IP VPN On-Demand Connectivity with Self-Service Control Configuration of BGP Eiatomer AWS CIoRS

Configuration Network Configuration

(Lumen = AWS)

Getting Started Checklist

1. Lumen Connect®™ Access - Confirm you have access to Lumen Connect™ and are entitled
for the Fabric & On-Demand Services functionality.

2. AWS Account Number - Ensure you have the correct 12-digit AWS Account ID that you
intend to connect with.

3. AWS Console Access - Verify that you have the necessary login credentials and
permissions to access the AWS Management Console for the target account.

Step 1: Prepare the AWS connection

To prepare the connection in AWS:
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1. Signin to the AWS Console.

2. If you do not already have a virtual private gateway open the VPC Dashboard
1. All Services > VPC
2. Click Virtual Private Gateways

e 3

VPCdashboard < Create VPC Launch EC2 Instances Service Health
AWS Global View & - View complete service health details @
v Resources by Region C Refresh Resources
You are using the following Amazon VPC res .
¥ Virtual private cloud Settings
Your VPCs VPCs N Virginia Endpoint Services M. Virginia 0 Block Publlc A
» See all regions » See all regions Zones 13
ole Experiments
Subnets N Virginia & NAT Gateways W, Virginia 0
» See all regions » See all regions
Additional Information ?
C Do
Route Tables N Virginia 0 VPC Peering Connections W, Virginia 0
» See all regions » Seeall regions urce
Internet Gateways N, virginia 0 Network ACLs N, virginia 0 wortan
» See all regions » See all regions
Route serve:
* Securit
¥ Egress-only Internet Gateways M. Virginia 0 Security Groups N Virginia 1 AWS Network Manager
Matwaric A0 » See all regions » See all regions AWS Network Manager provides tools and features to
Security groups help you manage and monitor your network on AWS.
Netwark Manager makes it easier to perform
* PrivateLink and Lattice ’ : connectivity management, network monitoring and
DHCP option sets N Virginia Customer Gateways W, Virginia 0 ¢
Getting started N troubleshooting, IP management, and network security
» See all regions » See all regions and governance.
Endpaints
Get started with Network Manager |3
Elastic 1Ps N, Virginia 0 Virtual Private Gateways M. virginia 0
» See all regions » See all regions
Site-to-Site VPN Connections
Endpoints N Virginia 0 Site-to-Site VPN Connections W Virginia 0 Amazon VPC enables you to use your own isolated
: " resources within the AWS Cloud, and then connect
» See all regions » See all regions
those resources directly to your own datacenter using
industry-standard encrypted IPsec VPN connections.
¥ DNS firewall Instance Conneet Endpoints N. Virginia 0 Running Instances N, Virginia 0

Rule groups » See all regions » See all regions Create VPN Connaction )

© vrc > vitus privategatevys @ o

VPC dashboard ¢ Virtual private gateways it @ rrr—— [ e e e
a attribute or tag

AWS Globa

Hame v | Virtual private gateway ID v | State VPC attachment state Type v | wec v | Amazon ASN v

Na virtual private gateways

Your VPCs ( Create virtual private gateway

Managed prefix list:

¥ Security Select a virtual private gateway .
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4. Complete the connection details
1. Name tag - optional - input an option name

2. Autonomous System Number (ASN)

a. Amazon default ASN (common choice)

b. Custom ASN (if you modify the ASN, make note as you will need it when
creating the IP VPN On-Demand Connection)

5. Click Create virtual private gateway

Create virtual private gateway .«

A virtual private gateway is the

Details
Name tag - optional
Lumen-Test
Autonamaus System Number [ASN)

© Amazon default ASN
Custom ASN

Tags - optional
Use tags to label your AWS resources and search, filter, K : ts of 3 key and an optional 1 :
Key Vaiue - optional
Q Name X | [ Q tumen-Test X | (“remove )
Add new tag )
Cancel  Craate virtual private gataway

6. Copy your AWS Account ID. You will paste this into Lumen Connect®™ when creating
the On-Demand connection.

Page 9

Services not available everywhere. Business customers only. Lumen may change, cancel or substitute products and services,
or vary them by service area at its sole discretion without notice. ©2026 Lumen Technologies. All Rights Reserved.



LUMeN

Step 2: Add the connection in Lumen Connect’V

To add the IP VPN On-Demand connection:

1.

Sign in to Lumen Connect®™. (Get help retrieving your username/password.)

» B X

R O® & @ « [E i

Dashboard

Core Capabilities ~

Access tooks t0 locate services. montor open ordars,

Services s
Poy Bo >‘ = Active Repair Ticket
Find by Service 10 .
Q
$0.00 o
Find by Product or Service Tool O
Satect a product or service tool Visibibty: Status

Drsconnect Requests Y Network

Oow

Nerts v o 7 19

On-Demand Services Overview

Visualize your active ports and On-Demand services and explore expansion opportunities for ports and On-Demand $ervices aCross our network

Services by Location

«Catgery
ey
Sorceveer
0 .
s on
oportiang e
Mimesiulion
e o
-
SO
Tan
ncrameto oadss
s Francinco
ciuromms s L4
B
Winangoes = AMToms o e
“Phowns
S Dowgot Fort Warthe 00wtas
“Tuson

Legend () Fort == Connection
ez

Some KXCHINS Mey SO DOVt SvASOATY CUENRSE the FORET RNBYE Ube (he Pt Avalatay Seerch

© 1 don't see what | need
Work with Lumen 0 find and add a port.

Some ports requine Brofesuonsl assistance. CONLact Lumen 10 find soditionsl services by chcking Contact a Specisist

Entarseive 1012345678

Change Requests -

B Ticket - -
o o i
+ Addservices |( Manage Services
Show B Avatabie Port Locations (B Active Services [ Connections L

- Toromtes
Rl
Loy
f

e S
- .
ot 3
W i

o

Page 10

Services not available everywhere. Business customers only. Lumen may change, cancel or substitute products and services,
or vary them by service area at its sole discretion without notice. ©2026 Lumen Technologies. All Rights Reserved.


https://docs.lumen.com/lumen-connect/general/signing-in-to-lumen-connect/
https://docs.lumen.com/lumen-connect/general/retrieving-your-username-or-password/

LUMeN

2. Using the left menu click Services, then click Add Services.

X LUMEN'  tumencommeat ’ -
=
N Add Services @ Help
S ) Self-Serve
Add Services @’ Networking
UE——— =
i
$ 1P VPN On-Demand Connection + Add
®
° “M'o:“':f“( MMMMM + Add
@
Network-as-a-Service (Nass) Port + Ada
Wavelength + Ada
@ Edge Cloud
——— =
@ Cybersecurity
000 Hyper + Ada
@ 1 don’t see what | need
Click + Add for IP VPN On-Demand.
4. From the Customer ID and Billing Account Number lists, select the customer number and
billing account number you want to add IP VPN On-Demand to.
Lumen Connect®™ fills in the VRF inventory based on the customer ID and billing account
number you selected.
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5. Inthe Service Nickname field, type a name for the connection you're creating. (Be sure to
use something memorable. This name will appear on your invoice.)

6. Inthe From Location (Select Your VRF) section, select or create a VRF for the other end of
your connection.

e Select the VRF to use for the other end of your connection. Click View Details for a
VRF to view the VRF's routes.

e Click Create New, then type a description for the new VRF in the New VRF
Description field. Lumen Connect™ will create the VRF and activate your VPN service
once you create your connection.

= LUMEN'  LumenConnect Enterprise 1D 12345678
A Add IP VPN On-Demand Connection @ Holp
st 1. Select Locations & Providers
s Customer ID * Billing Account Number
SUNDAY UAT 1 (1-T8BD) v ACC-00000001 v

Service Nickname
&
o

From Location (Select Your VRF)
@ Use Existing VRF | Croate New

New VRF Description *
00/VPXX/UAT-VRF-01TEST

Cloud Provider * AWS Account 10 * ©®

Cloud Provider On Ramp

2. Select Bandwidth & Price

3. Select Additional Settings

4. Review & Submit Order

7. From the Cloud Provider list, select AWS.

8. Fill in the information for the AWS connection:

a) Inthe AWS Account ID field, type your AWS account ID.
b) From the Cloud Provider On-Ramp list, select an On-Ramp.

9. Click CONTINUE.
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10. Use the Billing Method buttons to select whether you want monthly or hourly billing for the
connection, then select the bandwidth for the connection. Bandwidth options are determined
by the destination (to location). (You can't change the bandwidth once you create the
connection. If you need to choose a different bandwidth after creating the connection,

disconnect the connection and create a new one.)

LUMEN'  tumenconnect

=
. Add IP VPN On-Demand Connection
I 1. Select Locations & Providers O VSO AT YR TR
ud Provider: AW
$
o 2. Select Bandwidth & Price
@ Billing Method * ()
7]
= Bandwidth Monthily
O  sombes
o Mbx
O
O  300Mbe
(@] Mg
o) 90 b
o) "
- o]
o
o]
O

ng beging once conNectic active. Customer will be billed MRC(s) with pro-rat

Cancel

3. Select Additional Settings

4. Review & Submit Order

12345678

@ Help

Change
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11. Click CONTINUE.
12.In the Select Additional Settings section, fill in the additional details for the connection:

¢ Inthe AS Number on AWS field, type the autonomous system number from Amazon
(ranges from 64512 to 65534 or 4200000000 to 4294967294) used when creating the
Direct Connect gateway.

e Select whether this is a primary or backup connection.

o Primary will set the local-pref to 750
o Backup will set the local-prefto 700

¢ Inthe IPv4 Routing Option field, select the radio button for the routing option you want
to use for the connection. Learn more about routing options for an I[P VPN connection

e Use the buttons to select whether you want to advertise default routes.

X LUMEN umen Connect 234567
=
a Add IP VPN On-Demand Connection @ Help
1. Select Locations & Providers ORI otTeat Chanm
d Ser
2. Select Bandwidth & Price Chang:

E" ! 3. Select Additional Settings
$

Provider Service AS Number on AWS * @
e
®
i Primary/Ba D

Bac

L]

1Pva Routing Option “What
@

© Avoregste o
Ad Il routes except those specified
o ot those 1pecified
Advertise Dt o
veo |
Cancel Previous @

4. Review & Submit Order
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13. Click CONTINUE.

14. Review the order information and correct any missing or invalid selections, then click SUBMIT
ORDER.

Lumen Connect™ creates the request for connection, places it in Pending Activation status,
and routes you to the Services tab so you can monitor the status of the connection. To see
status updates, click ©. Once Lumen assigns the permanent VRF (within five minutes), the
connection changes to Active status.

I: Prowisloning in Progress
Activabion typically takes less than § minutes. When the service is activated, we'll send an emal nfirmation and update the Services tab with the details. You may beave this page and

aoe sdational arders whils previzien

o Daesign u Confgure o Activate @ Complate

15. If you want to add High Resiliency for this connection, repeat steps 2-12 using the same VRF
and a different AWS on-ramp location.

Learn more about AWS resiliency options
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Step 3: Complete the AWS connection
To complete the connection in AWS:

1. Go to the AWS Management Console and sign in.

2. Navigate to the the Direct Connect Console
e AWS Console > Services > Direct Connect

3. Select the ID of the connection in the State showing ordering

< Connections (1) © Craate connection

o A& | Name % | Region % | Location v | Bandwidth v | state v

cxe-00681E-lurnn - Equinix DC2/DC11 16bps @ erder

4. Click Accept

© 2wsoirect connect > Connections > pxcoN.
Direct Connect 4 DXCON- — Accept

Connections

rterfaces General configuration
LAGS Connection I State Location Jumbo frame capable
. N dxcon- d Equinix DC2/DC11, Ashburn, VA true
Direct Connect
Connection name Port speed AWS logical device VLAN
-vexx-006818-lumn—-va-kxfn-122919- 1Gbps EqDC2-3i5wsif41badg 4098
lumn
S Interconnec Region LOA issued at Partner name
AWS account us-east-1 - CenturyLink
1234567890120000
Encryption mode MACsec capable
no_encrypt false
Port encryption status
Encryption Down
Tags
Q 1 ]
Key Y Value v

No tags

[ loudshell  reedback [ co
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5. A pop-up will ask you to confirm a second time. Click Confirm

Accept hosted connection

Are you sure you want to accept the hosted connection dxcon-

6. Once the connection State is available, Click Create virtual interface

e AWS Direct Connect > Connections > DXCON-

Direct Connect < DXCON-" s

Connections

Virtual interfaces General configuration

LAGS Connection ID State Location Jumbo frame capable

Direct Connect gateways dxcon- - @ available Equinix DC2/DC11, Ashburn, VA true

Virtual private gateways Connection name Port speed AWS logical device VLAN

NN -vexx-006818-lumn--va-kxfn-122919-lumn 1Gbps EqDC2-3i5wsif41badq 4095

AWS Interconnect AWS account Region LOA issued at Partner name

1234567890120000 us-east-1 - CenturyLink

Encryption mode MACsec capable
no_encrypt false
Port encryption status

Encryption Down

Virtual interfaces Monitoring Tags

Virtual interfaces @ View details Edit Delete actions v ) ([ Greatevirtual interface 1)

Q Search virtual interfaces 1 ]
D v | Name a | state v | Region v | Connection ID v | viaN v | Type v |

No virtual interfaces

No virtual interfaces to display.

Create virtual interface
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7. Complete the connection details (you will need to expand Additional settings)
e Virtual interface type - select Private
e Virtual interface name - name the interface
e Connection - select the connection that was just accepted
e Virtual interface owner
o My AWS Account if connecting to your own VPC
o Another AWS Account if sharing with a 3™ Party Partner/Vendor
e Gateway Type - Virtual Private Gateway
e Virtual Local Area Network (VLAN) - do not change
e BGP ASN - 3549
e Your router peer IP - Lumen Router Peer IP from Lumen Connect®
e Amazon router peer IP - Cloud Provider Router Peer IP from Lumen Connect™
e BGP authentication key - BGP Auth Key from Lumen Connect®™

8. Click Create virtual interface
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terfates > Create

Virtual interface type

Type

O Frivate

Transit

Private virtual interface settings

Virtual interface name

Luman-Frivate-VIF-Test

Connsction
wexx-0068 1 8-lumn--va-kxfn-122819-4umn
Virtual interface awner

© My AWS account

Ancther AWS account
Gateway type

Direct Connect Gateway - recommended

Allows conr

tians to multiple VPCs and Regians.

Virtual private gateway

Luman-Test
Virtual Local Area Network (VLAN)

2299

BGP ASN

3549

¥ Additional settings
Addrass family - apeional

[« Q%]

1P

Your rauter peer ip - optional
196.51.100.1/30

Amazron router peer 1P - optional

1.100.2/30
BGP authentication key - optional
BGP-ALTH-KEY-D00000000000
Jumba MTU [MTU size $007) - epthonal
.Fnahlm
Enabls SiteLink - optional
Enabled

Tags

( agdeag )
A v )

s th

Puiblic

Cancel

Create virtual interface
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9. A new window will be shown and a message will display Virtual interface create successfully.
The connection State will show as pending.

Direct Connect < @ Virtual interface created successfully

Connections DXCON-I

Virtual interfaces

LAGS

General configuration

Connection ID State Location Jumba frame capable
. dxcon- @ available Equinix DC2/DC11, Ashburn, VA true
ransit gateways
AWS Interconnect Connection name Port speed AWS logical device VLAN
-v00:-006818-lumn--va-kxfn-122919-lumn 1Gbps EqDC2-3iSwsifd1badg 4005
AWS account Region LOA issued at Partner name
1234567890120000 us-east-1 - CenturyLink
Encryption mode MACsec capable
no_encrypt false

Port encryption status
Encryption Down

Virtual interfaces Monitoring ~ Tags

Virtual interfaces (1) @ View details Edit Delete Actions ¥ Create virtual interface

Q Search nterfaces 1 @
I v | Name a | state v | Region % | Connection ID v | vian v | Type
dxvif- Lumen-Private-VIF-Test @ pending us-east-1 dxcon- 4095 private

10. After a few minutes, the connection State will show as available meaning the BGP peer
between Lumen and AWS is now active.

Connections > DXCON-

Direct Connect < @ Virtual interface created successfully

Connections
Virtual interfaces DXCON- "

General configuration

Direc

virtual ways Connection ID State Location Jumbo frame capable
" dxcon- @ available Equinix DC2/DC11, Ashburn, VA true
AWS Interconnect Connection name Port speed AWS logical device VLAN
~VeXx-006818-lumn--va-kxfn-122919-lumn 1Gbps EQDC2-3iSwsif41badq 4095
AWS account Region LOA issued at Partner name
1234567890120000 us-east-1 - CenturyLink
Encryption mode MACsec capable
no_encrypt false

Port encryption status
Encryption Down

Virtual interfaces  Monitoring | Tags
Virtual interfaces (1) © (viewser £dit . Actions v Create virtual interface
Q ' ®
D v | Name a | state v | Region v | Connection ID v | vian v | Type
i Lumen-Private-VIF-Test © available us-east-1 dxcon- 4095 private

Page 20

Services not available everywhere. Business customers only. Lumen may change, cancel or substitute products and services,
or vary them by service area at its sole discretion without notice. ©2026 Lumen Technologies. All Rights Reserved.



LUMeN

Note: For detailed guidance on configuring your AWS networking, refer to the AWS Direct
Connect Documentation. If you'd like personalized support, please contact your Lumen Account
Team to explore our professional services for AWS management.

Disconnect Lumen Network-as-a-Service IP VPN On-Demand to a
Private VIF with Virtual Private Gateway

1. Signin to the AWS Console.
2. Navigate to AWS Direct Connect > Virtual Interfaces

3. Select the Virtual Interface associated with the IP VPN On-Demand service that is being
disconnected.

e AWS Direct Connect > Virtual interfaces

Direct Connect < Virtual interfaces (1) @ View det Edit Delet tions v Create virtual interface
Connections Q search virt cerface ! €

AGs 1] v Name a | state ¥ | Region v Connection ID v VLAN v | Type v

daxvif- Lumen-Private-VIF-Test @ availabl us-east-1 dxcon- 4095 private

[ Cloudshell  Feedbock (¥ Console Mobile App

4. Inthe upper right-hand corner, click Delete
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e AWS Direct Connect » Virtualinterfaces » DXVIF-

Direct Connect

Connections
Virtual interfaces

LAGS

Direct Connect gateways
Virtual private gateways
Transit gateways

AWS Interconnect

DXVIF- "

General configuration

Virtual interface ID
dxvif-5

Virtual interface name
Lumen-Private-VIF-Test

AWS account
1234567890120000
Virtual interface type

private

Peerings Monitoring Tags

Peerings (1)
D | Name

dxpeer- S ipva

State
@ available

Virtual private gateway
vgw-092b59849615a1fa2

VLAN
4095

Region
us-east-1

Test history

BGP ASN

BGP-AUTH-KEY-
3549 000000000000

BGP authentic...

Amazon side ASN
64512

Connection 1D
dxcon-

Location
Equinix DC2/DC11, Ashburn, VA

SiteLink enabled
false

Yourrouter pe... | Amazon route...

198.51.100.1/30 198.51.100.2/30

AWS logical device
EqDC2-3iswsifd1badg

MTU
1500

Jumbo frame capable

true
| AWS logicald... | State BGP status
EQDC2-3i5wsif... @ available @ up

5. A pop-up will appear asking to confirm. Click Delete again.

Delete dxvif-#

Delete dxvif-Suww i

X

% permanently? This action cannot be undone. Deleting will stop

AWS Direct Connect data transfer charges associated with dxvif-#
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6. A new window will be shown, and a message will display Virtual interface deleted
successfully. The connection State will show as deleting.

Direct Connect < @ Virtual interface deleted successfully x

Connection P —

Virtual interfaces

General configuration

Virtual interface ID State Amazon side ASN AWS logical device
dxvif- ® ting 64512 EQDC2-3i5wsif41badq

Virtual interface name

ivate gateway Connection ID MTU

Lumen-Private-VIF-Test 615a1fa2 1500

AWS account VLAN Location Jumbo frame capable

1234567890120000 4095 Equinix DC2/DC11, Ashburn, VA true

Virtual interface type Region SiteLink enabled

private us-east-1 false

Peerings  Monitoring  Tags  Test history

Peerings (1) et Add peering
0 Name BGP ASN | BGP authentic Your router pe. Amazon route. AWS logical d. State BGP status ‘
dxpeer- iova 3549 B THaET: 198.51.100.1/30 198.51100.2/30  EqDC2-3iSwsif. @ deleting ® dowr

7. After a few minutes, the message will display Virtual Interface deleted successfully and the
connection State will show as deleted.

tConnect > Virtual interface DXVIF

Direct Connect < @ Virtual interface deleted successfully X

Connections

DXVIF-S# s

Virtual interfaces

General configuration

Virtual private ga Virtual interface ID State Amazon side ASN AWS logical device
s dxvif- ® 64512 EQDC2-3i5wsifa1badq
AWS Virtual interface name Virtual private gateway Connection 1D MTU
Lumen-Private-VIF-Test W-092b59849615a1fa2 fxcon 1500
AWS account VLAN Location Jumbo frame capable
1234567890120000 1005 Equinix DC2/DC11, Ashburn, VA true
Virtual interface type Region SiteLink enabled
private us-east-1 false
Peerings Monitoring Tags  Test history
Peerings (1) e Add peering
] Name | BGPASN BGP authentic | Your router pe.. Amazon route.. AWS logical d. State BGP status
BGP-AUTH-KEY- s o
dxpeer- ipva 3549 000000000000 198.51.100.1/30 198.51.100.2/30  EqDC2-3i5wsif. ® ® down
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8. Navigate back to Direct Connect > Connections, select the box next to the Connection ID
associated with the IP VPN On-Demand service that is being disconnected, and click Delete

in the upper right-hand corner.

© s niccicomecs > connections

pretComet < Comectons 101 @ jr—
1 ]

Connections

Q search connections

Virtual interfaces
LAGS -] - Name v Region % | Location v | Bandwidth v | state v

Direct Connect gateways { dxcon- ~vexx-D06818-lumn--va-kx... us-gast-1 Equinix DC2/DC11, Ashbur... 1Gbps @ available ]

Virtual private gateways

Transit gateways

AWS Interconnect

9. A pop-up will appear asking to confirm. Click Delete again.

Delete dxcon- " x

Delete dxcon- permanently? This action cannot be undone. Proceeding with
this action will stop all port hour charges for this connection.
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10. A message will show Connection deleted successfully and the connection State will show
deleted.

e AWS Direct Connect » Connections

Direct Connect ¢

Connections

Virtual interfaces Connections (1 of 1) @ View details Create connection
LAGs Q, Search connections 1 o]
Direct Connect gateways

Virtual private g '] & | Name v | Region v Lacation ¥ | Bandwidth v State v
Transit gatew [ dxcon- ~vexx-006818-lumn--va-kx... us-gast-1 Equinix DC2/DC11, Ashbur... 1Gbps © deleted J

AWS Interconnect

11. Within Lumen Connect®™ you can now select the Manage Services, filter by Product, select

IP VPN on-Demand to locate the Service ID of the connection you want to disconnect.

X LUMEN Lumen Connect Entorprise ID: 12345678
Dashboard
. Manage Services Add Services @ Help
Alert :
Last updated: 24 Feb 2026 at 321 pm EST £
i=  Services
Manage Services Q 5 Views " o = oL B
Add
L Filtered Results (-1 of 1) O s X
v
Service ID % Product % Status 7 Locati O © Service Nickname 7 o dopid Actions
se v
— Oc
. . P VPN On-Demand o L ACC-00000001
m]
$ Biling v m}
[m]
O 44 v h
arwe
@ suppor v (m L
.
@  Lumen Connect Hels O
B o «<D -
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12. Select the Service ID of the connection you want to disconnect and click Disconnect

X LUMeEN Lumen Connect Enterprise ID: 12345678 —
88 Dashboard
< Man ces
A Aerts & Notifications IP VPN Service Details SERVICE-TEST-01 ‘® Help)
= Services A
Summary
Manage Services
Add Services Product Status Service Nickname Creator
1P VPN Active Lumen-AWS-VRF-3
Order Status
Sacvice Risquésts W Billing Account Customer Account Billing Type Billing Price
ACC-00000001 SUNDAY UAT 1 (1T88D) Monthly
Service Portals v
Bandwidth Start Date End Date
[l “Mankerieg & Rasarty R 1Gbps 2026/02/2514:10 GMT -~
$ Biling v
Repair Ticket ) ( Disconnect (' update Nickname ) (  Manage Service )
O Admin v
® support v
From Location To Location
@ Lumen Connect Help
VRF Description Provider
@ contact Lumen Lumen-AWS-VRF-3 B aws
VRF Name NNI On-Ramp
00/VPXX/UAT-VRF-O1TEST us-east-1 - US East (N. Virginia) - Reston 100G
Service Id
SERVICE-TEST-01

13. Check the box to confirm the change and click Confirm Disconnect

Confirm Service Disconnect X

Service Details

Service ID Connection Nickname
SERVICE-TEST-0001 Lumen-AWS-Connection-1
Product Type Order Contact

IPVPN

To Location Details
us-east-1 - US East (N. Virginia) -
Ashburn 100G

| understand | will be billed for the full hour or full day based
on the billing method once | confirm the disconnect.

The AWS connection cannot be deleted with active (Check

virtual interfaces. Please make sure you have AWS
successfully disconnected resources associated withinterfaces
the hosted connection in AWS Portal before here)

disconnecting your Lumen Connection.

Confirm Disconnect Cancel
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14. A pop-up will display Disconnect Accepted - Successful Disconnect Request. You may now
click CLOSE.

Disconnect Accepted X

@ Successful Disconnect Request

Once the disconnect is completed, service details will be
emailed to you.

Confirmation Details

Order & Billing Information
Service ID SERVICE-TEST-0001

Service Nickname Lumen-AWS-Connection-1

Approved By

Close

15. Once complete, the Summary page will show the Status as Disconnected.

X LUMEN'  Lumenconnect Enterprise ID:12345678 -
Dashboard
vices
Ale Notific s
A Alerts & Notification IP VPN Service Details SERVICE-TEST-0001 (@ Heip
= Services A
Summary
Manage Services
Add Services Product Status Service Nickname Creator
IP VPN Disconnected Lumen-AWS-Connection-1
Order Status
Service Requests v Billing Account Customer Account Billing Type Billing Price
ACC-00000001 1234567890120000 Monthly
Service Portals v
Bandwidth Start Date End Date
Moni s
L Monitoring & Report e 1Gbps 2026/02/24 19:41 GMT 2026/02/24 20:25 GMT
$ siling v ) . )
Repair Ticket ) Disconnect ( update Nickname Manage Service
© Admin v
® support v
From Location To Location
@ Lumen Connect Help
VRF Description Provider
[ contact Lumen Lumen-AWS-VRF-1 B aws
VRF Name NNI On-Ramp
O0/VPXX/UAT-VRH-01-TEST us-east-1 - US East (N. Virginia) - Ashburn 100G
Service Id
SERVICE-TEST-0001
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Deploying Lumen Network-as-a-Service IP VPN On-Demand to a

Private VIF with Direct Connect Gateway

AWS Cloud
Centralized Self-Service Control ao -
Lumen Connect®™ ¢ APl « Automation = egion
g Gdj 8t< Néana_ge go?r?‘ections Lumen MPLS Backbone Virtual Private Virtual Private Cloud
. pdate Service Detalls m . _ (VPC)
*  Monitor Performance & Utilization Resilient Private Cloud On-Ramp AGat@/:ay
ssociations
1T
AW &)
_ Customer ~— Lumen Network —féx— v
o Virtual Private
Premise @ Direct Connect Gateway
@ On-Ramp Direct Connect |
IP VPN On-Demand y Gateway
Customer VRF N B
) Virtual Private Cloud
PE N Provision « Modify « Scale N NNI ( ) Private VIF g | § (VPC)
802.1Q
IPPVPN *  Programmable hybrid connectivity ‘ VLAN Direct Connect ‘ [, &_)
Customer ort +  Resilient WAN routing and transport ! Router : T
Gateway «  Customer controls edge and cloud ! :
i i Virtual Private
H E Gateway
1
i
(" BGPPeer - '

Hybrid Connectivity Responsibility Model:

Customer
Custo.mer E.dge Lumen IP VPN On-Demand Connectivity with Self-Service Control Configuration of BGP Customer, AVYS Clm.'d Network
Configuration (Lumen & AWS) Configuration

Direct Connect Gateway peering with connectivity to multiple VPCs

Getting Started Checklist

1. Lumen Connect’™ Access - Confirm you have access to Lumen Connect®™ and are entitled
for the Fabric & On-Demand Services functionality.

2. AWS Account Number - Ensure you have the correct 12-digit AWS Account ID that you
intend to connect with.

3. AWS Console Access - Verify that you have the necessary login credentials and
permissions to access the AWS Management Console for the target account.

Step 1: Prepare the AWS connection

To prepare the connection in AWS:
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1. Signin to the AWS Console.

If you do not already have a Direct Connect Gateway open the Direct Connect Dashboard

All Services > Networking & Content Delivery > Direct Connect

M w N

On the left-hand side select Direct Connect gateways

Direct Connect <

Connections

No Direct Connect gateways
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6. Complete the Direct Connect gateway settings
e Name
e Amazon-side ASN
1. Custom ASN (if you modify the ASN, make note as you will need it when
creating the IP VPN On-Demand Connection)

= AWS Direct Connect Direct Connect gatewa Create

Create Direct Connect gateway

A Direct Connect ga allows you to use your Direct Connect connections to access your VPCs in remote AWS Regions. Learn more (2

Direct Connect gateway settings

Name

Lumen-Test-DXGW

Amazon-side ASN

Cancel Create Direct Connect gateway

[l T iy pm———

7. Click Create Direct Connect gateway
8. The Direct Connect gateways window will be shown, with the new Direct Connect gateway
state as available.
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B 8 ©® @ Gcowar

Direct Connect < .

Direct Connect gateways (1) @ Create Direct Connect gateway
Conne as 1
Virtual interfaces
LAGS D a | Name v | State v
Direct Connect gateways €9fb7980 Lumen-Test-DXGW @ available

virtual private

ansit gateways

AWS Interconnect

9. Copy your AWS Account ID. You will paste this into Lumen Connect™ when creating the On-

Demand connection.
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Step 2: Add the connection in Lumen Connect’V
To add the IP VPN On-Demand connection:

1. Signinto Lumen Connect®™. (Get help retrieving your username/password.)

X LUMEN e comect Entarovve © 12345678 —
[gr—
P Dashboard (@ v
= v
™ $ Core Capabilities -
Access 1001 10 1008t SerCeR. MONKDF 09N DRSNS, Fview FEQUSIES 80 ICASES. 300 MUNBPe MVOICHS 81
$ siing v Snapshots ..
Services
0 v - = A o
sy Bolance Due - Ac - Open Orders ¢ - Chonge Requests -
Find by Service 10
® suowon v
$0.00 o n (o]
@ Lumen Comnect el Pind by Puodiat s Sarshis et ©
" el e siakorundsas Disconnect Requests -+ Network Visibity: Status = Potential Repoir Tickets - -
B Contact Lumes " - » !
Nerts ‘ (o] 7 19 (o] (o] ]
Scheduled Maintenance i i
Favorite Pages
On-Demand Services Overview + Add Services Manage Services
Visualize your active ports and On-Demand services and explore expansion opportunities for ports and On-Demand services across our network
Services by Location
Port Avallabiity [ rter s oo sarets v * Lum 1 avaisbis Q show [ Avatabie Port Locatioms [ Active Servces [l Connections. &

Legend () Fort = Connection o Cruster
(nas

e serce mastty only Some SCHITAS ey R COVE SrPASSATY U the Zunes CRSared Une e

© 1 don’t see what | need &) Contact a Specialist
Work with Lumen 1o find and add a port.

Some Dorts require professcnal aisistance Contact Lumen 10 find saditional services by chcking Contact a Specisist

2. Using the left menu click Services, then click Add Services.
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X LUMEN  tume Connect
=
. Add Services @ el
Self-Serve
Add Sarvices
Networking
internet On-Demand Connection + Ada
o~
$
19 VPN On-Demand Connection + A
L]
®
e Cthernet On-Oemand Connection + Add
@
Network-as-a-Service (Nass) Port + Ada
Dedicated internet Access (DIA) + A
Wavelength + Ada
@ Edge Cloud
Secure Accoss Service Edge (SASE) + Add
@ Cybersecurity
0008 Hyper + Ada
1 don't see what | need

Work with Lumen 1o find and add » service.

3. Click + Add for IP VPN On-Demand.

4. From the Customer ID and Billing Account Number lists, select the customer number and
billing account number you want to add IP VPN On-Demand to.
Lumen Connect®™ fills in the VRF inventory based on the customer ID and billing account
number you selected.

5. Inthe Service Nickname field, type a name for the connection you're creating. (Be sure to
use something memorable. This name will appear on your invoice.)
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6. Inthe From Location (Select Your VRF) section, select or create a VRF for the other end of
your connection.

e Select the VRF to use for the other end of your connection. Click View Details for a
VRF to view the VRF's routes.

e Click Create New, then type a description for the new VRF in the New VRF
Description field. Lumen Connect™ will create the VRF and activate your VPN service
once you create your connection.

X LUMEN  tumenconnect 12345678

B

Add IP VPN On-Demand Connection

@ Help

1. Select Locations & Providers
Add Services

Customer 1D Billing Account Number

SUNDAY UAT 1 (178BD) v ACC-00000001 v

Service Nickname
o
$ From Location (Select Your VRF)

Use Existing VRF Create New

New VRF Description
e 00/VPXX/UAT-VRF-01TEST

Cloud Provider AWS Account 1D * @
L)

v

@

Cloud Provider On Ramp

Cancel

2. Select Bandwidth & Price
3. Select Additional Settings

4. Review & Submit Order

7. From the Cloud Provider list, select AWS.

8. Fill in the information for the AWS connection:

1. Inthe AWS Account ID field, type your AWS account ID.
2. From the Cloud Provider On-Ramp list, select an On-Ramp.

9. Click CONTINUE.
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10. Use the Billing Method buttons to select whether you want monthly or hourly billing for the
connection, then select the bandwidth for the connection. Bandwidth options are determined
by the destination (to location). (You can't change the bandwidth once you create the
connection. If you need to choose a different bandwidth after creating the connection,
disconnect the connection and create a new one.)

X

LUMeN Lumen Connect Enterprise 1012345678

- 0

Add IP VPN On-Demand Connection @ Help

1. Select Locations & Providers VRF: 00/VPXX/UAT-VRF-QITEST Change

2. Select Bandwidth & Price

Billing Method * @
Monthly | Wourly

Bandwidth Honthly

E

RO & 0 o

Cancel provious | (R

3. Select Additional Settings

4. Review & Submit Order

11. Click CONTINUE.
12. In the Select Additional Settings section, fill in the additional details for the connection:
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¢ Inthe AS Number on AWS field, type the autonomous system number from
Amazon (ranges from 64512 to 65534 or 4200000000 to 4294967294) used when
creating the Direct Connect gateway.

e Select whether this is a primary or backup connection.

o Primary will set the local-pref to 750
o Backup will set the local-pref to 700

¢ Inthe IPv4 Routing Option field, select the radio button for the routing option
you want to use for the connection. Learn more about routing options for an [P
VPN connection

e Use the buttons to select whether you want to advertise default routes.

X LUMEN  tumencosnect Enterprise 1012345678

B Nerss & nouon Add IP VPN On-Demand Connection @ Help

1. Select Locations & Providers o o ety Pl

vice Request 2. Select Bandwidth & Price Change

K

3. Select Additional Settings

Provider Service AS Number on AWS * ©

Primary/Backup * ©

Primary Backup

I1Pv4 Routing Option “What s this?

8O & 0 «

© Aggregate and advertise my RFC 1918 routes

Advertise all routes except those specified

Deny all routes except those specified

More Details

Advertise Detauit Routes for 1Bva *

Yos No

4. Review & Submit Order
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13. Click CONTINUE.
14. Review the order information and correct any missing or invalid selections, then click SUBMIT
ORDER.

Lumen Connect®™ creates the request for connection, places it in Pending
Activation status, and routes you to the Services tab so you can monitor the status of
the connection. To see status updates, click ©. Once Lumen assigns the permanent
VRF (within five minutes), the connection changes to Active status.

E Prowisioning in Progress
Acthsation twalcally takes lnes Aears th & - shvat o'l sancl an ama nlirmation sndate tha Eendces tab with the detalle 'You may laave this page and

ilace sdational ardar while piovizloning completst

e:.--.-.-- n nfgure alﬂlutu G} Tiplate

15. If you want to add High Resiliency for this connection, repeat steps 2-12 using the same VRF
and a different AWS on-ramp location.

Learn more about AWS resiliency options
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Step 3: Complete the AWS connection
To complete the connection in AWS:

1. Go to the AWS Management Console and sign in.

2. Navigate to the Direct Connect Console

e AWS Console > Services > Networking & Content Delivery > Direct Connect

3. Selectthe ID of the connection in the State showing ordering

e AWS Direct Connect > Connections
Direct Connect < "
Connections (1) © Create connection
Connections Q seor ot ’ &
Virtual interfaces
LAG [} a Name v Region v Location v Bandwidth v State v
Direct Connect gateways dxcor -Vexx-006819-lumn--va-kx us-east-1 CoreSite 1Gbps @ ordering

AWS Intercannect

Console Mobile App

4. Click Accept

Page 38

Services not available everywhere. Business customers only. Lumen may change, cancel or substitute products and services,
or vary them by service area at its sole discretion without notice. ©2026 Lumen Technologies. All Rights Reserved.


https://aws.amazon.com/

e AWS Direct Connect > Connections > DXCON-

Direct Connect

Connections

Virtual interfaces

LAGS

Direct Connect gateways
Virtual private gateways
Transit gateways

AWS Interconnect

< DXCOMN-# —

General configuration

Connection 1D
dxcon-

Connection name
~wexx-006819-lumn--va-kxfn-102506-lumn

AWS account
1234587890120000

Tags

Tags
Q, Search tags

Key

State
@ ordering

Port speed
1Gbps

Region
us-east-1

Encryption mode
no_encrypt

Part encryption status
Encryption Down

Location
CoreSite

AWS logical device
CSVA1-3ead3pn7dihs]

LOA issued at
a | value
No tags

Mo tags to display.

Jumba frame capable
true

VLAN
Partner name
CenturyLink

MACsec capable
false

5. A pop-up will ask you to confirm a second time. Click Confirm

Accept hosted connection

Are you sure you want to accept the hosted connection dxcon-
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6. The connection State will show pending.

Connectio DXCON-

Direct Connect < DXCON- — Edit Delete

Cannections

Virtual interfaces General configuration
LAGS Connection 1D State Location Jumba frame capable
et Commec dxcon- @ pendi Coresite true
i Connection name Port speed AWS logical device VLAN
Trans ~w0xx-006819-lumn--va-kxfn-102506-lumn 1Gbps CSVA1-3ead3pn7dihs] a05s
AWS Interconnect AWS account Region LOA issued at Partner name
1234567890120000 us-gast-1 - CenturyLink
Encryption mode MACsec capable
no_encrypt false
Port encryption status
Encryption Down
Virtual interfaces  Monitoring Tags
Virtual interfaces ©) (view E v Create virtual interface
Q search ot 1 )
I v | Hame a | state v | Region ¥ | Connection ID v | wan v | Type v

No virtual interfaces

nnect nnection: DXCON-

Direct Connect < DXCON- - (Tean ) ((oetete )

Connections

General configuration

linterfaces

Connection ID State Location Jumbo frame capable

dacon- @ available Coresite true

Connection name Port speed AWS logical device VLAN

-vexx-006819-lumn--va-kxfn-102506-lumn 1Gbps CSVA1-3ead3pn7dihs] 4095

AWS account Region LOA issued at Partner name

1234567890120000 us-east-1 . CenturyLink
Encryption mode MACsec capable
no_encrypt false

Port encryption status
Encryption Down

Virtual interfaces Monitoring Tags

Virtual interfaces © : A - Create virtual interface
a - 1@

D v | Name a | state v | Region v | Connection D v | vian v | Type v

Na virtual interfaces

Create virtual interface
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8. Complete the connection details (you will need to expand Additional settings)

Virtual interface type - select Private
Virtual interface name - name the interface
Connection - select the connection that was just accepted
Virtual interface owner
o My AWS Account if connecting to your own VPC
o Another AWS Account if sharing with a 3™ Party Partner/Vendor
Gateway Type - Direct Connect Gateway
Direct Connect gateway - the name of the Direct Connect Gateway being used with
the connection
Virtual Local Area Network (VLAN) - do not change
BGP ASN - 3549
Your router peer IP - Lumen Router Peer IP from Lumen Connect™™
Amazon router peer IP - Cloud Provider Router Peer IP from Lumen Connect™™
BGP authentication key - BGP Auth Key from Lumen Connect™™

9. Click Create virtual interface
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2

ach VF » .
Virtual interface type
Type
O Private | Public
Transit

Private virtual interface settings

Virtual interface name

Lumen-Private-VIF-Test-1

Connection
vexx-006819-lumn--va-kxfn-102506-luma

Virtual interface owner

© ™My AWS account

Another AWS account
Gateway type

© Direct Connect Gateway - recomm

Direct Connect gateway
Lumen-Test-DXGW
Virtual Local Area Network (VLAN)

4095

BGP ASN

3549

v Additional settings
Address family - aptional
O Put

1Pvé

Vour router peer ip - optionol
198.51.100.2/30

Amazon router peer IP - optional
198.51.100.1/30

BGP authentication key - optional
BGP-AUTH-KEY-000000000000

Jumbo MTU (MTU size 9001) - ptional

Enabled

Enable SiteLink - optional
Enabled

Tags

~
Add tag

Cancel Create virtual interface
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10. A new window will be shown and a message will display Virtual interface created
successfully. The connection State of the VIF will show as pending.

B 8 ® ® cobr

e AWS Direct Connect Connections > DXCON-
Direct Connect < @ Virtual interface created successfully Create network synthetic monitor X
Connections

DXCON- 44

General configuration

Connection ID State Location Jumbo frame capable

dxcon- @ available CoreSite true

Connection name Port speed AWS logical device VLAN

~VOXx-006819-lumn--va-kxfn-102506-lumn 1Gbps CSVA1-3ead3pn7dihsj 4095

AWS account Region LOA issued at Partner name

1234567890120000 us-east-1 - CenturyLink
Encryption mode MACsec capable
no_encrypt false

Port encryption status
Encryption Down

Virtual interfaces Monitoring Tags
Virtual interfaces (1) @ v ¢ " PR T e
Q arch virt terf 1 [}
1] v | Name - State v Region v | Connection ID v VLAN v Type v
dxvif Lumen-Private-VIF-Test-1 @ pending us-east-1 dxcon- 4095 private

B Cloudshell  Feedback [ Console Mo T p— ey, Tems | Cookie prafernces

11. After a few minutes, the connection State will show as available and the BGP status will show
as up.

Note: This can take a few minutes and the BGP status may show down for some period of
time.
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e
Direct Connect < DXVIF- —

General configuration

Virtual interface ID State Amazon side ASN AWS logical device

dvif- @ available 64512 CSVA1-3ead3pn7dihsj

Virtual interface name Direct Connect gateway Connection ID MTU

Lumen-Private-VIF-Test-1 c9fb7980-ee11-435d-87dd-edad53e575f dxcor 1500

AWS account VLAN Location Jumbo frame capable

1234567690120000 a095 CoreSite true

Virtual interface type Region SiteLink enabled

private us-gast-1 false

Peerings Monitoring Tags Test history

Peerings (1) t Add peering
13 Name BGP ASN BGP authentication key Your router peer IP |  Amazon router peer IP AWS logical device | state BGP status
dxpeer- ipvd 3549 BGP-AUTH-KEY-TEST 100.91.102.113/30 198.51.100.230 CSVA1-3ead3pnTdihs] @ available @up

12. Continue AWS Network configuration.

Note: For detailed guidance on configuring your AWS networking, refer to the AWS Direct
Connect Documentation. If you'd like personalized support, please contact your Lumen
Account Team to explore our professional services for AWS management.
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Disconnect Lumen Network-as-a-Service IP VPN On-Demand to a
Private VIF with Direct Connect Gateway

1. Signinto the AWS Console.
2. Navigate to AWS Direct Connect > Virtual Interfaces

Select the Virtual Interface associated with the IP VPN On-Demand service that is being
disconnected.

e AWS Direct Connect > Virtual interfaces

Direct Connect <

Virtual interfaces (1) t t v Create virtual interface

LAGs D v Name a State v Region ¥ | Connection ID v VLAN v Type v

Direct Connect gateways duvif- Lumen-Private-VIF-Test-1 @ available us-east-1 dxcon- 4085 private

B Cloudshell  Feedback [ Console Mobile App

4. Inthe upper right-hand corner, click Delete
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e AWS Direct Connect » Virtual interfaces > DXVIF

Direct Connect < DXVIF- v o
Connections
General configuration

Virtual interfaces

Virtual interface ID
dxvif-»

LAGS
Direct Connect gateways
Virtual private gateways Virtual interface name

Transit gateways Lumen-Private-VIF-Test-1

AWS Interconnect

AWS account
1234567830120000

Virtual interface type

private
Peerings Menitaring Tags
Peerings (1)
D |  Name
dxpeer- ipva

State
@ available

Direct Connect gateway
€9fb7980-ee11-435d-87d4-eda953e575f1

VLAN
4095

Region
us-gast-1

Test history

| BGPASN | BGP authentication key

3549 BGP-AUTH-KEY-TEST

Amazon side ASN
64512

Connection ID
dxcon-

Location
CoreSite

SiteLink enabled
false

| Your router peer IP | Amazon router peer IP

100.91.102.113/30 198.51.100.2/30

AWS logical device
CSvA1-3eaq3pn7dihs|

MTU
1500

Jumba frame capable
true

AWS logical device | state | BGP status
C5VA1-3ea43pn7dihs] @ avallable @up

5. A pop-up will appear asking to confirm. Click Delete again.

Delete dxvif-= X

Delete dxvif-# permanently? This action cannot be undone. Deleting will stop
AWS Direct Connect data transfer charges associated with dxvif- .
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6. A new window will be shown, and a message will display Virtual interface deleted
successfully. The connection State will show as deleting.

e AWS Direct Connect > Virtual interfaces > DXVIF-

Direct Connect < @ Virtual interface deleted successfully X

Connections
DXVIF-S——

Virtual interfaces
LAGSs
General configuration

Direct Connect gateways

Virtual private gateways Virtual interface ID State Amazon side ASN AWS logical device

- deleting 4512 VA1-3ead3pn7dihsj
Transit gateways devi @ deleting 645 CSVA1-3ead3pn7dihsj
AWS Interconnect Virtual interface name Direct Connect gateway Connection ID MTU
Lumen-Private-VIF-Test-1 €9fb7980-ee11-4354-87dd-edad53e575F1 dxcon- 1500
AWS account VLAN Location Jumba frame capable
1234567890120000 4095 CoreSite true
Virtual interface type Region SiteLink enabled
private us-east-1 false
Peerings Monitoring Tags Test history
Peerings (1) Delete Add peering
D Name | BGPASN | BGP authenticationkey | Your router peer... | Amazon routerpeerlP | AWS logical device | state | BGP status
dxpeer- ipvd 3549 BGR-AUTH-KEV-TEST 100.81.102.113/30 198.51.100.2/30 CSVA1-3ead3pn7dihsj @ deleting ® down

7. After a few minutes, the message will display Virtual Interface deleted successfully and the
connection State will show as deleted.
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e AWS Direct Connect > Virtual interfaces > DXVIF-

Direct Connect < @ virtual interface deleted successfully X

Connections DXVIF-S——

Virtual interfaces

LAGS

Direct Connect gate General configuration

Virtual private gatei Virtual interface ID State Amazon side ASN AWS logical device
N dvif- © deleted 64512 C5VA1-3ead3pn7dihs
Transit gat
AWS erconnect Virtual interface name Direct Connect gateway Connection ID MTU
Lumen-Private-VIF-Test-1 9fb7980-e011-4 37d4-eda 575f1 dxcon: 1500
AWS account VLAN Location Jumbo frame capable
1234567880120000 4095 CoreSite true
Virtual interface type Region SiteLink enabled
private us-east-1 false
Peerings Monitoring Tags Test history
Peerings (1) Delet Add peering
D Name BGP ASN | BGP authentication key | Your router peer... Amazon router peer IP |  AWS logical device State | BGPstatus
dxpeer- ipvé 3549 BGP-AUTH-KEY-TEST 100.91.102.113/30 198.51.100.2/30 CSVAT-3ead3pnTdihsj © deleted @ down

8. Navigate back to Direct Connect > Connections, select the box next to the Connection ID
associated with the IP VPN On-Demand service that is being disconnected, and click Delete

in the upper right-hand corner.

e AWS Direct Connect > Connections
Direct Connect < Connections (1 of 1) © - o pesten

Connections Q search connect 1 ®
Virtual interfaces

AGs D a | Name v | Region v | Location v | Bandwidth v | state v
Direct Connect gateways [ dxcon- -vOx-006819-lumn--va-k us-east-1 CoreSite 1Gbps @ available J

Virtual private gateways

Transit gateways

AWS Interconnect
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9. A pop-up will appear asking to confirm. Click Delete again.

Delete dxcon-" X

Delete dxcon- permanently? This action cannat be undone. Proceeding with
this action will stop all port hour charges for this connection

10. A message will show Connection deleted successfully and the connection State will show
deleted.
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aws # [a B 8 @ @ comv

e AWS

Direct Connect < @ Connection deleted successfully b 4

Connections.

Connections (1 of 1) © G comecion

onnect > Connections

LAG:

: Q, Seoarch connections , P
Direct Connect gateways
Virtual private gateways D 4 | Name v | Region v | Location v | Bandwidth v | state v
Transit gateways dxcon -vexx-006819-lumn--va-k... us-gast-1 CoreSite 1Gbps ]

AWS Interconnect

11. Within Lumen Connect™ you can now select the Manage Services, filter by Product, select
IP VPN on-Demand to locate the Service ID of the connection you want to disconnect.

=N Lumen Connect Enterpr
LUM=N

X

Dashboard

& Manage Services Add Services @ Help
Alerts & Notifications
= Services
Manage Services » Fault - ~
) Q - Saved Views - (Default) All Statuses - = oL R
Add Services
Order Status
L Filtered Results (1-20f 2) | Save Vie Os X
Service Requests v
Service ID % Product 1 Status 7 Locati O Service Nickname Tangaccount  n Actions
Service Portals v -
O
s Monitoring & Reports A 1P VPN On-Demand D D if!"lW(‘ ACC-00000001
O E-La
Lumen-AWS.
$ siling M VIR OncDstines! O E-LANEVCEn Connection-1 ACC-00000001
O Ethenet or
O Admin v
o
® support v 0
-
@ Lumen Connect Help o

Contact Lumen

=
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12. Select the Service ID of the connection you want to disconnect and click Disconnect.

X

E

®© & 0 «

LUMeEN

Dashboard

Alerts & Notifications

Services

Manage Services

Add Services

Order Status

Service Requests

Service Portals

Monitoring & Reports

Billing

Admin

Support

Lumen Connect Help

Contact Lumen

Lumen Connect Enterprise 1D: 12345678 ——— e
< Manage Services
IP VPN Service Details SERVICE-TEST-01 (@ Help)
A
Summary
Product status Service Nickname Creator
1P VPN Active Lumen-AWS-Connection-1
v Billing Account ‘Customer Account Billing Type Billing Price
ACC-00000001 SUNDAY UAT 1 (1T8BD) Monithly
v
Bandwidth Start Date End Date
M 1Gbps 2026/02/24 211 GMT
V. ~
(" Repair Ticket ) Disconnect ) ( Update Nickname ) ( Manage Service
v
v
From Location To Location
VRF Description Provider

Lumen-AWS-VRF-2

VRF Name
00/VPXX/UAT-VRF-O1TEST

Service Id
SERVICE-TEST-01

B8 aws

NNI On-Ramp
us-east-1 - US East (N. Virginia) -

Reston 100G

13. Check the box to confirm the change and click Confirm Disconnect

Confirm Service Disconnect

Service Details

Service ID Connection Nickname
SERVICE-TEST-01 Lumen-AWS-Connection-1
Product Type Order Contact

IPVPN

To Location Details
us-east-1- US East (N. Virginia) -
Reston 100G

I understand | will be billed for the full hour or full day based

on the billing method once | confirm the disconnect

The AWS connection cannot be deleted with active (Check

virtual interfaces. Please make sure you have

successfully disconnected resources associated withinterfaces

the hosted connection in AWS Portal before
disconnecting your Lumen Connection.

Confirm Disconnect Cancel

AWS

here)

X
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14. A pop-up will display Disconnect Accepted - Successful Disconnect Request. You may now
click CLOSE.

Disconnect Accepted

@ Successful Disconnect Request

Once the disconnect is completed, service details will be
emailed to you

Confirmation Details

Order & Billing Information

Service ID

Service Nickname

Approved By

Close

SERVICE-TEST-01

Lumen-AWS-Connection-1

15. Once complete, the Summary page will show the Status as Disconnected.

X LUMeEN
Dashboard

A Alerts & Notifications
IS Services

Manage Services
Add Services
Order Status
Service Requests.

Service Portals

E

Monitoring & Reports

8illing

Admin

Support

@ & 0 «»

Lumen Connect Help

[# contact Lumen

Lumen Connect

Manage Services

IP VPN Service Details

Enterprise ID: 12345678

(@ Help
A
Summary

Product Status Service Nickname Creator

IP VPN Disconnected Lumen-AWS-Connection-1
v Billing Account Customer Account Billing Type Billing Price

ACC-00000001 SUNDAY UAT 1 (1T8BD) Monthly
v

Bandwidth Start Date End Date
R 1Gbps 2026/02/24 2111 GMT 2026/02/24 21:41 GMT
>4 —

( Repair Ticket ) Disconnect Update Nickname Manage Service
v
v

From Location

VRF Description
Lumen-AWS-VRF-2

VRF Name
00/VPXX/UAT-VRF-01TEST

Service Id
SERVICE-TEST-01

To Location

Provider

B aws

NNI On-Ramp
us-east-1 - US East (N. Virginia) -

Reston 100G
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Deploying Lumen Network-as-a-Service IP VPN On-Demand to a
Transit VIF with Direct Connect Gateway

Direct Connect Gateway peering, transit gateway, and connectivity to
multiple VPCs

AWS Cloud

Centralized Self-Service Control
Lumen Connect™ ¢ APl « Automation

Region

* Add & Manage Connections

* Update Service Details .Il._umen_MPLS lsacdkb‘me
«  Monitor Performance & Utilization Resilient Private Cloud On-Ramp
Virtual Private
c Cloud (VPC)
ustomer 4@_\ Transit Gateway
© premi — Lumen Network ansit Gatew
remise Gﬁ) Direct Connect C\'\
@ On-Ramp Direct Connect
IP VPN On-Demand Gateway
Customer VRF \ V(i:rltuac! lz\r/l;act)e
. ¢ ou
PE Provision « Modify « Scale NNI Transit VIF @
IP VPN 802.1Q .
Port * Programmable hybrid connectivity ‘ VLAN Direct Connect ‘ Transit C\_\
Customer *  Resilient WAN routing and transport | Router | Gateway
Gateway «  Customer controls edge and cloud ! !
i i
i E Virtual Private
H H Cloud (VPC)
“| BGP Peer -

Hybrid Connectivity Responsibility Model:

Customer
Configuration of BGP
(Lumen < AWS)

Customer AWS Cloud Network
Configuration

Customer Edge

9 N Lumen IP VPN On-Demand Connectivity with Self-Service Control
Configuration

Getting Started Checklist

1. Lumen Connect’™ Access - Confirm you have access to Lumen Connect®™ and are entitled
for the Fabric & On-Demand Services functionality.

2. AWS Account Number - Ensure you have the correct 12-digit AWS Account ID that you
intend to connect with.

3. AWS Console Access - Verify that you have the necessary login credentials and
permissions to access the AWS Management Console for the target account.

Step 1: Prepare the AWS connection
To prepare the connection in AWS:

1. Signin to the AWS Console.
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2. If you do not already have a Direct Connect Gateway open the Direct Connect Dashboard

3. All Services > Networking & Content Delivery > Direct Connect

4. On the left-hand side select Direct Connect gateways

LAGs ) a | Name v | Region v | Location v | Bandwidth v | state v

Create connection

[ Cloudshell  Fecdback [ Console Mobile App

5. Click Create Direct Connect gateway
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Direct Connect < Direct Connect gateways @ Creats Diesct Conmect gataway
a — 1o e
[ - Name v State v

No Direct Connect gateways

Create Direct Connect gateway

[0 Cloudshell  Foedbock [ co

6. Complete the Direct Connect gateway settings

¢ Name
¢ Amazon-side ASN

o Custom ASN (if you modify the ASN, make note as you will need it when
creating the IP VPN On-Demand Connection)
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B L @ ® Gcobar

ct Connect gateways Create

Create Direct Connect gateway

A Dire

VS you to use your Direet Conne egions. Learn more 12

Direct Connect gateway settings

Name

Lumen-Test-DXGW

Amazon-side ASN

Tags

Specified tags to help identify a AWS Direct Connect resource

Add tag

Cancel (Create Direct Connect gateway

B3 cloudshell  Feedback [ Console Mabile App 202 Services, Inc. or its affiliates. Privacy  Terms  Coakic preferences

7. Click Create Direct Connect gateway

8. A new window will be shown and a message will display Direct Connect gateway created
successfully.
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Direct Connect gateways

Direct Connect < Direct Connect gateways (1) @

-] - Name v State v

c9fb7980 Lumen-Test-DXGW @ available

Mabile App

9. Copy your AWS Account ID. You will paste this into Lumen Connect™ when creating the On-
Demand connection.

Page 57

Services not available everywhere. Business customers only. Lumen may change, cancel or substitute products and services,
or vary them by service area at its sole discretion without notice. ©2026 Lumen Technologies. All Rights Reserved.



LUMeN

Step 2: Add the connection in Lumen Connect’V
To add the IP VPN On-Demand connection:

1. Signinto Lumen Connect®™. (Get help retrieving your username/password.)

X LUMEN  tumenconmect Entaroeise O 12345678 ———
- Dashboara
e R Dashboard D
e G Core Capabilities -
. ¥ Snapshots C.sicmie
Services

R ® & © «» [E i

L i >4 Poy Balan - Active Rep o ) Change Requests -
Find by Service 10 ¢
Suppont v
$0.00 o n 4]
s Commatai Find by Product or Service Tool ©
DUl & Brodust or deryien st x Disconnect Requests - Network Visbity Status = Potent i -> Security Changs -
Contact Lumen i > it Rbcents 3
Nerts o 7 19 o o 2
Scheduled Maintenance x4t
Favorite Pages
On-Demand Services Overview 4 AddServices | Manage Services
Visuahze your active ports and On-Demand services and explore expans.on opportunities for ports and On-Demand Services acToss our Network
Services by Location
St Aalahiity | Sntor a tecation asiorem 10 chack Lumen port svalebity Q Show B Avaiadie Port Locations [B) Active Services B Connectiont &

© 1 don't see what | need
Work with Lumen to find and 3dd 3 port.

Some Dorts requine Brofesucnsl assistance. Contact Lumen 10 find sdditional services by chcking Contact a Specistst

2. Using the left menu click Services, then click Add Services.
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X LUMEN'  Lumesconnect f o 0 aasen —
=
N Add Services @ Help
- s = Self-Serve
it @ Networking
i
§ 1P VPN On-Demand Connection + Ade
®
o (lrtulou—bm‘n‘:o«»fﬂmﬂ + Add
Z
Network-as-a-Service (N8ss) Port + Ada
Dedicated internet Access (DIA) + Agd
Wavelength + Agd
@ Edge Cloud
S =
@ Cybersecurity
0Dos Hyper + Add
| don’t see what | need
3. Click + Add for IP VPN On-Demand.
4. From the Customer ID and Billing Account Number lists, select the customer number
and billing account number you want to add IP VPN On-Demand to.
Lumen Connect®™ fills in the VRF inventory based on the customer ID and billing account
number you selected.
5. Inthe Service Nickname field, type a name for the connection you're creating. (Be sure
to use something memorable. This name will appear on your invoice.)
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6. Inthe From Location (Select Your VRF) section, select or create a VRF for the other end
of your connection.

e Select the VRF to use for the other end of your connection. Click View Details for
a VRF to view the VRF's routes.

e Click Create New, then type a description for the new VRF in the New VRF
Description field. Lumen Connect™ will create the VRF and activate your VPN
service once you create your connection.

X LUMEN Lumen Connect 12345678
=
A Add IP VPN On-Demand Connection ® Help
I=  Services
1. Select Locations & Providers
Add Services
Customer 10 Billing Account Number
SUNDAY UAT 1 (1T8BD) v ACC-00000001 v

Service Nickname
[P
S From Location (Select Your VRF)

Use Existing VRF Create New

o L

New VRF Description
p2d 00/VPXX/UAT-VRF-01TEST

Cloud Provider AWS Account 1D * @
Qo

v

@

Cloud Provider On Ramp

v

2. Select Bandwidth & Price
3. Select Additional Settings

4. Review & Submit Order

7. From the Cloud Provider list, select AWS.
8. Fill in the information for the AWS connection:
¢ Inthe AWS Account ID field, type your AWS account ID.

e From the Cloud Provider On-Ramp list, select an On-Ramp.
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9. Click CONTINUE.

10. Use the Billing Method buttons to select whether you want monthly or hourly billing for
the connection, then select the bandwidth for the connection. Bandwidth options are
determined by the destination (to location). (You can't change the bandwidth once you
create the connection. If you need to choose a different bandwidth after creating the
connection, disconnect the connection and create a new one.)

X LUMeN Lumen Connect 12345678

Add IP VPN On-Demand Connection @ Help

1. Select Locations & Providers 00/VPXX/UAT-VRF-O1TEST Change

2. Select Bandwidth & Price

nnnnn

Cancel Previous m

3. Select Additional Settings

4. Review & Submit Order

11. Click CONTINUE.
12.1n the Select Additional Settings section, fill in the additional details for the connection:
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¢ Inthe AS Number on AWS field, type the autonomous system number from
Amazon (ranges from 64512 to 65534 or 4200000000 to 4294967294) used when

creating the Direct Connect gateway.

e Select whether this is a primary or backup connection.

o Primary will set the local-pref to 750

o Backup will set the local-prefto 700

e Inthe IPv4 Routing Option field, select the radio button for the routing option
you want to use for the connection. Learn more about routing options for an [P

VPN connection

e Use the buttons to select whether you want to advertise default routes.

X LUMEN  tumenconnect

B Aerts 8 Nouncay Add IP VPN On-Demand Connection

1. Select Locations & Providers

VRF 00/VPXX/UAT-VRF-01TEST
Add Services 1 Provider AWS

2. Select Bandwidth & Price

3. Select Additional Settings

Provider Service AS Number on AWS * (D

=]
@ sweon Primary/Backup * ©
L]

Primary Backup

1Pv4 Routing Option “What is this?

12345678

@ Help

Change

© Aupregate and a

my RFC 1918 routes

Advertise all routes except those specified

More Details

Deny all routes except those specified

More Details

Advertise Detault Routes for 1Pva * (D

Yes No

Cancel

4. Review & Submit Order
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13. Click CONTINUE.

14. Review the order information and correct any missing or invalid selections, then
click SUBMIT ORDER.

Lumen Connect®™ creates the request for connection, places it in Pending Activation status,
and routes you to the Services tab so you can monitor the status of the connection. To see
status updates, click ©&. Once Lumen assigns the permanent VRF (within five minutes), the
connection changes to Active status.

( Provisioning in Progress
Activation typically takes less than 5 minutes. When the service is activated, we’ll send an email confirmation and update the Services tab with the details. You may leave this page and

place additional orders while provisioning completes.

° Design ° Configure o Activate @ Complete

15. If you want to add High Resiliency for this connection, repeat steps 2-12 using the same
VRF and a different AWS on-ramp location.

Learn more about AWS resiliency options
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Step 3: Complete the AWS connection

To complete the connection in AWS:

1. Go to the AWS Management Console and sign in.

2. Navigate to the Direct Connect Console

e AWS Console > Services > Networking & Content Delivery > Direct Connect

3. Select the ID of the connection in the State showing ordering

=) nect > Cannactians
Direct Connect < i .
Connections (1) © : Edit G Create connection
Connections a PR N @
Virtual interfaces
LAGS -] A& Name v Region v Location v Bandwidth v | state v
Direct Connect gateways dxcor -VO-006821-lumn--va-k us-east-1 CoreSite 1Gbps D ordering

Virtual private gateways
Transit gateways

AWS Interconnect

4. Click Accept
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e AWS Direct Connect » Connections » DXCON-

Direct Connect < DXCON- " —— -

Connections

Virtual interfaces General configuration

LaGs Cannection ID State Location Jumbo frame capable

Direct Connect gateways cor- R @ ordering Coresite true

Virtual private gateways Connection name Port speed AWS logical device VLAN

Transit gateways VO-006821-lumn--va-kxfn-102506-lumn 16Gbps CSVA1-3ead3pn7dihs] 4095

AUFS Intesconnect AWS account Region LOA issued at Partner name

1234567890120000 us-east-1 - CenturyLink

Encryption mode MACsec capable
no_encrypt false

Port encryption status
Encryption Down

Tags

Q Search tags 1 ]

Key A | value v |

No tags

No tags to display.

5. A pop-up will ask you to confirm a second time. Click Confirm

Accept hosted connection

Are you sure you want to accept the hosted connection dxcon- wi?
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(=)

Direct Connect <

Connections

Virtual interfaces

AWS Interco

DXCON-

DXCON- -

General configuration

Connection ID
ducan-

Connection name
-vCxx-006821-lumn--va-kxfn-102506-lumn

AWS account
1234567890120000

Virtual interfaces Monitoring Tags
Virtual interfaces
Q se
o v Name

State

@ pending

Port speed
1Gbps

Region
us-east-1

Encryption mode
no_encrypt

Port encryption status
Encryption Down

a | state

Lacation
CoreSite

AWS logical device
CSVA1-3ead3pn7dihsi

LOA issued at

©

@ | Region v

No virtual interfaces

Create virtual interface

Cannection ID

Jumba frame capable
true

VLAN
4095

Partner name
CenturyLink

MACsec capable
false

v Create virtual interface

VLAN v | Type v

7. After a few minutes the connection state will show will show available. Click Create
virtual interface

Direct Connect <

Connections

DXCON.

DXCON-S—

General configuration

Connection ID
dxcon-

Connection name
~vexx-006821-lumn--va-kxfn-102506-lumn

AWS account
1234567890120000

Virtual interfaces Monitoring Tags
Virtual interfaces
Qs
D v | Name

State

@avaltat

Port speed
1Gbps

Region
us-east-1

Encryption mode
no_encrypt

Port encryption status
Encryption Down

a | state

Location
CoreSite

AWS logical device
CSVA1-3ead3pn7dihsj

LOA issued at

©

v | Region v

No virtual interfaces

Create virtual interface )

Connection 1D

Jumbo frame capable
true

VLAN
4095

Partner name
CenturyLink

MACsec capable
false

VLAN v | Type v
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8. Complete the connection details (you will need to expand Additional settings)

Virtual interface type - select Transit
Virtual interface name - name the interface
Connection - select the connection that was just accepted
Virtual interface owner
» My AWS Account if connecting to your own VPC
* Another AWS Account if sharing with a 3" Party Partner/Vendor
o Gateway Type - Direct Connect Gateway
o Direct Connect gateway - the name of the Direct Connect Gateway being used
with the connection
o Virtual Local Area Network (VLAN) - do not change (if blank, this is the VLAN ID
of the connection in Lumen Connect™)
BGP ASN - 3549
Your router peer IP - Lumen Router Peer IP from Lumen Connect™™
Amazon router peer IP - Cloud Provider Router Peer IP from Lumen Connect™
BGP authentication key - BGP Auth Key from Lumen Connect™™

O O O O

O O O O

9. Click Create virtual interface
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Create virtual interface

interface for sach VPC ¢ 2 10 from ¢

Virtual interface type
Type

Private

© Transt

Transit virtual interface settings

Virtual interface name

Lumen-Private-VIF-Test-2

Connection

D6821-lumn-—-va-kxfn-102506-tumn

Virtual interface owner

© My AWS account

Another AWS account
Direct Connect gatewsy
Lumen-Test-DXGW-2
Virtual Local Area Network (VLAN)

4095

BGP ASN

3549

¥ Additional settings

Address family - optional

O P

iPvé

Your router peer ip - optional
100.91.102.141/30

Amazon router peer IP - optional
198.51.100.2/30

BGP authentication key - optianal
BGP-AUTH-KEY-000000000000

Jumbe MTU (MTU size 8500) - optional
Enabled
Enable SiteLink - optionol

Enabled

Tags
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10. A new window will be shown and a message will display Virtual interface created
successfully. The connection State of the VIF will show as pending.

e AWS Direct Connect > Connections > DXCON-

Direct Connect <

@ Virtual interface created successfully

Connections

DXCON-

Virtual interfaces

LAGs

General configuration

Connection ID
dxcon.

Connection name
~vexx-006821-lumn--va-kxfn-102506-lumn

AWS account
1234567890120000

Virtual interfaces Monitoring Tags
Virtual interfaces (1) @
Q
D v | Name a| state v | Region v
Lumen-Private-VIF-Test-2 @ pending us-east-1 dxcon-

State Location

@ available CoreSite

Port speed AWS logical device
1Gbps CSVA1-3ead3pn7dihsj

Region LOA issued at
us-east-1 -

Encryption mode
no_encrypt

Port encryption status
Encryption Down

Connection ID

Create network synthetic monitor (* X

Jumbo frame capable
true

VLAN
4095

Partner name
CenturyLink

MACsec capable

false
t v Create virtual interface
1 (o]
v | vian v | Type v
4095 transit

11. After a few minutes, the connection State will show as available and the BGP status

will show as up.

Note: This can take a few minutes and the BGP status may show down for some period of time.
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Direct Connect

Connections
Virtual interfaces
LAGS

Direct Cannect

Virtual interfaces DXVIF-

DXVIF-ss

General configuration

Virtual interface 1D
dxvif-

State

@ available

Amazon side ASN
64512

AWS logical device
CSVA1-3ead3pn7dihs]

Virtual interface name Direct Connect gateway Connection 1D MTU
Lumen-Private-VIF-Test-2 281548a4-ac2d-4ce1-a434-81bf564b1daf dxcon 1500

AWS account VLAN Location Jumbo frame capable
1234567390120000 4095 CoreSite true

Virtual interface type Region SiteLink enabled

transit us-east-1 false

Peerings  Monitoring  Tags  Testhistory

Peerings (1) Add peering
i Name BGP ASN BGP authentication key Your router peer IP Amazen router peer P AWS logical device State BGP status
dxpeer- ipvd 1549 BGP-AUTH-KEY-TEST 100.91.102.141/30 196.61.100.2/30 CSVA1-3ead3pn7dihs| @ available @up

12. Continue AWS Network configuration.

Note: For detailed guidance on configuring your AWS networking, refer to the AWS Direct
Connect Documentation. If you'd like personalized support, please contact your Lumen
Account Team to explore our professional services for AWS management.
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Disconnect Lumen Network-as-a-Service IP VPN On-Demand to a
Transit VIF with Direct Connect Gateway

1. Signin to the AWS Console.
2. Navigate to AWS Direct Connect > Virtual Interfaces

3. Selectthe Virtual Interface associated with the IP VPN On-Demand service that is
being disconnected.

Virtual interfaces

Virtual interfaces (1) @ v t Edit v Create virtual interface
Q 1 @
(1] v Name a State v | Region v Connection ID v VLAN v | Type v
dxvif- Lumen-Private-VIF-Test-2 @ available us-east-1 dxcon- 4085 transit

() Cloudshell  Feedback L Console Mobile App

4. Inthe upper right-hand corner, click Delete
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e AWS Direct Connect » Virtual interfaces > DXVIF-

Direct Connect < DXVIF-S -
Connections
Virtual interfaces General configuration

LAGs

Direct Connect gateways

Virtual interface ID
dvif-

State
@ available

Amazon side ASN
64512

AWS logical device
CSVA1-3ead3pnTdihsj

Virtual private gateways Virtual interface name Direct Connect gateway Connection ID MTU
Transit gateways Lumen-Private-VIF-Test-2 28154824-ac2d-4ce1-2434-81bf564b1daf dxcon- 1500
AWS Interconnect AWS account VLAN Location Jumbo frame capable
1234567890120000 4085 CoreSite true
Virtual interface type Region SiteLink enabled
transit us-east-1 false
Peerings Monitoring Tags Test history
Peerings (1) Delete -
] | MName | BGPASN BGP authentication key | Your router peer IF | Amazon router peer IP |  AWS logical device | state | BGP status
dxpeer-# ipvd 3549 BGP-AUTH-KEY-TEST 100.91.102.141/30 188.51.100.2/30 CSVA1-3ead3pn7dihs) @ available @up

5. A pop-up will appear asking to confirm. Click Delete again.

Delete dxvif-Sss

Delete dxvif-fhovdiq6 permanently? This action cannot be undone. Deleting will stop
AWS Direct Connect data transfer charges associated with dxvif- .

X
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6. A new window will be shown, and a message will display Virtual interface deleted
successfully. The connection State will show as deleting.

> DXVIF-

Direct Connect < @ Virtual interface deleted successfully X

Connections DXVIF- S

Virtual interfaces
LAGs
General configuration

Direct Connect gateways

virtual private Virtual interface ID State Amazon side ASN AWS logical device
dvif- @ deleting 64512 C€SVA1-3ead3pn7dihsj
AWS Interconnect Virtual interface name Direct Connect gateway Connection ID MTU
Lumen-Private-ViF-Test-2 28154834-ac2d-4ce1-a434-81bf564b1daf dxcon 1500
AWS account VLAN Location Jumba frame capable
1234587890120000 4095 CoreSite true
Virtual interface type Region SiteLink enabled
transit us-east-1 false
Peerings Meonitoring Tags Test history
Peerings (1) Delet Add peering
[} | Name BGP ASN BGP authentication key Your router peer IP Amazon router peer IP |  AWS logical device | state BGP status
dxpeer- ipva 3549 BGP-AUTH-KEY-TEST 100.91.102.141/30 188.51.100.2/30 CSVA1-3ead3pn7dihs] @ available @up

7. After a few minutes, the message will display Virtual Interface deleted successfully
and the connection State will show as deleted.
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e AWS Direct Connect > Virtual interfaces > DXVIF-

Direct Connect < @ Virtual interface deleted successfully e

Connections DXVIF- -

Virtual interfaces
LAGS

General configuration

Direct Connect gateways

Virtual private gateways Virtual interface 1D State Amazon side ASN AWS logical device
dxvif- deleted 64512 C5VA1-3ead3pn7dihs]
Transit gat @ " '
AWS Interconnect Virtual interface name Direct Connect gateway Connection ID MTU
Lumen-Private-VIF-Test-2 281 ¢20-4ce1-ad34-81bF564b1daf dxeon. 1500
AWS account VLAN Location Jumboa frame capable
1234567850120000 4095 CoreSite true
Virtual interface type Region SiteLink enabled
transit us-east-1 false
Peerings Monitoring Tags Test history
Peerings (1) Delet Add peering
D | Name BGP ASN BGP authentication key Your router peer IP Amazon router peer IP | AWS logical device State BGP status
dxpeer- ipvd 3549 BGP-AUTH-KEY-TEST 100.91.102.141/30 198,51.100.2/30 CSVA1-3ead3pn7dihsj @ deleted ® down

8. Navigate back to Direct Connect > Connections, select the box next to the
Connection ID associated with the IP VPN On-Demand service that is being
disconnected, and click Delete in the upper right-hand corner.
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e AWS Direct Connect > Connections

Direct Connect ¢ Connections (1 of 1) @ View details ( Delete ) _
1 @

nnection:
Connections Q Search connections

Virtual interfaces

LAGS o a | Name v | Region v | Location v | Bandwidth v | State v |

Direct Connect gateways [ dxcon- ~vexx-006821-lumn--va-k us-east-1 CoreSite 1Gbps @ available ]

Virtual private gateways

Transit gateways

AWS Interconnect

9. A pop-up will appear asking to confirm. Click Delete again.

Delete dxcon-fg65a8hx X

Delete dxcon-Ay i permanently? This action cannot be undone. Proceeding with
this action will stop all port hour charges for this connection
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10. A message will show Connection deleted successfully and the connection State will show
deleted.

e AWS Direct Connect > Connections

Direct Connect < © Connection deleted successfully X

Connections.

Virtual interfaces Connections (1 of 1) @ Creats connaction
e Q h connect 1 @
D a Name v | Region v Location v Bandwidth v State v |
[ “vOxx-006821-lumn--va-k us-east-1 CoreSite 1Gbps © deletec }

11. Within Lumen Connect®™ you can now select the Manage Services, filter by Product, select

IP VPN on-Demand to locate the Service ID of the connection you want to disconnect.

Lumen Cannect Enterprise ID: 12345678
LUM=N

Manage Services Add Services @ Help

Q||| - saved Views - cetauits — = oL B
L Filtered Results (1-3 of 3) [ Show selected only X
v
Service ID 14 Product 1 Status Locati [ Colocatio Service Nickname % BUTIACCOUNE Ly pctigng
o umber
O cr
Panding
|#  Monitoring & Report: v N On b Activation 0 o Lumen-AWS-VRF-3 ACC-00000001
O«
§ g " 1P VPN On-Demand O ACC-00000001
O«
P - P VBN On-Demand ACC-00000001
awe
& sueport ~ [m
P . 0 e
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12. Select the Service ID of the connection you want to disconnect and click Disconnect

X LUMEN  tumencomee Enterprise 1D: 12345678 —_—
88 Dashboard
< Manage Services
A Alerts 8 Notifications IP VPN Service Details SERVICE-TEST-01 (@ Help)
i=  Services A
Summary
Manage Services =
Add Services Product Status Service Nickname Creator
1P VPN Active Lumen-AWS-VRF-3
Order Status
SEVic RGUBILE o Billing Account Customer Account Billing Type Billing Price
ACC-00000001 SUNDAY UAT 1 (178BD) Monthly
Service Portals v
Bandwidth Start Date End Date
I Monitoring & Reports > 1Gbps 2026/02/25 14110 GMT .
$ siling v .
(" Repair Ticket ( pisconnect ) (  updateNickname ) ( Manage Service
O Admin v
@ sueport v
From Location To Location
@  Lumen Connect Help
VRF Description Provider
[ contact Lumen Lumen-AWS-VRF-3 B aws
VRF Name NNI On-Ramp
00/VPXX/UAT-VRF-O1TEST us-east-1 - US East (N. Virginia) - Reston 100G
Service Id
SERVICE-TEST-01

13. Check the box to confirm the change and click Confirm Disconnect
Confirm Service Disconnect X

Service Details

Service ID Connection Nickname
SERVICE-TEST-01 Lumen-AWS-VRF-3
Product Type Order Contact

IPVPN

To Location Details
us-east-1- US East (N. Virginia) -
Reston 100G

| understand | will be billed for the full hour or full day based
on the billing method once | confirm the disconnect.

The AWS connection cannot be deleted with active (Check

virtual interfaces. Please make sure you have AWS
successfully disconnected resources associated with|nterfaces
the hosted connection in AWS Portal before here)

disconnecting your Lumen Connection.

Confirm Disconnect Cancel
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14. A pop-up will display Disconnect Accepted - Successful Disconnect Request. You
may now click CLOSE.

Disconnect Accepted X

@ Successful Disconnect Request

Once the disconnect is completed, service details will be
emailed to you.

Confirmation Details
Order & Billing Information

Service ID SERVICE-TEST-01

Service Nickname Lumen-AWS-VRF-3

Approved By

Close
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Creating a Microsoft Azure ExpressRoute connection involves coordination between Lumen,
Microsoft Azure, and the end customer.

What is an ExpressRoute Connection?

An ExpressRoute Connection is a type of Microsoft Azure connection provisioned by a partner who
owns the physical Network-to-Network (NNI) infrastructure (e.g., port) and allocates bandwidth to
customers on demand. It is different than ExpressRoute Direct, where Lumen would provision a
physical port and dedicated third-party cross-connect (3PXC) and a single customer would own the
usage of the entire physical connection.
All Network-as-a-Service IP VPN On-Demand connections to Microsoft Azure are ExpressRoute
Connections.
Customer Self-Assessment Questions

1. About Your Use Case

e What will you use this connection for (e.g., cloud storage, data transfer, hybrid
workloads)?

e Do your applications require low latency or guaranteed uptime?

e Will your connection needs change frequently?
2. Bandwidth Planning

e Whatis the peak and average bandwidth you need?
3. Redundancy & Resiliency

e Do you need a backup path in case of a failure?

e Do you wantto connect to multiple Azure regions or Availability Zones?
4. Microsoft Azure Connectivity Setup

e Which Microsoft Azure region(s) and VNET(s) do you need to reach?
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e Do you want to connect to multiple VNETs?
5. ExpressRoute Type Selection
e Will you need Private Peering, Microsoft Peering, or both?
Note: Microsoft Peering is not currently supported with IP VPN On-Demand
6. IP Addressing & Routing

e Do you have your IP address ranges ready?

e Areyour IP addresses overlapping with any Microsoft Azure environments?

Key Considerations

e ExpressRoute connections can be increased but not decreased; decreasing logical port
size requires deleting and recreating to implement changes.

e Microsoft Azure ExpressRoute SLA applies only when redundant connections are used in
separate locations.

o Learn more about ExpressRoute

o Learn more about Designing for high availability with Azure ExpressRoute

o Learn More about ExpressRoute resiliency
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Deploying Lumen Network-as-a-Service IP VPN On-Demand to
Microsoft Azure ExpressRoute

Microsoft Edge Router peering with connectivity to ExpressRoute
Gateway

Centralized Self-Service Control oo Lumen MPLS Backbone
Lumen Connectt™ ¢ APl ¢ Automation Resilient Private Cloud On-Ramp

Azure
* Add & Manage Connections A

«  Update Service Details

*  Monitor Performance & Utilization

'----[ Primary BGP Peer }---,
1

i
1
i
i !
_ Customer Lumen Network ; ExpressRoute
Premise i On-Ramp
oo i
IP VPN On-Demand Lmen
Customer VRF N PE NNI
PE " = . Azure
— Provision « Modify « Scale Microsoft _ N . ExpressRoute
IP VPN | Edge Routers Tl Gateway
Port +  Programmable hybrid connectivity Secondary
Customer *  Resilient WAN routing and transport y
Gateway + Customer controls edge and cloud N PE NNI D e
Gateway Subnet

| Virtual Network

’ A i PN

-----[ Secondary BGP Peer ]---J

Hybrid Connectivity Responsibility Model:

Configuration

Customer Edge Lumen IP VPN On-Demand Connectivity with Self-Service Control ‘ Customer Azure Cloud Network Configuration

Getting Started Checklist

1. Lumen Connect®™ Access - Confirm you have access to Lumen Connect®™ and are
entitled for the Fabric & On-Demand Services functionality.

2. Microsoft Azure ExpressRoute Portal Access - Verify that you have the necessary
login credentials and permissions to access the Microsoft Azure environment for the
target account.

Step 1: Create the Microsoft Azure ExpressRoute Service Key

To create a Microsoft Azure ExpressRoute Service Key in the Azure portal:
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1. Sign in to the Microsoft Azure portal and navigate to ExpressRoute circuits by

searching for ExpressRoute.

s i

Al services

l e _

An Services (5) Marketplace (15) More (4]
B Hybrid connectivity | Overview X
Preview Services e .
earch A\ ExpressRoute circuits a
Connect on-premises and Azun
P Overview % ExpressRoute Direct
v Favorites Create and manage a range of hybrid connectiviy [} ExpressRoute traffic collectors
solutions with end-to-end visibility. Lear more §
A ExpressRoute circuits ) Connections
o Keymoras tapressioute
o Get started with hybrid connectivity
et Marketplace ee more
A Setup ExpressRoute
63 Expressioute
A ExpressRoute circuits )
£3 Expresshoute Dwrect
2 ExpressRoute directs
ExpressRoute 3 Secure Managed ExpressRoute by ZainTech Kuwait Virtual WAN
[ ExpressRoute gateways
B3 Equina Fabric™ with Microsoft ExpressRoute
» ExpressRoute traffic
collectors Documentation -
) ExpressRoute connections
- g Asure Architacture Centar - Azure Architecture Center
i Route filters e = % —4
=£1  Hub-spoke network topology in Azure - Azure Architecture Center
> VPN gateway
AZ-700 Design and Implement Microsoft Azure Network Sokutions - Training
> Virtual WAN
a What is Azure Virtual Network %
@ Continue searching in Microsoft Entra 1D
Best for Establishing private and high- o " Secure connections to pr WOk Over the Intemet  Simplitying network management by centrally
between on-premises network and Azure to enhance 1o ensure privacy and encryption of data transmission controlling connectivity across multiple locations.
network performance, relability. and security. Learn more optimiing performance to ensure seamiess
Leatn more commuication. using VPN or ExpressRoute.
Encryption For ExpressRoute: No

Yes IPsec encrypted
For ExpressRoute Direct: Yes. MACsec

a4 or rervove foverites by pressing

Yes. Psec encrypted

2. Click Create to create an ExpressRoute circuit

T

|

Al services > Hybnd connectivity
A Hybrid connectivity | ExpressRoute circuits - @ com < across Girits | | fun for circuits | | dentify connectivty issues for circuts X
Freview
O Search .
e + Create [y ExpressRoute Traffic Colectors {38 Manageview ~ () Refresh L ExporttoCSV  §5 Open query ) t t t e = Group by none ~
P Overview
¥ Filter for any field ption equals all W X Locationequalsall X -+ Add fiter
v Favorites

A, ExpressRoute circuits

<

ExpressRoute
& Setup ExpressRoute
A, ExpressRoute dircuits

& ExpressRoute directs

[ ExpressRoute gateways

I Epreesoute e
collectors

(©) ExpressRoute connections

B Route filters

VPN gateway

Virtual WAN

Showing 1 - 0 of 0. Display count;

A33 0 remove fovorites by pUESENg CTrLoSWIFToF

No ExpressRoute circuits to display

Use 10 setup 3 fast. ta

services from your on-premises infrastructure
or co-location facility. You can create a connection between your on-premises network and the Microsoft doud in
three different ways, CloudExchange Co-location. Paint-ta-point Ethernet Connection. and Any-ta-any (IPVPN)
Cannection. Cannectivity praviders can offer one or more connectivity models. You can work with your connectvity
provider to pick the model that works best for you.

Learn mare about ExpressRoute
View service comparison

auto

& feedbach
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3. Complete the connection details

o Subscription

Resource group

Resiliency (This example utilizes Standard Resiliency) Connection
» Standard and Maximum are supported by NaaS

Region

Circuit Name

Port Type: Provider (Direct is ExpressRoute Direct and not utilized with Naa$S)

Peering Location

Provider: CenturyLink Cloud Connect

Bandwidth

SKU

Billing Model

o O

O 0O O o0 O O O O

4. Click Review + create
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Microsoft Azure A Search resources, services, and docs (G+/)

I D Sovir _

Home Hybrid connectivity | ExpressRoute circuits

Create ExpressRoute

Configuration  Monitoring  Tags  Review + create

Use Azure ExpressRoute to create private connections between Azure datacenters and infrastructure on your premises or in a
colocation environment. Establish connections to Azure at an ExpressRoute location, such as an Exchange provider facility, or
directly connect to Azure from your existing WAN network. such as a multiprotocol label switching (MPLS) VPN, provided by a
network service provider. Learn more about Express Route circuits o

Project Details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * @ | TPM Test Account ~
Resource group * (© [ Lumen-Azure-Connectivity ~

Create new
Resiliency O Resiliency Resiliency across two or more distinct

edge locations each with redundant physical links

(O High Resiliency: Metro model offering resiliency across distinct edge
locations each with single physical link

(®) Standard Resiliency: Physical link redundancy within one edge location only

@ Does not protect against location-wide outages. Suitable for non-critical / non-production workloads.

ExpressRoute Circuit
A Washington DC - CenturyLink Cloud Connect
=

—  Customers; | | Lokl Microsoft
Partners Edge Enterprise Edge 1
.,
]
__ Customers; | | JMokZ Microsoft
Partners Edge Enterprise Edge 2
Circuit Details
Region * [Eastus v
Circuit name * © [ Lumen-ExpressRoute-Circuit-1 v
Port type @ (®) Provider
O Dpirect
Peering location * (O [ washington c v
Provider* [ Centurytink Cloud Connect ~]
Bandwidth * © [ 166ps v

sKU @ O Local
(®) Standard
O Premium

Billing model © (®) Metered

O Unlimited

Fravous ][ Neet-Manioring > | Dowrioad a templtefor automation

5. Click Create

Give feedback
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Create ExpressRoute

@ validation passed

Configuration Monitoring

Configuration
Subscription
Resource Group

Resiliency

Circuit Details
Region

Circuit name
Port type
Peering location
Provider
Bandwidth

SKU

Billing model

Tags

None

Monitoring

Alert rules for Circuit1

6. A new window will be shown

Tags

e
. L1a] Microsoft
dge Enterprise Edge 1
[ | =2 Microsoft
Enterprise Edge 2

Review + create

ExpressRoute Circuit
A Washington DC - Centurylink Cloud Connect

00000-SUBSCRIPTION-TEST-01

Lumen-Azure-Connectivity

Standard Resiliency: Physical link redundancy within one edge location only

East US
Lumen-ExpressRoute-Circuit-1
Provider

Washington DC

CenturyLink Cloud Connect
1Gbps

Standard

Metered

off

Next Download a template for automation

Give feedback

and a message will display Deployment is in progress
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Home

4, NoMarketplace- s | Overview

X
Deployment
] Delete © Cancel 7" Redeploy L Download () Refresh
‘ 44 Overview e
. == Deployment is in progress
2 Inputs
Deployment name : NoMarketplace- Starttime  : 2/25/2026, 1:45:02 PM 0
= Outputs - TPM Test Acc jon ID : 7 -4
Subscription : TPM Test Account Correlation ID : 7e6c351e ot Dkt e o
N Template Resource group  : Lumen-Azure-Connectivity

Secure your apps and infrastructure
Go to Microsoft Defender for Cloud >
\ Deployment details
Free Microsoft tutorials
Resource Type Status Operation details Stast\dacning touey.>
@  Lumen-ExpressRoute-Circuit-1 A ExpressRoute circuit Created Operation details Work with an expert
Azure experts are service provider partners
who can help manage your assets on Azure

and be your first fine of support.

Find an Azure expert >

7. Once complete, a message will display Your deployment is complete. Expand
Deployment details and click the resource name

BT RN

Home

& NoMarketplace- = | Overview

X
Deployment
O Search | [ Delete 7" Redeploy ¥ Downioad () Refresh
== _
. @ Your deployment is complete
& Inputs
Deployment name : NoMarketplace- Starttime  : 2/25/2026. 1:45:06 PM J
Outputs Subscription : TPM Test Account Correlation ID : 7e6c951e-
Cost management
A Template Resource group Lumen-Azure-Connectivity

Get notified to stay within your budget and
prevent unexpected charges on your bill,

' Deployment details Set up cost alerts >

Resource Type Status Operation details 0

©  Lumen-ExpressRoute-Circuit-1 A ExpressRoute circuit oK Operation details Microsoft Defender for Cloud
Secure your apps and infrastructure
Go to Microsoft Defender for Cloud >
' Next steps

Free Microsoft tutorials

Start learning today >

Work with an expert

Azure experts are service provider partners
who can help manage your assets on Azure
and be your first line of support.

Find an Azure expert >

8. Copy the Service Key to be utilized in Lumen Connect™™
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Step 2: Add the connection in Lumen Connect’V

To add the IP VPN On-Demand connection:

1. Signinto Lumen Connect®™. (Get help retrieving your username/password.)

X LUMEN  tumenconmect Entarorive 101245678 ——
[
PRTReT— Dashboard o
= e v
() osnome 8 5ep 9 Core Capabilities
§ sino v
Services
o/ > Find by Service 10 Pay B¢ - Active R - o O N Chonge Reauests -
® suwoon v v 10, Nk
$0.00 (o] n (o]
o
B cortsct Lumen Ois m:mn'-qm-\ - Network Vibsty: Status =5 Potential Rep t - Securny Chang o )
Alerts o 7 19 ) o i
Scheduled Maintenance x4t
Favorite Pages
On-Demand Services Overview 4 Add Services Manage Services

Visualize your active ports and On-Demand services and explore expansion opportunities for ports and On-Demand services Scross our network

Services by Location

Port Avalability | Eriar s iocanon sddre + Lumen port avaiebes Q Show ) Avaistic Port Lacatons [ Active servces B Connections &
b
cogey *
e
!-0 &
J—
WPortiang = -
[re—
. s
o
eanea
P ot -
o Feancinco
o vl 3
reS—
W segi | MEONe R
hoens
SanDwgot d Fort wertne 20utes
At . Cucasemite
o O
R st
“Orando
Tomout " H
ity s i
-
+
Legend Q ot — conecton (B) pontL - -
g P o NS Vi 3034 et D S
© 1 don't see what | need & Contact a Specialist

Work with Lumen 1 find and add a port.

Some ports requins profestcaal atsistance Contact Luman 10 find additional sarvices by chicking Contact 8 Specistist

2. Using the left menu click Services, then click Add Services.
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X
-
(=
<
n
7 4
§

» 0

Add Services @ Help

Self-Serve
Add Sarvices
@ Networking

Internet On-Demand Connection + Ada

3

19 VPN On-Demand Connection + Ada

© 8 @ «

Ethernet On-Oemand Connection + Add
Network-as-a-Service (Nas$) Port
Dedicated internet Access (DIA)

Wavelength + Ada

5@ edoe clowa

Secure Accoss Service Edge (SASE) + Add

@ Cybersecurity

0DoS Hyper + a0

@ 1 don’t see what | need

Work with Lumen to find and add & service.

3. Click + Add for IP VPN On-Demand.

4. From the Customer ID and Billing Account Number lists, select the customer number and

billing account number you want to add IP VPN On-Demand to.

Lumen Connect®™ fills in the VRF inventory based on the customer ID and billing account
number you selected.

5. Inthe Service Nickname field, type a name for the connection you're creating. (Be sure to

use something memorable. This name will appear on your invoice.)
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6. Inthe From Location (Select Your VRF) section, select or create a VRF for the other end of

your connection.

o Select the VRF to use for the other end of your connection. Click View Details for a
VRF to view the VRF's routes.

o Click Create New, then type a description for the new VRF in the New VRF
Description field. Lumen Connect™ will create the VRF and activate your VPN service

once you create your connection.

X LUMeN Lumen € 12345678
a Add IP VPN On-Demand Connection @ Help
= Services
1. Select Locations & Providers
Add Services
Customer 1D Billing Account Number
SUNDAY UAT 1 (1T8BD) v ACC-00000001 v

Service Nickname
o
s From Location (Select Your VRF)

Use Existing VRF Create New

o L

New VAF Description
bid 00/VPXX/UAT-VRF-01TEST

Cloud Provider ExpressRoute Service Key * (0
(2}

Z

Cloud Provider On Ramp

Cancel

2. Select Bandwidth & Price
3. Select Additional Settings

4. Review & Submit Order

From the Cloud Provider list, select Azure.
In the ExpressRoute Service Key field, type or copy and paste your ExpressRoute service
key provided by Microsoft. (Note: You can only use a service key that isn't provisioned and

has no peerings.)
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Once you fill in the ExpressRoute service key, Lumen Connect™ retrieves connection information

from Microsoft and fills in the on ramp information.

9. Click CONTINUE.

10. Use the Billing Method buttons to select whether you want monthly or hourly billing for the
connection, then select the bandwidth for the connection. Bandwidth options are determined
by the destination (to location). (You can't change the bandwidth once you create the
connection. If you need to choose a different bandwidth after creating the connection,

disconnect the connection and create a new one.)

X LUMEN  tumenconnect Enterprise (0- 12545678

Add IP VPN On-Demand Connection @ Help

1. Select Locations & Providers VRE DO/VPXX/UAT-VRF-O1TEST Change

2. Select Bandwidth & Price

Billing Method * (D)

Monthiy Hourly

Bandwidth Monthiy

2 ® & ©
o]

3. Select Additional Settings

4. Review & Submit Order

11. Click CONTINUE.
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12.In the Select Additional Settings section, fill in the additional details for the connection.
(Lumen Connect™ automatically makes the connection private and sets 12076 as the AS
number for Azure.)

a. Select whether this is a primary or backup connection.

e Primary will set the local-pref to 750
e Backup will set the local-pref to 700
b. Inthe IPv4 Routing Option field, select the radio button for the routing option you

want to use for the connection. Learn more about routing options for an IP VPN
connection

c. Use the buttons to select whether you want to advertise default routes (for both IPv4
and IPvé if you selected both Internet Protocol versions).
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Enterprise 1D:12345678 —

LUMEN'  tumen connect

Add Serx

Add IP VPN On-Demand Connection @ Help

Alerts &

X
88 Ossnoowrs
a

IS services ~

Manage Services

1. Select Locations & Providers VAP 00/VPXX/UAT-VRF-O1TEST Change
Add Services
Cloud Provider: Azure
Order Status
Service Requests v 2. Select Bandwidth & Price 1 Goee Change
mo
Service Portals v
lonitoring & Reports

& b ¥ 3. Select Additional Settings
Biling v

Provider Service * AS Number on Azure *
Ademin v

Private
Support v ternet Protocol Version * @ Primary/Backup * ©

1Pva / 1PvE Backup
Lumen Connect Help

1Pv4 Routing Option “What is this?

Contact Lumen

RO & 0 «» K

© Agoregate and advertise my RFC 1918 routes
1deal for cloud service providers (CSP3) with restrictive BGP prefix limits ¥ AWS and Googhe and If most of your prefixes are RFC 1918

More Details A

Lumen automatically 30greaates network prefixes according 1o RFC 1918 standards 10 reduce the number of Drefixes sent to the CSP
Lumen only advertises network RFC 1918 prefixes: 10.0.0.0/8, 17216.00/12. and 192168.0.0/%6.

Note: Aggregates ace NOT injected into your routing tables.

Advertise all routes except those specified

CSP. Chack with your CSP to verify any BGP maximum prefix limits before selecting this

More Details

Deny all routes except those specified

Optimal for CSPY with maximum prefix limits that require reducing advertived prefixes and your prefixes don't fall under RFC 1918 ranges

More Details \/

Advertise Default Routes for 1Pvé *

-
—_

4. Review & Submit Order

13. Click CONTINUE.

14. Review the order information and correct any missing or invalid selections, then click SUBMIT

ORDER.

( Provisioning in Progress
Activation typically takes less than 5 minutes. When the service is activated, we’ll send an email confirmation and update the Services tab with the details. You may leave this page and

place additional orders while provisioning completes.

° Design ° Configure o Activate @ Complete
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Lumen Connect™ creates the request for connection, places it in Pending Activation status, and
routes you to the Services tab so you can monitor the status of the connection. To see status
updates, click &. Once Lumen assigns the permanent VRF (within five minutes), the connection

changes to Active status.

Step 3: Finish provisioning the ExpressRoute circuit with Azure

1. Sign in to the Microsoft Azure portal and navigate to ExpressRoute circuits by searching for

ExpressRoute.

s ez - l L

M services an Services (5) Marketplace (15)
B Hybrid connectivity | Overview
Previe Services

earch A\ ExpressRoute circuits

Connect on-premises and Azun n
P Overview % ExpressRoute Direct
v Favorites Create and manage 8 range of hybrid connectivll [} ExpressRoute trafic coectors
solutions with end-to-end visibility. Learn more & =
A ExpressRoute circuits Connections
emert Expreswioate

v Expresshoute © Getsarted with hybrid cor

A Setup ExpressRoute

Marketplace

8 Expresshoute

A ExpressRoute circuits A 6
& £ ExpressRoute Direct oy

& ExpressRoute directs

ExpressRoute ) Secure Managed ExpressRoute by ZainTech Kuwait Virtual WAN

£ ExpressRoute gateways

63 Equinx Fabric™ with Microsoft ExpressRoute

Documentation ee more - - - - &

» Azure Architecture Center - Azure Architecture Cante h
B Route filters e = & '] A 4

»

Ik

VPN gateway

S PRSI fapm®

twork

@ Continue searching in Microsoft Entra ID
e

Best for s e and high : s 1o private network over the internet
> ses network and Azure to enhance 10 ensure privacy and encryption of data transmission
n mance. rehability. and security. Learn mor
Le

Encryption For ExpressRoute: No

Yes. IPsec encrypted Yes. IPsec encrypted
For ExpressRoute Direct: Yes. MACsec

2. Expand the ExpressRoute resource group

Page 93

Services not available everywhere. Business customers only. Lumen may change, cancel or substitute products and services,
or vary them by service area at its sole discretion without notice. ©2026 Lumen Technologies. All Rights Reserved.


https://portal.azure.com/

I T Copilot

Home > Hybrid connectivity

A, Hybrid connectivity | ExpressRoute circuits - @ centiy ommecity sues for creuts

Preview

O Search ﬂ 3
~+ Creste [ ExpressRoute Traffic Collectors 5! Manageview ~ () Refresh
B Overview
Filter for any field Subscription equals all  Resource Group equals all X
v Favorites
ExpressRoute circuits
A b Name 1 Circut status Provider status
v ExpressRoute
A Lumen-ExpressRoute-Circuit-1 =+ Enabled Provisioned
& Setup ExpressRoute
A, Lumen-ExpressRoute-Circuit-2 Enabled Provisioned

/A ExpressRoute circuits
4y ExpressRoute directs
£ ExpressRoute gateways

ExpressRoute traffic
collectors

@ ExpressRoute connections
B¢ Route filters
> VPN gateway

> Virtual WAN

Showing 1 - 2 of 2. Display count: | auto ~

A or remave fovorites by presting CErL-ShFEoF

3. You will see the following values
1. Circuit status: Enabled
2. Settings / Peerings:

e Azure Private: Provisioned

e Primary Subnet
e Secondary Subnet

Analyze connectivity across circuits

L ExporttoCSV  §° Open query

Location equalsall X+ Add filter

Provider

CenturyLink Cloud Connect

Centurylink Cloud Connect

Peering location

Washington DC

Seattle

Run health diagnostics for circuits

Resource Group

Lumen-Azure-Connectivity

Lumen-Azure-Connectivity

Group by none ™

Subscription
TPM Test Account

TPM Test Account

2 Give feedback
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BT

l K] _‘

Home
A Lumen-ExpressRoute-Circuit-1 # M | Run connectiity check for my ExpressRoute Circuit | Check health of this express foute | Run performance analysis for this circuit ¥
ExpressRoute Grcuit
© €O neken @ Do
| & ormten i
~ Essentials JSON View
W Activity log
Resource group (move) m re-Connectivi Provider + Centurylink Cloud Connect
A Access control (1AM)
Circuit status Enabled Prowder Status  Provisioned
Ta
@ nos Location : EastUS Peering location + Washington DC
% Disgnose and solva problems Subscription (moys) + IPM Test Account Bandwidth + 1000 Mbps
<1 Resource visualizer Subscription 1D £ 00000-SUBSCRIPTION-TEST-01 Service key + EXR-KEY-TEST 00000000-0000-0000
NeaSuttinge: Tags (edit) : Add tags

& Configuration

@« Circuit Status ~ Monitoring  Peerings and Global Reach  Traffic Collector  Recommendations (1) Troubleshooting
onnections
£ Authorizations Peerings.
*» Peerings Type Status Primary subnet Secondary subnet Last modified by
{1} Properties
V' Azure private Provisioned One subnet configured One subnet configured Customer
@ Locks
v Monitoring Enabled 10091.102.148/30 10091.102.152/30
@ Insights Azure public Not provisioned - -
B Alents Microsoft Not provisioned - - -
& Metncs Global Reach

Bl Disgnostic settings

@ logs

Leam more
B Toffic Collectors
Global Reach ExpressRoute Circuit 1Pva Subnet 1PV Subnet Acti
@ Health using NPM o= - -
'S Advisor
Recommendations i
+ Automation
| cu/Ps v
Ade or remove fovorites by pressing Crieshifter
A Lumen-ExpressRoute-Circuit-1 BB Run performance analysis for this crcuit | | Analyze connectivity for express route | | Check health status for this circuit x
ExpressRoute circuit
I:ﬂ seen o () Refresh  [i] Delete
| A omten i
~ Essentials JSON View
B Activity log
Resource group (mave) n-Azure-Con Provider : Centurylink Cloud Connect
Ay Access control (IAM)
Circuit status : Enabled Provider Status : Provisioned
@ Tags
Location : EastUS Peering location : Washington DC
X Diagnose and solve problems. Subscription (move) + TPM Test Accoun Bandwigth + 1000 Mbps
«fw Resource wisualizer Subscription 1D : 00000-SUBSCRIPTION-TEST-01 Service key : EXR-KEY-TEST 00000000-0000-0000
- Satting Tags (edit) : Add tags
& Configuration
Circuit Status ~ Monitoring Peerings and Global Reach Tratfic Collector 4]
(&) Connections [
£ Authorizations Show Data For : Last 24 hours
A iealthy @ Unhealthy @ Degraded ® Unavailable
<» Peerings
Name Haalth Status 12:00 15:00 18:00 2100 Feb 26 0300 06:00 08:00
1} Properties
~ © Healthy
8 Locks A ExpressRoute Circuit
v Monitoring o © Hesty
@ isights Private Peering
~ © Healthy
ER Alents Primary IPvd
fill Metrcs ARP Availability @ Healthy
B Disgnostic settings P Avaisbity © Healthy
& Logs v @ Healthy
B Traffic Collectors Secondary IPvd
@ Health using NPM ARP Availability © Healthy
- Advisor BGP Availability @ Healthy
Recommendations @ Mot v
~ Automation FastPath
m cu/ps . > © Healthy
! . Packet Drop

ExpressRoute Global Reach allows you to fink your ExpressRoute circuits together to make a private network between your on-premises networks. With Global Reach. your branch offices can directly exchange data with each other through your
ExpressRoute circuits and via Microsoft's global network.
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1. Your BGP Peer is established and you may now continue your Microsoft Azure Network

configuration

Note: For detailed guidance on configuring your Microsoft Azure networking, refer to the
Microsoft Azure ExpressRoute documentation. If you'd like personalized support, please
contact your Lumen Account Team to explore our professional services for Microsoft Azure
management.

Disconnect Lumen Network-as-a-Service IP VPN On-Demand to
Microsoft Azure ExpressRoute

1. Signin to the Microsoft Azure portal and navigate to ExpressRoute circuits by searching for

ExpressRoute.

S - l o oo

All service:

Al Services (5) Marketplace (15)

B Hybrid connectivity | Overview
ew Services

A\ ExpressRoute circuits

Connect on-premises and Azun

£p ExpressRoute Direct

| P Overview

v Favorites reate and manage a range of hybrid connectivit

solutions with end-to-end visibility. Lear

A Express te circuts
v ExpressRoute © Get started with hybrid connectivit
A Setup ExpressRoute
ExpressRoute ZainTech Kuwait Virtual WAN
Documentation . . - - - - -
SHO G

VPN gateway

Virtual WAN
X

Continue searching in Microsoft Entra |0

>

d higl Secure 10 private network over the internet
network and Azure to enhance 10 ensure privacy and encryption of data transmission
reliability. and security, earn more

Best for

Encryption For ExpressRoute: No

For ExpressRoute Direct: Yes. MACsec

2. Expand the ExpressRoute resource group
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T R

Home > Hybrid connectivity

Hybrid connectivity|ExpressRoute Circuits -~ B  icentity connectivity issues for circuits | Analyze connectivity across circuits | Run health diagnastics for circuits X
Preview

D Search
[ 2 seare + Create [} ExpressRoute Traffic Collectors (53 Manage view ~ () Refresh L ExporttoCSV }° Open query

B Overview
[¥ Fitter for any field Subscription equals all  Resource Group equals all X Location equalsall X  + Add filter
v Favorites

A ExpressRoute circuits . . . . .
[ Namet Circuit status Provider status Provider Peering lacation Resource Group Subscription
v ExpressRoute

[0 A wumen-ExpressRoute-Circuit-1 === Enabled Provisioned CenturyLink Cloud Connect Washington DC Lumen-Azure-Connectivity TPM Test Account
# Setup ExpressRoute

[ A wumen-ExpressRoute-Circuit-2 ~ *+*  Enabled Provisioned Centurylink Cloud Connect Seattle Lumen-Azure-Connectivity TPM Test Account
/. ExpressRoute circuits
4 ExpressRoute directs

£} ExpressRoute gateways

p Cxpressoute taffc
collectors

() ExpressRoute connections

B Route filters

v

VPN gateway

v

Virtual WAN

Showing 1 - 2 of 2. Display count: | auto 27 Give feedback
A o remove favories by pressing CTrL-ShIFToF

3. Expand the ellipsis “..." at the end of the Azure private peering row and select Delete

A Lumen-ExpressRoute-Circuit-1 # - @  iagnose my express route ircit | Check health statusfor this circut | | Diagnose this ExpressRoute circuit X
ExpressRoute circuit
Search -
o () Reresh  [i] Delete
A Overview ‘
A Essentials JSON View
§ Activity log
Resource group (move) : Lumen-Azure-Connectivity Provider : Centurylink Cloud Connect
A Access control (IAM)
Circuit status : Enabled Provider Status : Provisioned
Tags
@ Location : EastUS Peering location : Washington DC
K Diagnose and solve problems Subscription (movel : TPM Test Account Bandwidth : 1000 Mbps
«&v Resource visualizer Subseription 1D 00000-SUBSCRIPTION-TEST-01 Service key : EXR-KEY-TEST 00000000-0000-0000
v Settings
Tags (edit) : Add tags
& Configuration
. Circuit Status Monitoring Peerings and Global Reach Traffic Collector m
@ Connections
&£ Authorizations Peerings
Peerings Type Status Primary subnet Secondary subnet Last modified by
{1} Properties
V' Awreprivate  Provisioned One subnet configured One subnet configured Customer
£ Locks
Enabled 198.51.100.0/30 198.51.100.4/30 @ Delete
~ Monitoring
@ Insights Azurepublic  Not provisioned - 9 2 [ View ARP records
B Alerts Microsoft Not provisioned B8 View route table
fd Metrics Globel Rasch I View route table summary
@ Diagnostic settings ExpressRoute Global Reach allows you to link your ExpressRoute circuits together to make a private network between your on-premises networks. With Global Reach. your branch offices can directly exchange data with
each other through your ExpressRoute circuits and via Microsoft's global network.
£ Logs Learn more
B Traffic Collectors
Global Reach name ExpressRoute Circuit name 1Pv4 Subnet 1PV Subnet Actions
@ Health using NPM
Advisor

® v
Recommendations Add Global Reach
Add o remove fovorites by pressing CErLShifter
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4. A pop-up will ask for confirmation. Click Yes.

A Lumen-ExpressRoute-Circuit-1 = D) eityme cormectnity ot wairns poute | i Comraialy (Sech K ey Ergrei it CHEut | Chach Mt it o S Gnult

A Overvien

| Delete ExpressRoute peering
B Acvenring De AWV 1) Beete the peerivg Anre pragte Bam Ligresiioume A et e MITRE) o) Ss87 ahd
M2 Actms contbeal (AN Networt, vegressbovtel sty Lusmes
@ T

A D900t 13 ohe prodiermy

@ Meecs

- H-I--u. R o
& Lo

B Yom Cotectans

PrGE——

5. The ExpressRoute circuit will show Updating for a few minutes while it removes the BGP

Peering.
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= Microsoft Azure P Search resources, services, and docs (G+/)

Home  Hybrid connectivity | ExpressRoute circuits

A Lumen-ExpressRoute-Circuit-1

ExpressRoute circuit

0O Search

A Overview
H Activity log
8. Access control (IAM)
@ Tags
X Diagnose and solve problems
+4v Resource visualizer
v Settings
@ Configuration
%) Connections
£ Authorizations
Peerings
{Il Properties
£ tocks
v Monitoring
9 Insights
B Alerts
il Metrics
[l Diagnostic settings
#® Logs
B Traffic Collectors
@ Health using NPM
Advisor

® Recommendations
Acd or remove fovorites by pressing CErieshifteF

Essentials

Peerings

Type Status

v

M Analyze connectivity for express route | Run connectivity check for my ExpressRoute Circuit | +1

Peerings and Global Reach

Primary subnet Secondary subnet

- -
X

Notifications

More events in the activity log -+

s+ Deleting ExpressRoute peering

Deleting ExpressRoute peering ‘AzurePrivatePeering’

6. Once complete the Azure private peering will show Not provisioned

Dismiss all

Running X

a few seconds ago
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e o N - CXEE—n

Home > Hybrid connectivity | ExpressRoute circuits Notifications X
A Lumen-ExpressRoute-Circuit-1 #r - MW Analyze connectivity for express route | Run connectivity check for my ExpressRoute Circuit || +1 X
ExpressRoute dircuit
More events in the activity log + Dismiss all v
.
O Search \
- () Retresh [i] Delete )
. @ Deleted ExpressRoute peering
A Overview - Essentials JSON View Successfully deleted ExpressRoute peering ‘AzurePrivatePeering
& Actity log a few seconds ago
Resource group (move) Provider
Bo Access control (1AM) umen-Azure-Conn Centurylink Cloud Connect
@ Tags Circuit status Provider Status
X Diagnose and solve problems Enabled Provisioned
A Resource visuskzer Location Peering location
EastUS Washington DC
v Settings
Subscription (move) Bandwidth
B Configuration IPM Test Accoun! 1000 Mbps
(@ Connections Subscription ID Service key
£ Asthorizations 00000-SUBSCRIPTION-TEST-01 EXR-KEV-TEST 00000000-0000-0000
+ Peerings Tags (edit
11! Properties Add tags
L Locks Circuit Status Monitoring Peerings and Global Reach Traffic Collector Recommendations (1)
~ Monitorin
koring Troubleshooting
@ Insights
Peerings
R Alerts
i Metics Type Status Secondary subnet
B Diagnostic settings Azure public  Not provisioned
@ Logs Azure private  Not provisioned -
B Tratfic Collectors Microsoft  Not provisioned -
@ Health using NPM - E
& Pavsor Glabal Reach
Recommendations -

ot e ot g o i ExpressRoute Global Reach allows you o link your ExpressRoute cicuits Together 1o Make 3 priate network between your on-premises

7. Within Lumen Connect®™ you can now select the Manage Services, filter by Product, select

IP VPN on-Demand to locate the Service ID of the connection you want to disconnect.

=N Lumen Connact Enterprise ID: 12345678 —
=

Dashboard

Manage Services

—_—
Add Services
hN J

A Alerts & Notifications

Lumen Connect Help

<
Contact Lumen . S

z
= Services ~
Ll Search Q - Saved Views - (Default)  ~s || (1) Products Selected - Al Statuses - v = - 4 B
Add Service:
e Search Q
Order Status.
L Filtered Results (1-3 of 3) Save View O show selected only x
Service Requests ~
Service ID 1 Product 1 Status Locati [ Colocation Service Nickname 7 Biling Account 1, Actions
Service Portals ~
O cross Connect
Pend .
Il Monitoring & Reports ~ VPN On-Demand Activation O DDos Essentials Lumen-AWS-VRF-3 ACC-00000001 H
D ELan
Pending Lumen-AWS- -
$ Biling ~ LA R Rl Disconnect [ E-LAN EVC Endpoint Cannection-1 ACCEU000000T :
Pending O Ethernet On-Demand Lumen-AWS- .
O Admin v 1P VPN On-Demand iR P oo ACC-00000001 :
nowin resuits 1P Port (N: I
@& support v e O 1P Port (Nea$ Enabled)
IP VPN On-Demand
Py O Internet On-Demand
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8. Select the Service ID of the connection you want to disconnect and click Disconnect

X LUMeN
% Dashboard
A Alerts & Notifications

= Sservices

Manage Services
Add Services
Order Status
Service Requests

Service Portals

E

Monitoring & Reports

Billing

Admin

Support

®© & 0O «

Lumen Connect Help

@ contact Lumen

Lumen Connect

Enterprise ID: 12345678

< Manage S es
IP VPN Service Details SERVICE-TEST-01 (@ Help)
~
Summary
Product Status Service Nickname Creator
1P VPN Active MA-Lumen-Azure-VRF-1
7 Billing Account Customer Account Billing Type Billing Price
ACC-00000001 SUNDAY UAT 1 (1788D) Monthly
v
Bandwidth Start Date End Date
¥ 1Gbps 2026/02/25 14110 GMT
v - -
Repair Ticket ) ( Disconnect ) ( Update Nickname ) ( Manage Service )
v
v

From Location

VRF Description
Lumen-Azure-VRF-2

VRF Name
00/VPXX/UAT-VRF-01TEST

Service Id
SERVICE-TEST-01

To Location

Provider
A Azure

NNI On-Ramp
West US 2 (Washington) - Seattle

9. Check the box to confirm the change and click Confirm Disconnect

Confirm Service Disconnect X

Service Details

Service ID
SERVICE-TEST-01

Product Type
IPVPN

To Location Details
East US (Virginia) - Washington
bC

Connection Nickname
MA-Lumen-Azure-VRF-1

Order Contact

1 understand | will be billed for the full hour or full day based
on the billing method once | confirm the disconnect.

The AWS connection cannot be deleted with active (Check
virtual interfaces. Please make sure you have AWS
successfully disconnected resources associated withinterfaces
the hosted connection in AWS Portal before here)
disconnecting your Lumen Connection.

Confirm Disconnect

Cancel
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10. A pop-up will display Disconnect Accepted - Successful Disconnect Request. You may now
click CLOSE.

Disconnect Accepted X

@ Successful Disconnect Request

Once the disconnect is completed, service details will be
emailed to you

Confirmation Details
Order & Billing Information

Service ID SERVICE-TEST-01

Service Nickname MA-Lumen-Azure-VRF-1

Approved By

Close

11. Returning to the ExpressRoute circuit information in Microsoft Azure, in the middle of the
screen, click Delete
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e G

Home © Hybrid connectivity | ExpressRoute circuits

. A Lumen-ExpressRoute-Circuit-1

ExpressRoute ci

it
[£ [ searen ‘
ﬂ A, Overview
~ @ Acwity log

Ay Access control (1AM)
v @ Tags

X Diagnose and solve problems

%+ Resource visualizer

v Settings
@ Configuration
() Connections
£ Authorizations
« Peerings
11 Properties
8 locks
~ Monitoring
@ Insights
B Aerts
fid Metrics
& Diagnostic settings
£ Logs
B Traffic Collectars
@ Health using NPM

@ Advisar
Recommendations

Ad Add or remaove fovorites by pressing CErLeSnift R

I ocapi‘nl _

® | ansiyze connectivity for express route | Run connectivity check for my ExpressRoute Circuit | Check health status for this circuit X
() Refresh [i] Delete
~ Essentials JSON View
Resource group (move) Lumen-Azure-Connectivity Provider : CenturyLink Cloud Connect
Circuit status : Enabled Provider Status : Provisioned
Location : EastUS Peering location : Washington DC
Subscription (move) : IPM Test Account Bandwidth : 1000 Mbps
Subscription ID 00000-SUBSCRIPTION-TEST-01 Service key + EXR-KEY-TEST 00000000-0000-0000
Tags (edit) : Add tags
Circuit Status Monitoring Peerings and Global Reach Traffic Collector ns (1) Trou
Peerings
Type Status Primary subnet Secondary subnet Last madified by
Azure public Net provisioned

Azure private

Microsoft

Global Reach

Not provisioned -

Not provisioned -

ExpressRoute Global Reach allows you to link your ExpressRoute circuits together to make a private network between your on-premises networks. With Global Reach, your branch offices can directly exchange data with each
other through your ExpressRoute circuits and via Microsoft's global network.

Learn more

Global Reach name

Add Global Reach Save

ExpressRoute Circuit name 1Pv4 Subnet 1Pv6 Subnet Actions

12. Once completed a pop-up will display Deleted ExpressRoute circuit

“a~e bt cone ty 3
© Owbetnt ExprossRanste ¢ x
A Hybrid connectivity | ExpressRoute circuits  # Sutsanetaly tnvind Lrgrautons ceat Lismendret
Peavea
Lowrch + Cmete (3 Dspreniase Tathc Cofecnary U Maage sew L) S Ogen query . ap
P Oervew "t Ny g Gund Tl rgtos soah of Boouron g wquk o X Locon snih i X Ny AGd tne
’ v
Laprmainae
Powng ¢ %0 of O reconds Nt germapeny v S2UM vew v
A St ip Bgresboas
A Name * Ot . %, Prowd. %, Pweier T, Pestn. T, Sewsare g T, Sbmrgton *,
L Dprenitouts dvecs
U Gapresataute gatewnys
° Cagrmnbote v oM
cotetan
Eagremabin te COtrm s
© Reane fiven =
N Sy 2
L No ExpressRoute circuits to display
Ve WAN Use EogressRonnt 50 0% op 0 1ot Prreate cOMecion to MOoRoR (ol 160vrs Y0m wour i greTeee s chse
00 MCItOn Wy You (BT CRE0E 8 CONOEOGN DETATON Y 30 Qe Seteors g T Muros® (e
P dMeart aepy Cludlatunge (5 lonstion, Far 15 goet (et Corremtion end Asy th ey [P
Carwetor. Conrestviy roeden con afler Ore oF MOre LoVl model Vou Lot WO afi Yool CETEeCTw iy
FrIeder 32 Seh Pe model e ekl best o7 ye.
Lawtr mars abour Eagrmatonuts
[Irpe—
* \eatian
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Creating a Google Cloud Partner Interconnect involves coordination between Lumen, Google

Cloud, and the end customer.

What is a Google Cloud Partner Interconnect?

A Partner Interconnect is a type of Google Cloud connection provisioned by a partner who owns
the physical Network-to-Network (NNI) infrastructure (e.g., port) and allocates bandwidth to
customers on demand. It is different than Dedicated Interconnects where Lumen would provision a
physical port and dedicated third-party cross-connect (3PXC) and a single customer would own the
usage of the entire physical connection.

All Network-as-a-Service IP VPN On-Demand connections to Google Cloud are Partner Interconnects.

Customer Self-Assessment Questions
1. About Your Use Case

. What will you use this connection for (e.g., cloud storage, data transfer, hybrid
workloads)?

. Do your applications require low latency or guaranteed uptime?

. Will your connection needs change frequently?
2. Bandwidth Planning

. What is the peak and average bandwidth you need?
3. Redundancy & Resiliency

. Do you need a backup path in case of a failure?

. Do you want to connect to multiple Google Cloud regions or Availability Zones?
4. Google Cloud Connectivity Setup

. Which Google Cloud region(s) and VPC(s) do you need to reach?
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. Do you want to connect to multiple VPCs?
7. IP Addressing & Routing

. Do you have your IP address ranges ready?

. Are your IP addresses overlapping with any Google Cloud environments?

Key Considerations

e Google Cloud Partner Interconnect SLAs apply only when redundant connections are
provisioned in in a single or diverse region.

o Learn more about Partner Interconnects

o Learn more about Partner Interconnect SLAs
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Deploying Lumen Network-as-a-Service IP VPN On-Demand to
Google Cloud Partner Interconnect

Google Cloud Router peering with connectivity to a VPC Network

Centralized Self-Service Control
Lumen Connect™ ¢ APl ¢ Automation

* Add & Manage Connections
+ Update Service Details
*  Monitor Performance & Utilization

Customer
Premise

Customer Port
Gateway

Hybrid Connectivity

Customer Edge
Configuration

Getting Started Checklist

e
IP VPN

Lumen Network

IP VPN On-Demand

Customer VRF
Provision ¢ Modify e Scale
* Programmable hybrid connectivity

* Resilient WAN routing and transport
+  Customer controls edge and cloud

o+

Lumen MPLS Backbone

Resilient Private Cloud On-Ramp

— & Google Cloud

Ct vpc1 (VPC Network)

1 VPC Subnet

Partner Interconnect =
..Il- On-Ramp
\
NNI w »:@ Cloud Router
Google

Peering Edge

Responsibility Model:

Lumen IP VPN On-Demand Connectivity with Self-Service Control

Customer Activation of
VLAN Attachment
(In Google Cloud)

Customer Google Cloud
Network Configuration

1. Lumen Connect’™ Access - Confirm you have access to Lumen Connect™ and are entitled
for the Fabric & On-Demand Services functionality.

2. Google Cloud Console Access - Verify that you have the necessary login credentials and
permissions to access the Google Cloud environment for the target account.

3. Inyour Google Cloud project, you need:
1.

A VPC network with subnets in the region(s) you'll connect to.

2. A Cloud Router in each region, with BGP ASN 16550 (or another private ASN you
choose). You will need the ASN when configuring the IP VPN On-Demand Connection
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Step 1: Create the Partner Interconnect Pairing Key

To create a Partner Interconnect Pairing Key in the Google Cloud console:

1. Sign into the Google Cloud console and navigate to Network Connectivity > Interconnect

= Google Cloud . 2= My Project 3107 ‘ ‘ network connect X ‘O\Search | + & ® @ : o
i@ Network Connectivity / Interconnect

#  Network Connectivity Cen Interconnect C Refresh £ Recommended alerts

= VPN VLAN attachments Cross-site networks Physical connections Observability

4} Interconnect

¥+ Cloud Router Get started with real-time analytics X

Use Network i Center for comp ive monitoring and ing. Learn more 2

+ Visualize your network resources

+ Diagnose and prevent connectivity issues
« View packet loss and latency metrics

+ Keep your firewall rules strict and efficient

Try now (2 Remind me later

Attachment groups Create group
= Filter @ m
O Name T Status Intended SLA SLA eligibility Attachments

No rows to display

VLAN attachments Create VLAN attachments
= Filter @ m
a [] Name 1 Region Status  Type Encryption Bandwidth 1P stack type Cloud Router VLANID @ Gt

No VLAN attachments
VLAN attachments are connections between your local routers and Google
Cloud routers for your Dedicated or Partner Interconnect connections.
Learn more &

Create VLAN attachments

2. Click Create VLAN attachments
3. Select Partner Interconnect
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4. Choose Unencrypted (or Encrypted if you're doing HA VPN over Interconnect), then

Continue.

5. Click Continue

= Google Cloud

$* My Project 3107 | ‘ Search (/) for resources, docs, products, and more

i3l Network Connectivity / Select attachment

4 Network Connectivity Cen < Add VLAN attachment
= VPN

Interconnect type
4] Interconnect
o Dedicated Interconnect connection
Connect your on-premises network to your Google Cloud VPC network by connecting a
new fiber 1o your equipment. Supports IPv4 and IPV6 traffic. Learn more (2

oe Cloud Router

On-premise network Customer provided VPC network

@
@

Cross-connect

@ Partner Interconnect connection
Connect your on-premises network to your Google Cloud VPC network through a

connection from a supported service provider. Supports IPv4 and IPv6 traffic. Learn more
4 or check supported service providers 4

On-premise network. Partner network VPC network

)
@@:@.@:{:®

O Cross-Cloud Interconnect connection
Connect your Google Cloud VPC network to your other cloud service provider network
Learn more 2

Cloud service provider Google provided VPC network

@
@

<i Cross-connect

Encrypt interconnect

@ Set up unencrypted Interconnect
Choose this option if you do not want to set up HA VPN over your Interconnect for
encryption purposes

O Set up HA VPN over Interconnect
Chaose this option if you want HA VPN over your Interconnect connection. You must
deploy on-premises IPsec devices to choose this option

6. Click I already have a service provider.

‘Qsearch‘ + & @ @ : o

7. Under Add VLAN attachments configure the following values and click Create

. Redundancy option

Note: For the purposes of this demo we will create a single VLAN by selecting Create

a single VLAN (no redundancy)
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. Network
J Region
. VLAN A Cloud Router
. VLAN A attachment name
. VLAN A attachment description
. IP stack type (IPV4 or IPV4 and IPvé6)
° Maximum MTU
= GoogleCloud | 3 My Project 3107 ] l Search (/) for resources, docs, products, and more |QSearch] + = @ ® e
Network Connectivity / Add Partner VLAN attachment
& Neworkcomectiity Cen. & Add Partner VLAN attachment g;rr:::rctiﬂg through a service provider N
-1 PN
. @ Check your connection Add VLAN attachments To connect your on-premise network to Google via a connection from

a service provider:
e Add VLAN attachments I AVLAN atlachmenljallows you to access your
VPC network by adding a VLAN to your existing

service provider connectien. Learn more 2

#+  Cloud Router

Check your connection

Get a connection to a supported service provider 2 to start using
Partner . In the p that you want to
access your Google Cloud resources, you must already have
equipment that is connected to your chosen service provider.

9 Connect to your VPC networks

Redundancy

Creating a redundant pair of VLANs is
recommended to increase availability. If you

don't need redundancy or an SLA, you can 2. Add VLAN attachments
create a single VLAN attachment (and make it Add VLAN attachments to your VPC network, which generate
redundant later). Learn more about redundancy pairing keys for your service provider.
[
. 3. Connect to your VPC networks
O create a redundant pair of VLAN I Go to your service provider and connect your VPC network. Your

attachments (recommended)

O Add a redundant VLAN to an existing VLAN

service provider will ask for your pairing keys.

You will need to return here to complete your connection unless
your service provider is managing BGP for you and you pre-activate
the connection.

@ Create a single VLAN (no redundancy)

~ Network *

l default - ‘
~ Region *

l us-east4 (Northern Virginia) - @ ‘

Region is permanent

VLAN
~ VLAN A cloud router # ————
l lumentest - @ ‘
<l
- VLANA ent name *
l lumentest @ ‘
Lowercase letters, numbers, hyphens allowed
~ VLAN A el P
Lumen Test
“
IP stack type
@ IPv4 (single-stack)
O IPvd and IPv6 (dual-stack) @
~ VLAN A Maximum transmission unit (MTU) *
l 1440 -
VPC network that uses the VLAN
attachment should have the same
MTU value. Learn more (2
o o ’ .
o When ready, copy the generated pairing key—you’ll need this for the next step.
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= Google Cloud | ¢ My Project 3107 Search (/) for resources, docs, products, and more ’ Q search ‘ 4+ & @ ® : e
43- Network Connectivity / Add Partner VLAN attachment
#  Network Connectivity Cen... < Add Partner VLAN attachment <l
= VPN
@ Check your connection Connect to your VPC networks
4} Interconnect
#  Cloud Router @& Add VLAN attachments Pairing keys
o Connect to your VPC networks I To complete the VLAN attachment, go to your service provider's portal and add a connection to Google. You'll be

prompted to provide a pairing key to complete the connection.

VLAN attachment name Pairing key

lumentest
[ PAIRING-KEY-TEST-000000000000 s}

Pre-activate these VLAN attachments

[ Enable

ated interc

9. Copy the Pairing Key to be utilized in Lumen Connect™™
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Step 2: Add the connection in Lumen Connect™

To add the IP VPN On-Demand connection:

1. Signinto Lumen Connect®™. (Get help retrieving your username/password.)

Entarorive 1012345678 ———

X LUMEN  tumencommect
B8 Osshbosd
P Dashboard n
= o v
[P 9 & Reports G Core Capabilities
$ sing v
Services
0 ¥ Find by Service 10 - A - "
® suoon v
o Find by Product o+ Service Too! $0.00 0
s Sotoct a procuct o service ool o RN [ e———————
Alerts. v o 5 19

On-Demand Services Overview

Visualize your active ports and On-Demand services and explore expansion opportunities for ports and On-Demand services across our network

Services by Location

acugey
——
hO mron "
Wortiang = g
[PS—
.
, ol -
o veom 4
eamieriie
g AN .y
[P
San Dwgot For Wartnd Baten
—
i
Lhsoirion
Legend () Fort = Connection o.r.t..,l Location Avadat

© 1don't see what | need
Work with Lumen 10 find and add a port.

Some Dorts reaure professcnal asistance Contact Lumen 10 fmd sdditioral services by cb

2. Using the left menu click Services, then click Add Services.

Open Orders @ - Change Requests -
n o
Pote - -
o o 3
+ Add Services Manage Services
Show B Avaiabie Port Locations (B Active Servces (B Connections L

E
H
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Add Services

Self-Serve
Add Services
@ Networking

Internet On-Demand Connection

3

1P VPN On-Demand Connection

Ethernet On-Oemand Connection

R O® 8 0 «

Network-as-a-Service (Naas) Port
Dedicated internet Access (DIA)

Wavelength

@ Edge Cloud

Secure Access Service Edge (SASE)

@ Cybersecurity

DDoS Hyper

@ 1 don’t see what | need

Work with Lumen to find and add & service.

3. Click + Add for IP VPN On-Demand.

+ Ada

+ Add

+ Ada

+ Ada

@ Heip

4. From the Customer ID and Billing Account Number lists, select the customer number and

billing account number you want to add IP VPN On-Demand to.

Lumen Connect®™ fills in the VRF inventory based on the customer ID and billing account

number you selected.
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5. Inthe Service Nickname field, type a name for the connection you're creating. (Be sure to
use something memorable. This name will appear on your invoice.)
6. Inthe From Location (Select Your VRF) section, select or create a VRF for the other end of

your connection.

e Select the VRF to use for the other end of your connection. Click View Details for a
VRF to view the VRF's routes.

e Click Create New, then type a description for the new VRF in the New VRF
Description field. Lumen Connect™ will create the VRF and activate your VPN service

once you create your connection.

o & Nour Add IP VPN On-Demand Connection ® Help

iii

......
1. Select Locations & Providers
Add Services

Customer 1D Billing Account Number

SUNDAY UAT 1 (1T8BD) W ACC-00000001 v

Service Nickname

$ From Location (Select Your VRF)

Use Existing VRF Create New

New VRF Description

Cloud Provider Google Pairing Key * D

Cloud Provider On Ramp

S m

2. Select Bandwidth & Price
3. Select Additional Settings

4. Review & Submit Order

7. From the Cloud Provider list, select Google.
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8. Fill'in the information for the Google connection:

¢ Inthe Google Pairing key field, type your pairing key from Google.
Lumen Connect®™ validates the pairing key.

e From the Cloud Provider On Ramp list, select an on ramp.

9. Click CONTINUE.

10. Use the Billing Method buttons to select whether you want monthly or hourly billing for the
connection, then select the bandwidth for the connection. Bandwidth options are determined
by the destination (to location). (You can't change the bandwidth once you create the
connection. If you need to choose a different bandwidth after creating the connection,

disconnect the connection and create a new one.)
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LUMEN'  tumenconnect Entarprise 10: 12345678

Add IP VPN On-Demand Connection @ Help

m
s

1. Select Locations & Providers VEF: 00/VPXX/UAT-VRF-O1TEST
3 Provider g

2. Select Bandwidth & Price

Bitling Method *

i

Bandwidth Monthiy

& ® & © » K

3. Select Additional Settings

4. Review & Submit Order

11. Click CONTINUE.
12.In the Select Additional Settings section, fill in the additional details for the connection:
e Input the ASN of your Cloud Router in the AS Number on Google field. (in this

example 16550)

e Select the Internet Protocol Version you want to use.

Page 115

Services not available everywhere. Business customers only. Lumen may change, cancel or substitute products and services,
or vary them by service area at its sole discretion without notice. ©2026 Lumen Technologies. All Rights Reserved.



LUMeN

e Select whether this is a primary or backup connection.

e Primary will set the local-pref to 750
e Backup will set the local-pref to 700
¢ Inthe IPv4 Routing Option field, select the radio button for the routing option you

want to use for the connection. Learn more about routing options for an IP VPN
connection

e Use the buttons to select whether you want to advertise default routes (for both IPv4
and IPvé if you selected both Internet Protocol versions).

X LUMEN Lumen Connect Enterprise 1D: 12145678
B Oashbours
A Nerts & Notifications Add IP VPN On-Demand Connection @ Help
= Services
Mar
1. Select Locations & Providers VAF: DO/VPXX/UAT-VRF-O1TEST Change
Add Services Cloud Provider Google

Service Requests W 2. Select Bandwidth & Price 1Gbps

Change
o P v
[ 28R v
3. Select Additional Settings
§ ¢ v
Provider Service * AS Number on Google * ()
=] v "
rivate 16550
@ sueeon h Internet Protocol Version * (D) Primary/Backup * D
) ct Holp
Z 1Pv4 Routing Option “What is this?
O Aggregate and sdvertise my RFC 1918 routes
deal for Cloud service Beoviders (CSPS) with restrictive BGP prefix mils bt AWS. 51 Go0gHe 8nd If MOST of your prefixes are RFC 1918
mbar of p &
BG# maximum p b
Deny al routes excopt those specified
SP3 with maximum prefix limits that require reducing advertised prefixes and your prefises don't fall under RFC 1918 ranges

More Details

Advertise Default Routes for IBva (1)

-
Cancel Previous

4. Review & Submit Order
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13. Click CONTINUE.

14. Review the order information and correct any missing or invalid selections, then click SUBMIT

ORDER.

( Provisioning in Progress
Activation typically takes less than 5 minutes. When the service is activated, we'll send an email confirmation and update the Services tab with the details. You may leave this page and

place additional orders while provisioning completes

° Design ° Configure ° Activate @ Complete

Lumen Connect®™™ creates the request for connection, places it in Pending Activation status,
and routes you to the Services tab so you can monitor the status of the connection. To see
status updates, click &. Once Lumen assigns the permanent VRF (within five minutes), the

connection changes to Active status.
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Step 3: Finish provisioning the Partner Interconnect with Google Cloud

1. Sign into the Google Cloud console and navigate to Network Connectivity > Interconnect

2. The VLAN attachment previously created will have a Status of Activation needed.
3. Click Activate

= Google Cloud [ %* My Project 3107 ] [ Search (/) for resources, docs, products, and more | Q search l 4+ & ® @ : e
ﬁ- Network Connectivity / Interconnect
% Network Connectivity Cen... Interconnect C Refresh £ Recommended alerts
=l VPN VLAN attachments Cross-site networks [l Physical connections Observability
4} Interconnect
+3  Cloud Router Attachment groups Create group
= Filter @ m
[0 Name 4 Status Intended SLA SLA eligibility Attachments

No rows to display

A Partner VLAN attachment "lumentest" is waiting for activation

VLAN attachments Create VLAN attachments = Manage flow logs ~
= Filter @ m
O nName 1 Region Status Type Encryption Bandwidth IP stack type Cloud Router
[m] lumentest us-east4 A Partner Unencrypted 50 Mb/s IPv4 lumentest Activate
Activation
needed

<l

4. A pop-up to Activate your Partner VLAN attachment will appear. Click Accept

Activate your Partner VLAN attachment

Service provider “CenturyLink” wants to connect 10 your VPG network over VLAN
attachment ‘lumentest’

If you don't recognize this service provider, you should reject the request

Cancel  Accept  Reject
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5. After a few minutes the VLAN attachment will have a Status of Up

= GoogleCloud | 2 MyProject3107

- Network Connectivity / Interconnect

Interconnect

% Network Connectivity Cen

PN VLAH attachments

& imerconnect

& Cloud Router Attachment groups

C Refresh

@ Create group.

VLAN attachments. Croate VLAN aftax
= Filter
O neme +  Regon status
O lumemest  useasd sup

Search (/) for resources, docs, products, and mere

A Recommended alerts

Crass-ste networks

Physical connections  Glbiservabllity

Status Intenged SLA

chments
Type Encrypuion Banawiatn 1P stack type
Partnar Unencrypted 50 Mbs [

SLA eligibility

‘Cioud Router

Q,search

VLANID (B

Group Name

+ (o : @

Atachments

Flow log canfigs 3

6. Expanding the VLAN Attachment will show the BGP Peering Subnets and other
connectivity details

= Google Cloud 2% My Project 3107

35 Network Connectivity /
%  Network Connectivity Cen

- ven
lumentest
& Interconnect

Status
s+ Cloud Router

Attachment group

Details

Type
Encryption
Description
Bandwidth
Intercannect

Region
My
Tags

Connection

Cloud router

1P stack type

Cloud Router BGF IPva

Peer BGP [Pvd

Cloud Router BGP IPvé
o Peer BGP [Pvé

BGP Sessions.

Interconnect attachment: lumentest

€ VLAN attachment details

Manitoring

lumentest
1P
198.51.100.2/30

198.51.100.1/30

# Edit BGP sessian

T Filter  Enter property name or value

®  Name

@ autcia-bop-lumentest-74602c20053¢10¢

Seareh (/) for resources, decs, products, and more

# Edit i Delete W Disable

Partner
Unencrypted
Lumen Test
50 Mb/s

us-eastd(Northern Virginia) - North America - iad-zone-2-1 - Ashburn
Partner. CenturyLink (2

us-eastd
1440
d

Peer ASN  Type

1Pva

BGP Routepolicies  Cloud Router BGF IP.

3549 198.51.100.2

Peer BGF IP

198.51.100.1

Q_search

Default

Advertisement mode

 CRORCREN : ]

7. Your BGP Peer is established, and you may now continue your Google Cloud network

configuration
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8. Note: For detailed guidance on configuring your Google Cloud networking, refer to the

Partner Interconnect Documentation. If you'd like personalized support, please contact your

Lumen Account Team to explore our professional services for Google Cloud management.
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Disconnect Lumen Network-as-a-Service IP VPN On-Demand to
Google Cloud Partner Interconnect

1. Sign into the Google Cloud console and navigate to Network Connectivity > Interconnect
2. Locate VLAN attachment associated with the IP VPN On-Demand Connection you would like to
remove, select the box, and click Delete

= GoogleCloud | 3* MyProject 3107 [ Search (/) for resources, docs, products, and more ‘ Q_search } + @ @ i o
3 Network Connectivity / Imterconnect
%  Network Connectivity Cen. Interconnect C Refresh @& Recommended alerts
1 weN VLAN attachments Cross-site networks [HR  Physical connections Observability
I 4  Interconnect
%+ Cloud Router groups G
= Filter @ L]
0 name Status. Intended SLA SLA eligibility Aftachments.
No rows to display
X 1VLAN attachment selected W Oelete M Labels  Eidanage flow logs ~
= Filter @ L]
& name Region Status. Type Encryption Bandwidth 1P stack type. Cloud Router VLANID @ Group Name: Flow log configs (& Interconnect
lumentest us-eastd @ up Partner Unencrypted 50 Mby/'s Pva. lumentest 58 us-
eastd{Northern
Virginia) - North
America -iad-
zone-2-1
Ashbum
Pariner;
CenturyLink 3

3. A pop-up will ask for confirmation. Click Delete

Delete lumentest?

Are you sure you want to delete lumentest?

Cancel  Delete
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4. After a few minutes the VLAN attachment will be removed

= GoogleCloud |  MyFirstProject Seach (/) for re Qsearch + & n i @
J Network Connectivity / Interconnect
# Network Connectivity Center Interconnect CRefresh  f) Recommended alerts
-1 ven VLANattachments  Cross-sitenetworks  Physical connections  Observabilty
@ Interconnect
W% Cloud Rauter Attachment groups 3 Create group
= Filter Enter @ []
1 Name 4 Status Intended SLA. SLA eligibility Attachments
VLAN attachments & Create VLAN attachments
= Filter Enter property name or value. @ m
[] MName &  Region Status. Type Encryption Bandwidth IP stack type. Cloud Rauter VLANID (B Group Name. Flow log configs @ Interconnect

No VLAN attachments
WLAN attachments are connections between your local routers and Google
Cloud routers for your Dedicated or Partner Interconnect connections.
Leam more 2

Create VLAN attachments

5. Within Lumen Connect™ you can now select the Manage Services, filter by Product, select

IP VPN on-Demand to locate the Service ID of the connection you want to disconnect.
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LUMEN  tumenconnect

Enterprise ID: 12345678 -

I8 Dashboard

Manage Services C

~N /7 ~
Add Services | (D Help |
A e & Notifications JNET
~
=
i=  Sservices ~
e e Q|[semavers-owom ~ e v |2 o .
Add Services
Search Q
Order Status
L Filtered Results (-3 of 3) | Save View O Show selected only X
Service Requests v
Service ID 7 Product T Status T Locati O Colocatin Service Nickname 74 Bhing ACCOUNt 1, Actions
Service Portal ~
ervice Portals D €ross Connect
SERY
SERVICE ¥ Pending - AWS-VRF- :
| Monitoring & Reports v EST-01 (VPR O Demand Activation D) bOes Essentials Lumen-AWS-VRF-3 ACC-00000001 :
O ELan
SERVICE- g Pending v e g :
§ Biling " T[EFSJF_%% IP VPN On-Demand =l O E-LAN EVC Endpoint Lumen-Google-Test-VRF-1 ACC-00000001 H
W la . D Ethernet On-Demand
e “ SERVICE- 1P VPN On-Damand Pending Lumen Aws: ACC-00000001 :
TEST-01 isconnect 0 e por onnection.
R o Showing 1:5 of 3 results O 1 Port (Nsas Enabled)

1P VPN On-Demand

D Internet On-Demand

« o

Lumen Connect Help

N ® & 0

Contact Lumen

Select the Service ID of the connection you want to disconnect and click Disconnect

LUMeN Lumen Connect Enterprise ID: 12345678
Dashboard
< Manage Services

A Alerts & Notifications

IP VPN Service Details SERVICE-TEST-01
= Sservices A
Summary
Manage Services
Add Services Product Status Service Nickname Creator
1P VPN Active Lumen-Google-Test-VRF-1
Order Status
Service ReGUELE Billing Account Customer Account Billing Type Billing Price
ACC-00000001 SUNDAY UAT 1 (1T8BD) Monthly
Service Portals
Bandwidth Start Date End Date
|w  Monitoring & Reports 1Gbps 2026/02/2514:10 GMT -

Billing

Admin

Support

® & 0O «»

Lumen Connect Help

Contact Lumen

(* RepairTicket ) (  Disconnect
. S\

N

Update Nickname

(" Manage Service )

From Location

VRF Description
Lumen-Google-Test-VRF-1

VRF Name
00/VPXX/UAT-VRF-O1TEST

Service Id
SERVICE-TEST-01

To Location

Provider
O Google

NNI On-Ramp

us-easti(South Carolina) - North America - iad-zone-

2-11 - Atlanta

7. Check the box to confirm the change and click Confirm Disconnect
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Confirm Service Disconnect X

Service Details

Service ID Connection Nickname
SERVICE-TEST-01 Lumen-Google-Test-VRF-1
Product Type Order Contact

IPVPN

To Location Details

us-east1(South Carolina) - North America - iad-
zone-2-11 - Atlanta

| understand | will be billed for the full hour or full day based
on the billing method once | confirm the disconnect.

The AWS connection cannot be deleted with active (Check

virtual interfaces. Please make sure you have AWS
successfully disconnected resources associated withinterfaces
the hosted connection in AWS Portal before here)

disconnecting your Lumen Connection.

Confirm Disconnect Cancel

1. A pop-up will display Disconnect Accepted - Successful Disconnect Request. You may now
click CLOSE.

Disconnect Accepted X

@ Successful Disconnect Request

Once the disconnect is completed, service details will be
emailed to you.

Confirmation Details
Order & Billing Information

Service ID SERVICE-TEST-01

Service Nickname Lumen-Google-Test-VRF-1

Approved By

Close
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Creating an Oracle Cloud Infrastructure Partner FastConnect involves coordination between
Lumen, Oracle Cloud Infrastructure, and the end customer.

What is a Oracle Cloud Infrastructure Partner FastConnect?

A Partner FastConnect is a type of Oracle Cloud Infrastructure connection provisioned by a partner
who owns the physical Network-to-Network (NNI) infrastructure (e.g., port) and allocates bandwidth
to customers on demand. It is different than Dedicated FastConnect where Lumen would provision
a physical port and dedicated third-party cross-connect (3PXC) and a single customer would own
the usage of the entire physical connection.

All Network-as-a-Service IP VPN On-Demand connections to Oracle Cloud Infrastructure are Partner
FastConnects.

Customer Self-Assessment Questions

1. About Your Use Case

e What will you use this connection for (e.g., cloud storage, data transfer, hybrid
workloads)?

e Do your applications require low latency or guaranteed uptime?

e Will your connection needs change frequently?

2. Bandwidth Planning
e Whatis the peak and average bandwidth you need?

3. Redundancy & Resiliency
e Do you need a backup path in case of a failure?
e Do you want to connect to multiple Oracle Cloud Infrastructure regions or Availability
Zones?
4. Oracle Cloud Infrastructure Connectivity Setup
e Which Oracle Cloud Infrastructure region(s) and VCN(s) do you need to reach?

e Do you want to connect to multiple VCNs?
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6. IP Addressing & Routing
e Do you have your IP address ranges ready?

e Areyour IP addresses overlapping with any Oracle Cloud Infrastructure
environments?

Key Considerations

e Oracle Cloud Infrastructure Partner FastConnect SLAs apply only when redundant
connections are provisioned in in a single or diverse region.

o Learn more about FastConnect

o FastConnect FAQ
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Deploying Lumen Network-as-a-Service IP VPN On-Demand to
Oracle Cloud Infrastructure FastConnect

FastConnect logical device peering with connectivity to a VCN

Centralized Self-Service Control ORACLE’ OCl Region
Lumen Connect™ ¢ APl ¢ Automation + CLOUD
* Add & Manage Connections Availability Domain
« Update Service Details .I..umenlMPLS Backbone
* Monitor Performance & Utilization Resilient Private Cloud On-Ramp I —— @,
1VCN 1
1
1 1
— CUStOI:ner — Lumen Network _Q_ 1 @ 1
1 F=f------=m————— === == il 5= |
Premise 1 0 Private Subnet % i 1
@'—_ FastConnect | : : H
= On-Ram — 1
IP VPN On-Demand P ] = P
Customer VRF i (=] Vol
— 1
PE N Provision « Modify « Scale @ | g P
1 [ |
IPVPN - i Dynamic ! ol 0
: i Physical Logical Yamic od !
+  Programmable hybrid connectivity Y g A 1 1
Customer Port +  Resilient WAN routing and transport * Device Device gotutlng : [m[m] : :
Gateway +  Customer controls edge and cloud i A ateway | o
i ! T S S o
| H S I 1
i i
Loeeee BGP Peer |-----~
Hybrid Connectivity Responsibility Model:
Customer
%’:::;;3:;;9: Lumen IP VPN On-Demand Connectivity with Self-Service Control FastConnect Customer Oracle Cloud Network Configuration
Configuration

Getting Started Checklist

1. Lumen Connect’™ Access - Confirm you have access to Lumen Connect®™ and are entitled
for the Fabric & On-Demand Services functionality.

2. Oracle Cloud Infrastructure Console Access - Verify that you have the necessary login
credentials and permissions to access the Oracle Cloud Infrastructure for the target
account.

3. Inyour Oracle Cloud Infrastructure account, you need:
1. AVirtual Cloud Network (VCN) pre-created in OCI
2. A Dynamic Routing Gateway (DRG)
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Step 1: Create the Virtual Cloud Network (VCN)

1. Login to the OCI Console: https://cloud.oracle.com and navigate to Networking > Virtual
Cloud Networks

umentation, and Marketplace “~ USEast(Ashburn) B 0O @ | &
* Networking Virtual Cloud Networks
Virtual Cloud Networks (VCNs) are private virtual networks you set up in Oracle Cloud Infrastructure. You can attach gateways, route tables, and security lists to specify routing and security rules.
Overview
— —— s e w— .
Virtual cloud networks Q Saarch

Web Application Acceleration
Applied filters  Compartment lumen-tpm-test-account (oot}

Load balancers >
Create VCN Actions v m
DNS management >

Name State IPv4 CIDR Block 1Pvé Prefix Default Route Table DNS Domain Name Created
CUStOMer connectivity >

Cluster Placement Groups.

No items to display

IP management > 4 Nems o search again using different Alters or search terms.
Network Command Center
Terms of Use and Privacy  Cookie Preferences opyright © 2026, Oracle 2 @  Giveus feedback

2. Click Create VCN

3. Fillin:

Name

Create In Compartment (select compartment)
CIDR Block

DNS Label: Optional, for internal DNS resolution

4. Click Create VCN
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US Midwest (Chicago)

Create a Virtual Cloud Network

Name
LumenTest

Create In Compartment
level3_customer_testing

IPv4 CIDR Blocks

You can assign up to 5 IPva CIDR blocks to a VCN. There must be at least one IPv4 CIDR block assigned to a VCN. Learn more.

IPv4 CIDR Blocks
10.0.0.0/16

1.

Required for instance hostname assignment if you plan to use VCN DNS or a third-party DNS. This choice cannot be changed after the VCN is created. Learn More.

Use DNS hostnames in this VEN

[ &

DNS Label

DNS Domain Name
LumenTest.oracleven.com

IPv6 Prefixes

You can assign up to 5 IPV6 prefixes to a VCN. Learn more.

Assign an Oracle allocated IPv6 /56 prefix.

a»

Selecting this option allows a single Oracle assigned IPv prefix to your Virtual Cloud Network. Learn More

BYOIPv6 Prefix

o= B3
1Pv6 Prefix IP Range Total IPs
No items to display

Create new items or search again using different flters or search terms.

ULA Prefixes

v Tags
Add tags to organize your resources. What can | do with tagging?

No items to display

> Show security attributes

Termsof UseandPrivacy  Cookie Preferences

Copyright © 2025, Oracle and/or its affiliates. All rights reserved

Cancel Create VCN

@  Giveus feedback
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5. A new window will show the completed VCN details

and Marketplace

v US Midwest (Chicago)

€ Virtual Cloud Networks

# Networking
LumenTest aaie

Overview Virtual Cloud Network @

Virtual cloud networks

Details IP administration

Web Application Acceleration

Load balancers > VCN Information
DNS management >
Compartment
Customer connectivity >
Created
Cluster Placement Groups
1Pv4 CIDR Block
IP management >
Network Command Center > 1Pv6 Prefix
ocip
DNS Resolver

Default Route Table

DNS Domain Name

1]

Terms of Use and Privacy  Cookie Preferences

Subnets

e w—

Actions Vv

Gateways Routing Security VLANs Work requests Tags

level3_customer_testing

Jul 1, 2025, 15:10 UTC

10.0.0.0/16

ocidl.instance.oc1.aaaa.01010xxx01010xxx01010xxx01010xxx01010xxx01010xxx

resolver.example.01010xxx01010xxx01010xxx01010xxx01010xxx01010xxx

Default Route Table for LumenTest

lumentest.oracleven.com

Copyright © 2025, Oracle and/or its affiliates. All rights reserved

Step 2: Create the Dynamic Routing Gateway (DRG)

Copy

Copy

@  Give usfeedback

1. Login to the OCI Console: https://cloud.oracle.com and navigate to Networking >

Customer Connectivity > Dynamic routing gateway

2. Click Create dynamic routing gateway
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v US Midwest (Chicago) &

# Networking Dynamic routing gateways
Dynamic routing gateways (DRGs) are optional virtual routers that you can add to your VCN. They provide a path for private network traffic between your VCN and on-
Overview premises network.
Virtual cloud networks Oracle redundancy status indicates whether your connection to Oracle is at risk. If so, an exclamation point is displayed. Click the DRG and view its details for more
information.
Web Application Acceleration — P— T -— -
Load balancers > | Q ‘ ‘ Search ‘
DNS management } Applied filters  Compartment level3_customer testing
Customer connectivity > . . (M|
Create dynamic routing gateway | m ‘

Cluster Placement Groups

Name -~ Lifecycle state Oracle redundancy status
IP management >

Test Available No active connections
Network Command Center >

Page 10of 1(1- 10f 1total items)

[

Terms of Useand Privacy ~ Cookie Preferences Copyright ® 2025, Oracle and for its affiliates. All rights reserved

3. Fillin:

e Name
¢ Create In Compartment (select compartment)

4. Click Create dynamic routing gateway
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v US Midwest (Chicago) £

Create dynamic routing gateway o

-_— A

Name
LumenTest

Create in compartment
level3_customer_testing

~  Tags

Add tags to organize your resources. What can | do with tagging?

No items to display

Cancel Create dynamic routing gateway

Terms of Use and Privacy  Cookie Preferences Copyright © 2025, Oracle and /or its affiliates. All rights reserved. @  Give usfeedback

5. A new window will display the of the newly created Dynamic routing gateway
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ation, and Marketplace v US Midwest (Chicago) [
X Networking < Dynamic routing gateways
LumenTest Povisonie Actions v | Edit
< Customer connectivity Dynamic routing gateway @
Overview A - -
Details Attachments Routing Tags

Site-to-Site VPN

FastConnect Dynamlc routlng gateway Informatlon ocip ocidl.instance.ocl.aaaa.01010xxx01010xxx01010xxx Copy
Dynamic routing gatewa)

yn = % Compartment level3-test Created Jul 1,2025, 15:11 UTC
Customer-premises equipment (root)/level3_customer_testing

Oracle redundancy status ¥

@ Success

Dynamic routing gateway and associated resources have been created

ully.

ig]

Terms of Use and Privacy  Cookie Preferences Copyright © 2025, Oracle andj/or its affiliates. All rights reserved @  Give usfeedback

Step 3: Create the FastConnect OCID

1. Login to the OCI Console: https://cloud.oracle.com and navigate to Networking >
Customer Connectivity > FastConnect

2. Click Create FastConnect
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v USEast (Ashburn) EJ

rvices, documentation, and Marketplace

Create connection gl

Connection type P
Required

FastConnect lets you access your existing network from your virtual cloud network (VCN) without traversing the internet. Choose an option:

Connection type

FastConnect partner FastConnect direct
third-party provider or by

ct and receive the

Use this option

artner. Here you set up the
ection. See the topi

if you have a relationship with a FastCo

a virtual circuit that runs on the partn
ncation, you

Redundancy level

Redundant virtual circuit Single virtual circuit
Jant virtual circuits e a single non-redundant virtual circuit or add redundancy to an existing

jevice redundancy by configu

nimum link and d

ame nnect | ion.

—= = Catvee! y m

Give us feedback

Terms of Use and Privacy  Cookle Preferences Copyright ® 2026, Oracle andor ts affiliates.

3. Select FastConnect partner and choose a Redundancy level (for the purposes of this
demo we will build a Single virtual circuit)

4. Click Next
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Create connection
° Connection type S
o Configuration =

Virtual circuit

Name
Lumen-Oracle-VC-1

Compartment

lumen-tpm-test-account (root)

Partner
Lumen: Cloud_Connect_IPVPN

You've selected a partner that creates Layer 3 virtual circuits. Layer 3 virtual circuits are already built to be redundant between OCl and the Oracle partner. For scenarios where a Layer 3 virtual circuit
may require redundant virtual circuits, see FastConnect Redundancy Best Practices.

Virtual circuit type

Private virtual circuit

Private

advertised. The connection uses a dynamic

=xample, for Object

ertise.

Traffic
All traffic IPSec over FastConnect traffic only
All traffic on the virtual circuit will be sent to the on-pre Only IPSec-encrypted traffic will be sent to the on-premise:
Dynamic routing gateway compartment - Dynamic routing gateway 2
lumen-tpm-t count (root) Lumen-Oracle-Test-DRG

This creates an attachment to the selected DRG. The attachment uses a route table based on the type of resource using the attachment.

Provisioned bandwidth

1Gbps. e
mTU
1500 -
v Tags

Add tags to organize your resources. What can | do with tagging?

No items to display

Add tag

S CoRCI o Cancel Save as stack Previous m

Terms of Use and Privacy  Cookie Preferences 13

pyright © 2026, Oracle and/or Its affibates. All ights reserve Give us feedback

5. Complete the Virtual circuit 1 section by filling in the additional details for the connection:
1. Name
2. Compartment
3. Partner: Lumen: Cloud_Connect_IPVPN
4

. Private virtual circuit (Public virtual circuits are not currently supported)
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Traffic: All traffic
Dynamic routing gateway
Provisioned Bandwidth
MTU

© N o o

6. Click Next

v USEast(Ashburn) & 4O @

Create connection i

————— ~owa. —

° Connection type .
‘ Configuration

el v
° Review and create ~

Virtual circuit

Name Lumen-Oracle-VC-1
Compartment lumen-tpm.-test-account (root)
Partner Lumen: Cloud_Connect_IPVPN
Virtual circuit type PRIVATE

Traffic Al traffic

Dynamic routing gateway Lumen-Oracle-Test-DRG
Provisioned bandwidth 1Gbps

MTU 1500

Tesms of Use and Privacy  Cookle Preferences Copyright © 2026, Oracle and/or its aff feedback

7. Review the connection details and click Create

8. A new window will show Provisioning resources completed when finished.

9. Click Close
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Create connection iy
Connection type. h

Configuration -
Required
° Review and create ~

Provisioning resources 100%

Lumen-Oracle-VC-1 (1 of 1) virtual circuit Completed

Close

Terms of Use and Privacy  Cookie Preferences.

26, Oracle andor its affiliates. All ights reserved

Give us feedback

10. Locate the new FastConnect and select it to see details of the connection.

QO Cdloud . v US East (Ashburn)

% Networking FastConnect connections

FastConnect is a dedicated, direct, private connection between your data center and Oracle Cloud Infrastructure. With FastConnect, your data does not traverse the internet. If you're having problems, use Network Path Analyzer to

< Customer connectivity check your connections.
~——a
Overview
A Warning
Site-to-Ste VPN Some of your FastConnect virtual t re c whenever possible. Les
FastConnect
Q Search

Dynamic routing gateway
Applied fiiters  Compartment jumen-tpm-test-account (roat)

Create FastConnect m

Customer-premises equipment

1Pva 1Pv6

B Lifecycle BD Hop Connection Redundancy 1Pva 1Pv6 e
state type level redundancy redundancy
state state
Lumen-Oracle-VC-1 Pending partner Down Sown Partner None = = Fri, Feb 27, 2026, 13:30:22 UTC
’ Page 10f 1(1-10f 1 total items) temsperpage | 10 v
Terms of Use and Privacy  Cookie Preferences pyright © 2026, Oracle andor its affhates. All ights reserved Give us feedback
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* Networking  FastConnect
Lumen-Oracle-VC-1  rengroie Actions
< Customer connectivity Virtual crcut
Overview S —

A Connection created
Site-to-Site VPN T

Copy the OCID and give it 10 the partner 1o proviskon the virtual ccut from their end. When BG state changes to UP, the virtual circult s ready 1o test.
FastConnect

Partner portal (Lumen)
Dynamic routing gateway

Details  BGPinformation  Dynamic routing gateway attachment  Associated tunnels  Redundant virtual circuits  Monitoring  Tags

Customer-premises equipment

Virtual circuit information

Connection type Partner Help
Partner name Lumen
Lifecycle state Pending partner
Virtual circuit Activated
Virtual circult type Private
Redundancy level Pending
Traftic Al traffic
1Pv4 BGP state Down
IPvé BGP state Down
ig] Provisioned bandwidth 1Gbps
BGP MDS authentication Hot enabled
MTU(bytes) 1500
Compartment lumen-tpm-test-account (root)
ocip ocidl.instance.oc1..dummyid Copy
Created Fri, Feb 27, 2026, 13:30:22 UTC
Dynamic routing gateway Lumen-Oracle-Test-DRG

Oracle and/or its affiiates. Al nights reserved. Give us feedback

Terms of Use and Privacy  Cookle Preferences

11. Copy the OCID for use in Lumen Connect®™™
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Step 4: Add the connection in Lumen Connect*V

To add the IP VPN On-Demand connection:

1. Signinto Lumen Connect®™. (Get help retrieving your username/password.)

2. Using the left menu click Services, then click Add Services.

R ® 8 © » E

X LUMEeEN

88 Oshboars

B A a0

=
Monitoring & Reporty

Luman Connect

Core Capabilities -
Access 1001 10 KICate $ervices. MONEOr G ORJErS,Feview FQUEHES and CheLs, 40 Mansge invoice
Snapshots
Services
Pay Balance Due - Active Repeir
Find by Service 1D 4
$0.00 o
Find by Product or Service Too! ©
i sl e Jsconnect Requests - Natwork Visibility: Stotus
Alerts v o 7 19

Scheduled Maintenance w4t

Favorite Pages
On-Demand Services Overview

Visualize your active ports and On-Demand services and explore expansion opportunities for ports and On-Demand services across our network.
Services by Location

.
By
i
,.0 we o,
WPoftians = -
-
tda
,,,,,, =4
V-
i
P emmed
8 W Voges
WonAngeay RO “w eaco
=
e PR
=
il
San Ataniod Pieisten

@ 1 don't see what | need
Work with Lumen to find and add 3 pert
Sama ports require prolessonsl awwstance. Cantact Lumen 1o find ackStional services by clicking Costact » Specis

Erawrerine 1012345678 ——

Dashboard (@ wow

g Open Orders @ - ange o -
n o
- Potertial Rep . - -
o o i
+ Add Services Manage Services
Show [ Avatatie Port Locations [ Active Services () Cor L
R

WCnesge
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X LUMEN'  tumenconnect
5 o
. Add Services @ Help
Self-Serve
Add Services
Networking
Internet On-Demand Connection T re
[
$ "»
VPN On-Demand Connection + Add
(=]
kS
Kthernet On-Oemand Connection
+ Ags
) ¢ voik e
@
Network-as-a-Service (Nas$) Port + Ada
Dedicated Internet Access (BIA) + Ada
Waveiengtn + Ada
5 oo
Secure Access Service Edge (SASE) + Asd
@ Cybersecurity
DDoS Hyper + Ace
1 don’t see what | need

Work with Lumen to find and add » service.

3. Click + Add for IP VPN On-Demand.

4. From the Customer ID and Billing Account Number lists, select the customer number and
billing account number you want to add IP VPN On-Demand to.
Lumen Connect®™ fills in the VRF inventory based on the customer ID and billing account

number you selected.

5. Inthe Service Nickname field, type a name for the connection you're creating. (Be sure to
use something memorable. This name will appear on your invoice.)
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6. Inthe From Location (Select Your VRF) section, select or create a VRF for the other end of
your connection.

e Select the VRF to use for the other end of your connection. Click View Details for a VRF to

view the VRF's routes.

¢ Click Create New, then type a description for the new VRF in the New VRF
Description field. Lumen Connect™ will create the VRF and activate your VPN service

once you create your connection.

X LUMeN Lumen Connect 12345678
=
2 Add IP VPN On-Demand Connection @ Help
IS Services
1. Select Locations & Providers
Add Services
Customer 1D Billing Account Number
SUNDAY UAT 1 (1T8BD) v ACC-00000001 v

Service Nickname
o >
S From Location (Select Your VRF)

Use Existing VRF Create New

New VRF Description
® . 00/VPXX/UAT-VRF-O1TEST

Cloud Provider Oracie Cloud Identifier (OCID) * @
(7}

v

@

Cloud Provider On Ramp

Cancel

2. Select Bandwidth & Price
3. Select Additional Settings

4. Review & Submit Order

7. From the Cloud Provider list, select Oracle.

In the Oracle Cloud Identifier (OCID) field, type your inactive Oracle OCID. (You can obtain this
from the Oracle FastConnect portal. You can only use an OCID on a single, active connection.
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To reuse an OCID, you must first disconnect the active connection and then create a new connection
using the OCID. Use the FastConnect portal to view the status of your OCIDs.)

Lumen Connect™ uses the OCID information to select the correct on ramp for you based on the
work load region you selected when you created the OCID in the FastConnect portal.

8. Click CONTINUE.

9. Use the Billing Method buttons to select whether you want monthly or hourly billing for the
connection, then select the bandwidth for the connection. Bandwidth options are determined
by the destination (to location). (You can't change the bandwidth once you create the
connection. If you need to choose a different bandwidth after creating the connection,
disconnect the connection and create a new one.)

X LUMEN Lumen Connect Enterprise 1D:12345678

Dashboard

»

Alerts & Nonfications Add IP VPN On-Demand Connection (@ Heip,

i=  Sservices ~

Manage Services

1. Select Locations & Providers

VRF: OD/VPK/UAT-VRF-01TEST Change
Add Servi
ervices Cloud Provider: Oracle
Order Status
Service Requests v 2. Select Bandwidth & Price
Service Portals v
Billing Method * (1)
|  Monitoring & Reports v
Monthly Hourly
$ Biling v
Bandwidth Monthly
O admin v
@ 1Gbps
& suppon v
Monthly - Billing begins ance connection is active. Customer will be billed MRC(s) with pro-ration occuring at both the beginning and end of the
@ Lumen Connect Help connection rounded up to the nearest full day

B contact Lumen

Cancel Previous | m

3. Select Additional Settings

4. Review & Submit Order
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10. Click CONTINUE.

11. In the Select Additional Settings section, fill in the additional details for the connection.
(Lumen Connect™ automatically makes the connection private and sets 31898 as the AS
number for Oracle.)

a. Select the Internet Protocol Version you want to use.

b. Select whether this is a primary or backup connection.

e Primary will set the local-pref to 750
e Backup will set the local-pref to 700

c. Inthe IPv4 Routing Option field, select the radio button for the routing option you

want to use for the connection. Learn more about routing options for an I[P VPN

connection

d. Use the buttons to select whether you want to advertise default routes (for both IPv4

and IPvé6 if you selected both Internet Protocol versions).
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¥ O LUMEN  Lumen connect Enterprise 12345678
Dashboard
Add Senoces
B At 8 Hothcatiors Add IP VPN On-Demand Connection @ Help
IS services ~

Manage Services

1. Select Locations & Providers vRF: 00/VPXX/UAT-VRF-O1TEST Change

Cloud Provider: Oracke

Add Services

Order Status

Service Requests ~ 2. Select Bandwidth & Price 1Gbps Change
—
Sarvice Porats v
Monitoring & Reports
b B N 3. Select Additional Settings
$ Bing v
Provider Service * AS Numbaer on Oracle *
O soe v
Private
& suesen v In Protocol Version * (D Primary/Backup * (D
@ tumen Connect Heip
1Pv4 Routing Option “What is this?
@ contact Lumen

© Agoregate and advertise my RFC 1918 routes
Ideal for cloud service providers (CSPs) with restrictive BGP prefix limits ke AWS and Google and if most of your prefixes are RFC 1918
More Details ~
Luman automatically aQgregates network prefixes according to RFC 1918 standards to reduce the number of prefises sent to the CSP.
Lumen only advertises network RFC 1918 prefixes: 10.0.0.0/8, 17216.0.0/12. and 192168.0.0/%6.

Note: Aggregates are NOT injected into your routing tables.

Advertise all routes except those specified

Allows you to control which routes are advertised to the CSP. Check with your CSP to verify any BGP maximum prefix limits before
salecting this option. as It could Cause i15ues with your connection

More Details

Deny all routes except those specified

Optimal for CSPs with maximum prefix limits that require reducing advertised prefixes and your prefixes don't fall under RFC 1918 ranges.

More Details

Advertise Default Routes for 1Pvd * (D)

-
o v

4. Review & Submit Order

12. Click CONTINUE.

13. Review the order information and correct any missing or invalid selections, then click SUBMIT
ORDER.
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( Provisioning in Progress
Activation typically takes less than 5 minutes. When the service is activated, we’ll send an email confirmation and update the Services tab with the details. You may leave this page and

place additional orders while provisioning completes.

° Design ° Configure ° Activate @ Complete

Lumen Connect™ creates the request for connection, places it in Pending Activation status,
and routes you to the Services tab so you can monitor the status of the connection. To see
status updates, click . Once Lumen assigns the permanent VRF (within five minutes), the

connection changes to Active status.
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Step 5: Verify the Oracle connection

To verify the connection in Oracle:

1. Login to the OCI Console: https://cloud.oracle.com and navigate to Networking >
FastConnect
2. Locate the new FastConnect and select it to see details of the connection.

3. You will see the BGP state as Up

v UsEast(Ashbum) B 0O @ &

X Networking € FastConnect
Lumen-Oracle-VC-1 rouons Actons. v “
< Customer connectivity At o

Ove

seven =

FastConnect Virtual circuit information

P Connection type Partner Help
Partner name Lumen
Lifecycle state Provisioned
Vietual cireuit Actvated
Virtual circuit type Private
Redundancy level Location
Traffic All traffic
1PYa BGP state w
1Pvé BGP state Down
Provisioned bandwidth 1Gbps
BGP MDS authentication Not enabled
MTU(bytes) 1500
Compartment lumen-tpm-test-account (root)
ocio ocid1.instance.oc1..dummyid Copy
Created Fri, Feb 27, 2026, 13:30:22 UTC
Dynamic routing gateway Lumen-Oracle-Test-DRG

v USEast(ashbum) @ 0 @ A&

% Networking © FastConnect
Lumen-Oracle-VC-1 et — - |
< Customer connectivity e
o — e w—
Detas  BGPInformation  Dynamic routing gateway sttachment  Associated tunnels  Redundantwiriuslcicurs  Monitoring  Tags
Site-to-Site VPN p—
FastConnect BGP information Secondary
) n
] Customer BGP ASH 3549 Customer BGP IPvd address 100,88.149.105,30
Customer-pre quipment
Oracla BGP ASN 31898 Oracla BGP IPv4 address 100,88.149,106/30
Bidirectionl forwarding dstection  Not enabled Logical device iad5-{1-vpnd
Primary
Customer BGP IPva address 100.91.82.85/30
Oracle BGP IPv4 address 100.91.82.86/30
Logical device iagdj1-vpnd
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4. Your BGP Peer is established, and you may now continue any additional Oracle Cloud

Infrastructure Network configuration

v UsEast(Ashbum) B 0 @ A&

X Networking

< Customer connectivity
Overview
Site-to-Site VPN
FastConnect
Dynamic routing gateway

Customer premises equipment

Terms of Use and Privacy  Cookie Preferences.

« FastConnect

Lumen-Oracle-VC-1 #ousened

Virtual circuit

Detalls  BGPinformation  Dynamic

Metrics
Applied filters  Date Fsh 27,2026, 133230 UTC - Fe..

Connection state

Applied filters  interval Auto

 virtuakrcu, oct

Packets received

Applied filters  intarval Auto  Statistc Sem

Bytes received

Applied filters  Interval Auto  Stathstc Sum

A

® wrtualcecu, oct

Bits received

Applied fiters  Interval Auto  Statistic Sm

Monitoring  Tags

Packets with errors

Applied fiters  interval Auta  Statiste Sum

® uirtualdrcun, ot

Packets sent

roscames (T T
/_\ ® virtuakircun, oct

Bytes sent

npomed e (TS

Bits sent

Applied filters  interval Aulg Sttt Sum.

N~

» yirtualdrcur, ot

Note: For detailed guidance on configuring your Oracle Cloud Infrastructure networking, refer to
the Oracle’s FastConnect: With an Oracle Partner Documentation. If you'd like personalized support,

please contact your Lumen Account Team to explore our professional services for Oracle Cloud
Infrastructure management.
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Disconnect Lumen Network-as-a-Service IP VPN On-Demand to
Oracle Cloud Infrastructure FastConnect

1. Within Lumen Connect®™™ you can now select the Manage Services, filter by Product,

select IP VPN on-Demand to locate the Service ID of the connection you want to

disconnect.
X LUMeN Enterprise 1D 12345678
Dashboard
A Alerts & Notifications Manage Services Add Services | (@ Help )
f5
IS services
ST oracle X Q| | -saved views - (Defoulty - Al Statuses - v |= oL R
Add Services
Q
Order Status )
L Search + Filtered Results (111 of 1) | Save View () Show selected only X
Service Requests
Service ID T Product Status © Loca [ Colocation Service Nickname 1 puing Account - Action
Service Portals umber s
O Cross Connect
L Monitoring & Reports STEE%\#%E' P VPN On-Demand P O Dbos Essentials Lumen-Oracle-VRF-1 AGG-00000001 B :
O E-LAN
wing 11 of 1 results
$ siling O E-LAN EVC Endpoint
O Ethernet On-Demand
O Admin —
@ Support O 1P Port (NaaS Enabled)
IP VPN On-Demand
@ Lumen Connect Help O Internet On-Demand
& contact Lumen @« )
. . . . o
2. Select the Service ID of the connection you want to disconnect and click Disconnect
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Summary

-

Product
IP VPN

Billing Account
ACC-00000001

Bandwidth
1Gbps

Status Service Nickname Creator
Active Lumen-Oracle-VRF-1

Customer Account Billing Type Billing Price
SUNDAY UAT 1 (1T8BD} Monthly

Start Date End Date

2026/02/27 14:00 GMT

K Repair Ticket J

K Disconnect ) \- Update Nickname

N
J

\- Manage Service )

From Location

VRF Description
Lumen-Oracle-VRF-1

VRF Name
00/VPXX/UAT-VRF-O1TEST

Service Id
SERVICE-TEST-01

To Location

Provider

B Oracle

Cloud Region
us-ashburn-1

NNI On-Ramp
US East (Ashburn) - Ashburn 100G

3. Check the box to confirm the change and click Confirm Disconnect

Confirm Service Disconnect X

Service Details

Service ID
SERVICE-TEST-01

Product Type
IPVPN

To Location Details

Connection Nickname
Lumen-Oracle-VRF-1

Order Contact

Confirm Disconnect

US East (Ashburn) - Ashburn
100G

| understand | will be billed for the full hour or full day based
on the billing method once | confirm the disconnect.

Cancel
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4. A pop-up will display Disconnect Accepted - Successful Disconnect Request. You may
now click CLOSE.

Disconnect Accepted X

@ Successful Disconnect Request

Once the disconnect is completed, service details will be
emailed to you

Confirmation Details
Order & Billing Information

Service ID SERVICE-TEST-01

Service Nickname Lumen-Oracle-VRF-1

Approved By

Close

5. Login to the OCI Console: https://cloud.oracle.com and navigate to Networking >
Customer Connectivity > FastConnect

6. Locate the FastConnect associated with the IP VPN On-Demand Connection you would

like to remove, select it, and click Actions > Delete
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~ US East (Ashburn)

# Networking

< Customer connectivity
Overview

Site-to-Site VPN
FastConnect

Dynamic routing gateway

Customer-premises equipment

€ FastConnect

Lumen-Oracle-VC-1

Virtual circut

Provisioned

BGP session down

The virtual circuit's BGP session is currently down. Far help, see the troubleshooting topic

Details

BGP Information

Dynamic routing gateway attachment

Virtual circuit information

-— s

Assoclated tunnels

==

Deactivate

Redundant virtual circuits

— [Emms )
Move resource

Delete
Monitoring  Tags

Connection type Partner Help
Partner name Lumen
Lifecycle state Provisioned
Virtual circuit Activated
Virtual circuit type Private
Redundancy level Location
Tratfic Al traffic
1Pv4 BGP state Down
1Pv6 BGP state Down
Provisioned bandwidth 1 Gbps
0]
BGP MDS authentication Not enabled
MTU(bytes) 1500
Compartment lumen-tpm-test-account (root)
oo ocid 1.virtualcircuit.oc 1.iad 3t7tximgh. Copy
Created Fri, Feb 27, 2026, 13:30:22 UTC
Dynamic routing gateway Lumen-Oracle-Test-DRG
Terms of Use and Privacy  Cookle Preferences Copyright © 2026, Oracle and/or Its afiiates. All rights reserved Give us feedback

7. A pop-up will ask for confirmation. Click Delete
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Delete virtual circuit

Are you sure you want to delete the virtual circuit named Lumen-Oracle-VC-1?

oy

Terms of Use and Privacy  Cookle Preferences Copyright © 2026, Oracle and/or s affillates. All rights reserved. Give us feedback

8. The selected FastConnect will show Terminating
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D Cloud

* Networking FastConnect connections
FastConnect is a dedicated, direct, private connection between your data center and Oracle Cloud Infrastructure. With FastConnect, your data does not traverse the intemnet. If you're having problems, use Network
¢ Customer connectivity Path Analyzer to check your connections.
————
Overview
A Warning

Site-to-Site VPN Some of yaur FastConnect virtual crcults are not redundant. Configure a redundant conection whenever possible. Lea

FastConnect
Q Search
Dynamic routing gateway
Applied filters  Compartment lumen-tpm-test-account (roet)
Customer-premises equipment

1Pvd 1Pv6
Name A Lifecycle Bch P Connection Redundancy 1Pva 1Pv6 Created
state type level redundancy redundancy
state state
Lumen-Oracle-VC-1 Terminating Down Down Partner Pending SLA ot met SLA not met Fri, Feb 27, 2026, 13:30:22 UTC

‘ » Page 1of 1(1-10f 1total items) hems perpage | 10 v

ig]

Terms of Use and Privacy ~ Cookie Preferences

Give us feedback

9. After a few minutes it will no longer show within the Oracle Console

10. If required, continue deleting your Dynamic Routing Gateway and Virtual Cloud Network.
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For More Information

e Lumen IPVPN On-Demand: https://www.lumen.com/en-us/services/ip-vpn-on-demand.html

e Lumen IPVPN On-Demand Documentation: https://docs.lumen.com/ip-vpn-on-demand/

e Signinto Lumen Connect™: https://connect.lumen.com/

e Learn more about Lumen: https://www.lumen.com/
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