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Internet On-Demand: Layered Holistic Protection

Lumen® Security Solutions are built to take the pressure off your existing environments and better protect your data and apps.
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Lumen® DDoS Essentials

Volumetric protection designed to prevent circuits from being flooded by a DDoS attack.
What it Blocks

* Volumetric Bots  ® Volumetric Reflectors

Lumen Defender®"

Automatically blocks traffic to/from internet-based hosts belonging to threat actors.
What it Blocks
° Bots ¢ Attacks °Proxy ©Spam ¢ Malware ¢ Phishing ©C2 ¢ Scanning

Customer Firewall

Filters traffic based on custom, user-defined rules.

What it Blocks
° Unsupported Applications  ® Unused Ports  © Unauthorized Users
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Lumen® DDoS Essentials for Internet On-Demand

Network-embedded volumetric protection powered by Black Lotus Labs® intelligence.

DDoS Mitigation Flow:

- Volumetric attack detected on customer IP address within the
Lumen Tier-1 Internet Backbone using behavioral patterns

- Affected traffic is then automatically diverted through Lumen
DDoS mitigation scrubbers as it enters the Lumen network
and Lumen® Rapid Threat Defense countermeasures are
applied to neutralize the attack before the customer is affected

- Clean trafficis then automatically returned to the customer

Attacked IPs

BLACK N$&

K N Lumen® Rapid Threat Defense

Backbone-derived, internet-scale threat intelligence
feed provides a continuously updated list of source IPs
actively taking part in launching DDoS attacks

Centralized Self-Service Control
+

SM
—_ Lumen Connect

Provision & Scale Bandwidth

Monitor Performance & Utilization
Monitor & Manage Security Posture
Quickly Access Lumen Support Teams

DDoS Mitigation Scrubber

Applies backbone-derived threat intelligence and fast behavioral
detection to block DDoS attacks and scrub traffic inline before
delivering to the customer edge

Traffic Discarded:

Sources flagged by Black Lotus
+ Reflection / amplification traffic
SYN floods

Diverted
Internet
Traffic >
Tier-1 Internet
Backbone
All Other
Customer Location Traffic

Lumen
Provider Edge

Q Customer Lumen®
Gateway Fabric Port
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Layer together with Lumen Defender®™

Internet On-Demand

Provision ¢ Scale ¢ Manage

+ High-volume bot and flood traffic

Clean

+ Elastic Capacity
* Hourly On-demand Cost
+  SLA-backed Delivery

Traffic Returned
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Lumen Defender*™ Plus for Internet On-Demand

Network-embedded, customizable upstream protection powered by Black Lotus Labs® intelligence.

*  Threat Flow

Threat detected within the Lumen Tier-1 Internet Backbone

Threat categorized as low, medium, high, very high, or
severe, and processed per configurable blocking policy

Threat automatically blocked by Lumen Defender
architecture

Lumen Defender threat
intelligence

BLACK i
LOTUS LABS

Non-blocked traffic forwarded to the customer

Backbone-derived, internet-scale threat intelligence,
continuously analyzes, detects and correlates attacks
closer to the source within the Lumen network

Internet

Lumen Defender

Centralized Self-Service Control
Lumen Connect™

Provision & Scale Bandwidth

Monitor Performance & Utilization
Monitor & Manage Security Posture
Quickly Access Lumen Support Teams

Traffic

Tier-1 Internet
Backbone

Applies backbone-derived threat intelligence to
automatically intercept and block malicious traffic inline,
and returns clean traffic downstream to the customer site

—

Customer Location

m
———1, Gateway Fabric Port

Lumen

Provider Edge

Lumen®
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Layer together with Lumen® DDoS Essentials

Internet On-Demand

Provision ¢ Scale ¢ Manage

* Elastic Capacity
* Hourly On-demand Cost
* SLA-backed Delivery

Blocked Threats:
-
= III] * Bots + Attacks
* Proxy * Spam
* Malware ¢ Phishing
+ C2 + Scanning
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Lumen Defender®™ Essentials for Internet On-Demand

Network-embedded severe risk level protection powered by Black Lotus Labs® intelligence.

BLACK b Lumen Defender threat
e L5 (LS intelligence

Backbone-derived, internet-scale severe risk IP
intelligence continuously analyzed by Lumen,
dynamically applied at the Provider Edge

Customer Location
—

ustomer Lumen®
= Gateway Fabric Port

. Threat Lumen Provider
Feed ACL

Lumen Defender Essentials
;

For Internet On-Demand

Dynamic ACL informed with threat intelligence from Black Lotus
Labs®, automatically blocks connections from the customer
location to malicious severe risk level internet-based threats

Layer together with Lumen® DDoS Essentials
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Centralized Self-Service Control

SM
Lumen Connect

Provision & Scale Bandwidth

Monitor Performance & Utilization
Real-time visibility & actionable insights
Quickly Access Lumen Support Teams

Internet

Traffic
Lumen

Internet On-Demand Tier-1 Internet

Backbone
Provision ¢ Scale ¢ Manage

+ Elastic Capacity
*  Hourly On-demand Cost
» SLA-backed Delivery
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