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How the Lumen Platform enables SD-WAN & SASE

A platform modeled on SASE is only as good as its underlying infrastructure

The Lumen network is the #1
peered global network*:

The Lumen network is one of
the largest, most connected
and most deeply peered

. Dynamic connectivity to more
networks in the world: Y y

than
route miles of fiber

Seamless access to all of the
top

on-net fiber locations

Services to customers in

*CAIDA AS Ranking, May 2022
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Lumen excels at the edge to
supercharge compute-intensive
application experiences:

More than deployments
A dense metro IP network of

Designed to deliver of
latency to 95% of businesses in the U.S.
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The Lumen Platform
Secure any-to-any connectivity

Combines expansive threat inteligence, connected cloud
data centers, and leading security partner capabilities.

Provides secure access to work resources from virtually
anywhere, on any device, at any time.

Through Black Lotus Labs® the Lumen Platform "‘
benefits from more than 200 billion NetFlow sessions, BLACK \‘ ’J

1 billion DNS queries, and 2.3 million unique threats LOTUS I_ABS®

monitored every day.
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Business has moved from walled garden to wild west

7
‘ SaaS )
WFH

Private
Cloud

mmmmm Corporate WAN

) )

Branch Retail

Yesterday s dedicated WAN

Centralized control of data, apps, traffic, devices,
and users

» Secure perimeter with appliance and software
* VPN access to corporate network assets

» Hairpin access through data center to public cloud
SaaS and web services

VPN access

© 2022 Lumen Technologies. All Rights Reserved.

Any public
app, website
or service

~ Ok

=
© ()

Any device Any network Any user

Todays distributed reality

Remote workers using unapproved devices and
network access that avoids underperforming VPN

* Haphazard security protocols
» Shadow IT using unsupported cloud applications

» Workforce highly susceptible to malware, phishing,
and botnet attack vectors

LUM=N



Lumen® SD-WAN & SASE evolution

* As more applications move to
Internet delivered Saas, traditional
central internet egress suffers
performance and capacity

challenges

* SD-WAN promises to
lower network costs by
enabling use of commodity
internet circuts

2015
* Initial
Vendor
Selection

2016

* Pandemic makes work from

home mainstream and

organizations rush to handle remote

worker traffic loads and address

new security concerns quantity of

devices outside the firewall

+ Organizations look to distribute
some/all internet egress to the
sites but struggle to keep their

2017

security posture

YA E— YA\ YA\
MEF AWARDS 2017 s 'MEF AWARDS 2019 'MEF AWARDS 2019
SD-WAN SD-WAN
Prewicler of the Year Prewider of the Year
Marth America Global

Best SDVAN M
T
Worldwide

Lumen SD-WAN

2018

- Cisco Meraki SDWAN

Launch

¢ Versa SD-WAN
Launch

© 2022 Lumen Technologies. All Rights Reserved

* Versa Global
¢ Launch

2019 2020

» Cisco SD-WAN H .

e Launch

* How do you transform to a new

technology while keep the lights on?

+ How do network and security play in

the same sandbox

* Increasing rate of change drives need

for agility

» Customers need anintegrated
platform that solves for both premise
and remote workers accessing of
internal and external applications

2021
Versa Remote Access
Launch
Edge Compute Launch
Edge Gateway Launch
Integrated IPVPN Launch

* VMWare SD-WAN

« Launch

* Versa MEF Certification

and wile protecting from the rapidly
evolving threat landscape.

Lumen SASE
2022-2023

* SASE Platform Experience

* SASE Senice Wrappers

* VMWare SASE Launch

* FortiNet SASE Launch

* Versa SASE Launch (Q12023)

* Palo Alto SASE Launch (Q2 2023)

* Integrated Rapid Threat Defense (Q22023

LUM=N



The Secure Access Service Edge (SASE) Pillars

Work from Anywhere and Multicloud are driving the next evolution in network security

=

NGFW / SWG / CASB

il

SD-WAN

Most enterprises have already
deployed or are planning to deploy
SD-WAN

+ Initially focused on cost
optimization, improved
management capabilities,
application centric networking
and the ability to better support
multi-cloud architectures and
SaaS

* Now an integral part of the go
forward SASE architecture

© 2022 Lumen Technologies. All Rights Reserved.

L

Remote Access / ZTNA

Pandemic driven hybrid worker
requirements have created a need to
rethink and optimize how end users
connect

» Currently deployed remote access
solutions are data center centric and
require redesign to support multi-
cloud

» Capacity increase and scalability
decisions were tactical, not strategic

» Enterprises want a common access
platform that supports users no
matter their location

Multi-cloud and Work-from-Anywhere
introduces a need for full protection, no
matter the source or destination

Flexibility to deploy common security
policy in the cloud or at the branch is
seen as a requirement by many
enterprises

Operational complexity and risk are
top concerns as IT executives
reevaluate network security solutions

LUMeN



Sample SASE architectures

........................................................
.
“““

L
ooo
oo

Branch

: Thick Branch

.« SASE overlay provides reliable
:  connectivity between corporate locations
.« Internet perimeter is secured at each

: location

: » Remote workers connect back to on-

: prem gateways

.
o
O .
. .
.......................................................
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Worker

: Thin Branch w/ multi-vendor cloud security

Datacenter

SASE overlay provides reliable connectivity .
between corporate locations
Standard IPSec/GRE tunnels connect SASE

Gateway to corporate locations .
Internet egress is secured by the SASE .
gateways

Remote workers connect to cloud gateways
and only backhaul to the corporate sites for
internal resources

Datacenter

—
—
M Integrated
SASE
Gateway

Remote
Worker

Branch

Thin Branch w/ Integrated cloud security

SASE Overlay provides reliable connectivity
between corporate locations AND SASE
Gateways

Internet egress is secured by SASE Gateways
Remote workers connect to cloud gateways anc
only backhaul to corporate sties for internal
resources

LUMeN



Fortinet Overview
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WHO IS
FORTINET?

$3.09B
FY2020 Billing

Financially Stable

| |
o

Integrated Fabric Products

Broadest Attack Surface Coverage

© 2022 Lumen Technologies. All Rights Reserved.

Fortinet is a global leader in cybersecurity,
delivering a broad, integrated and automated
security fabric to enable customers to accelerate
their digital journey.

28B+ Market Cap s or22121 BBB+ Baal

Nasdaq: FTNT Security Investment Grade Rating
500,000+ 600,000+

Customers Worldwide NSE Certifications

LUMeN



Fortinet Secure Access Service Edge (SASE)

SD-WAN NGFW Advanced Routing Nef,f::kT;iLss

One (-
M <N©NOR

One WAN Edge Powered by One OS, One Management

— ®
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Fortinet is recognized as

a Leader in 2 Gartner 2021 Magic

Gartner

uadrant Reports: 25gy Network & WAN Edge
Q P oo Firewalls é Infrastructure
Fortinet is also recognized in 4 Web Application :1’- SIEM
additional Gartner 2021 Magic and API Protection
Quadrant Reports, including a wide Endpoint
range of technologies: ((®) wiredand wLAN L9 protection
Platforms*

And Fortinet is mentioned as a Y _
‘Vendor To Consider’ in 2 additional @ g‘;‘t:euvrvzweb @ Indoor Location
Gartner 2021 Magic Quadrant y Services
Reports:
And Fortinet is listed in 6 IDPS m Email @ NAC
Gartner Market Guides

o) (7

(& ZINA oT \) SOAR

© 2022 Lumen Technologies. All Rights Reserved.
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Materials: Lumen SASE wit

 Co-branded Content Assets

- Joint value prop
- Infographic

- Video

- Solution Brief

- Data Sheets
+ SD-WAN
 FortiManager
+ FortiClient
 FortiAnalyzer

- FAQs

© 2022 Lumen Technologies.

All Rights Reserved.

Fortinet

FiiATINET

Secure access fort

Ly

3
TECugogE:

The best of both worlds

network + security
choice + flexibility

LUMEN'

Lumen®

A Wakeup Call to Distributed Businesses

A fully integrated network and security converged
solution deployed at the edge, enabling a single. seamless,
secure access experience

FiZ:ATINET

SASE with Fortinet

The digital revolution is here

Do you have secure, higl

Secure Access for Hybrid Workfa

Transition to Cloud
‘Sate joumey to e pous ang e, secure
connectity

Expanding Attack Surf
The perimeter (3 paw your brg
edges, snapointz, and choud —
oreming secarty ks

Lumen SASE

with Fortinet

Where Fortinet al

b apps and data

leading services + innovation
with everything you need baked in.

Fully managed, fully

Lumen SASE with Fortinet

ﬂ - ®

and security

® ®

PR Za e et e stmsomren
e TN fertneh
mlmerFm Fortmet sscurtty
et Frosscsing Unite il 1wt e ey
Eomphra st S usmmston b righ parormance
o adge o doud

Fortinet and Lumen are better together.

Fi:RTINET

LUMEN

TECHNOLOGES

wana. onvng convergence i snabie
security atany netware sage.

Gartner
Fortnztis recognized 33 3 LEADER In2 G
2021 Magic Guacrare™ Reports

3 Networs Firewalls
4 WAN Sdge miassuctue

DC

Fartnetiz poziioned sz 3 jeager m ine 2021

riner®

MBNEISCaRE for WandWie S0-WAN MR TUClirE

FoRRESTER
F: a3

e

Bratectice. Tre piattom win reegrata

scuriy fram ine core @ e age.

Laman provices 3 mep v of namwern

‘eRIBBIEy, O, 3nd waIDILy 19 hER IT

and securty better zuzpor:

‘3ppacatin pertomance and ecurty Tom

e £ious, Soun 1o e ng Lzer ang tner
=

SUiE o0 one of the iarges:, giobai loer
Esomores wan

Securty Soluinnz, 04 2021

FROST ¢ SULLIVAN

o Ly
e
[T
L

Farnetone o

Sullvan's Frost Radar™ for emal security, NAC,

Enterprise networks Increasingiy rety
o i based appicatons o run
thei businesses andsupport emote & & Failure to modernize

and mablle users.

conventional network ad
Chalienging IT to sacure and manage
an ever-expanding attack surtace. VPN

THENWPQ* infrastructure and invest
- in operations automation

and intelligent security

practices will severely

LUM=N
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Lumen® SASE Solutions with Fortinet
Secure SD-WAN

A Unified WAN Edge, powered by a single OS, to transform and
secure the WAN

Key Features

5000+ applications
dentified with rea-tima
SSL inspection

+ Solf-haaling capablitios
for enhanced user
exporiance

+ Cloud on-ramp for

A the use of business-Critical, cloud-based
applications continues to Increase,

organizations with a distributed Infrastructure

of remote offices and an expanding remota
workforce need to adapt. The most effective
Solution Is to Switch from static, performance-
Inhibitad wide-area natwarks (WANS) to
software-defined WAN (SD-WAN) architectures.

analytics for end-to-end
wisibility and control

Fort tightly ntegrates
Retnonk ST aCe Sh Soc ity CPREC N, aHInG DTS o hareionm t

consistent by combi t
generation rewal with acvanced SD-WAN networking capabilftes. This scheme
alminato s MPLS roqured trafle backhaul and daliersImgroved usar cxperiance
wihot ever secuntty. This

iy e

SDWAN I wircd n wirloss ac£ess pnts of oranch Sfices: A& 3 esut networ
security and controls can be more deeply Integrated. enabing consistent security.
enforcement into branch LAN netwarks.
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Fortinet NSE (Network Security Expert) Program

Mission: Committed to training 1 million people worldwide by 2026

Certification Program
930,000+ Certifications

e Expert
~c—
° Advanced
666 Technical
eeo Awareness

Authorized Training Centers

Supporting language and culture in training
in 136 countries and territories

Cybersecurity Training information

Partner Portal Home

© 2022 Lumen Technologies. All Rights Reserved.

Recommended for Lumen:

Sales & Sales Engineers
- NSE 1-3: Security Awareness (free online, self-paced)

Solution Engineers
- NSE 1-3: Security Awareness
Online immediate certification (free online, self-paced)

- NSE 4: FortiGate NGFW, Security and Infrastructure
$400 to take certification test at PearsonVUE Testing Center (NSE4)
Lumen is EXPERT PARTNER: contactJody for test voucher

- NSE 5 -7 Modular, self-selection
2022 Xperts Summit, Nashville, TN —Oct 31— Nov 4 | Summit

Jody Holmes, MSSP Systems Engineer

Enterprise, Commercial, SLED
501.428.3909
jholmes@fortinet.com

Sales & Solution Engineering support

LUMeN



Lumen SASE with Fortinet Service
Overview
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Lumen SASE with Fortinet Architecture

Control Center @@ Lol |
SASE Manager [==s-=] T Portal User

Lumen Hosted |E| @ = |
(Primary) FortiManager —_— |—] | —
I

FortiAnalyzer

FortiClient EMS .
FortiGate

SD-WAN "~ @_ ~~~~~~~~~~~ _@/

FortiGate FortiGate
branch branch

© 2022 Lumen Technologies. All Rights Reserved.

~
~
~

FortiGate
VDOM
=\ -

EMS N

(ZTNA),

FortiGate
Hub

Telemetry \

: S
IPSEC/SSL TG

Lumen Hosted (Secondary)
FortiManager
FortiAnalyzer

Remote Users
FortiClient

Secure, Redundant Centralized Orchestration

- Control Center — Manage inventory, biling, and
ticketing of all your Lumen services

- SASE Manager — Manage your SASE network and
access Fortinet management Virtual Machines (VM)

- FortiManager — Centralized FortiGate Orchestrator
- Manage SASE policies
« Monitor application performance
« Identify and respond to security alerts

- FortiAnalyzer — Centralized log collector / Analytics

- FortiClient Enterprise Management Server —
Centralized FortiClient / ZTNA management

- FortiGate — Edge SASE appliance

- FortiClient — Endpoint client software enabling secure,
remote access to enterprise network.

LUM=N
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Seamlessly mix and match transports
based on site requirements

SD-WAN Overlay

MPLS
Ethernet/OWS — ° =

DIA
Broadband == == ==

LUMeN
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Extra Small

Small

Medium

Large

Extra Large

© 2022 Lumen Technologies. All Rights Reserved.

40F

60F

100F

200F

1800F

+ 18 — GigE FJ45 ports
8 — GigE SFP slots
4 — 10GigE SFP slots

FortiGate Device Options

Desktop model

5 - GigE RJ45 ports
Optional Wi-Fi and 3G/4G LTE modem
Rack or w all mount option

Desktop model

10 — GigE RJ45 ports
Rack or wall mount options

Rack mount

22 — GigE RJ45 ports

4 — SFP ports

2x — 10Gig SFP slots

Dual pow er supply

Rack mount

Rack mount

4 — 40GigE QSFP+ slots

12 — 25GigE SFP28/10GigE SFP+ HA slots
8 — GigE SFP slots,

18 — GigE RJ45 ports

SPU NP7 and CP9 accelerated

Dual AC pow er supplies

Up to 100Mbps
bandwidth

Up to 500Mbps
bandwidth

Upto 1 Ghps
bandwidth

Up to 2 Ghps
bandwidth

Up to 10 Gbps
bandwidth

P L L e —

s

A SRS SSNNEERNEZEIIIT
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Innovative High Throughput Processors

NP7 runs at the network layer to speed
functions that typically slow CPUs, such as
IPv4, IPv6, unicast, and multicast. In
addition, NP7 accelerates IPsec decryption,
VXLAN termination, and address
translation, while providing hardware
logging and policy enforcement.

Single-session flowwith 100 Gbps
throughput needed for high-bandwidth
sites.

Fortigate 1800F + Series

© 2022 Lumen Technologies. All Rights Reserved.

CP9 works as a CPU co-processor,
taking on resource-intensive security
functions such as Application
Identification, IPS (pre-scan, sighature
correlation, etc.), and antivirus, so the

CPU can perform other important tasks.

Fortigate 200F Series

SoC4 is a fully integrated set of security
functions, including a Layer 7 firewall, on
a fast and cost-effective chip. It meets
the high-performance requirements for
optimal end-user experience and
secures branches deployed in SD-WAN
environments.

Fortigate 40F — 100F Series

LUM=N



Appliances for any bandwidth requirement

150 Mbps —

—— e w——w mEm wmw— ™

10 Gbps ey

Gy
@ C |

Secondary

Bl Microsoft Azure

Google Cloud Platform




Fortinet Application Steering

First Packet Classification Session Classification Application Control

» First Packet Classification to efficiently Once identified via application control, Industries widest application visibility
assign Apps to specific WAN link subsequent matching sessions are 5000+ applications supported
identified when seen next time on first

3 3 : ket.
Special database which dynamically L TSy WCEEs eTeare

updates cloud application IP address and SEE e
port numbers

Dynamic Application Learning

Fortinet Deep Application Visibility

* @ . -4 . ,o%%0
& Dropbox &&ely) ] Office 365 1 CITRIX LogMe@ “ )
© 2022 Lumen Technologies. All Rights Reserved. L U M E N®




Flexible classification and control

Layer7
Application (predefined and customer defined)
URL Categories (predefined and customer
d

Port / Protocol

Layer 3
Source / Destination IP / DSCP

Layer 2
Interface and Zone

© 2022 Lumen Technologies. All Rights Reserved.

QOS

Policing
Remarking
Queuing and Scheduling

Path selection
Multiple Strategies
Performance Aware
Advanced Mitigation Techniques

Security services
Stateful Firewall
Next-Gen Firewall
Unified Threat Management

LUMeN
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Fortinet Application Steering Strategies

Maximize
Bandwidth

Traffic is Joad
balanced across
available paths

Example: load
balance over
MPLS or internet

Lowest Cost

Traffic has
preferred order of
paths.

Example: Prefer
MPLS over
internet

Best Quality

Path selected
based on current
performance.

Example: select
lowest Latenc
between MPL
and internet

Manual

Used to pin
Application to a
single SD-WAN
member interface

Example: Only
use MPLS

Packet
Replication

Send packet
down data down
both paths

Example: Use
DIA and
broadband

© 2022 Lumen Technologies. All Rights Reserved.

Application SLAs allow for definition of thresholds (latency, packet loss, jitter) to determine if a path is available for traffic.

LUMeN




Fortinet SD-WAN Configuration

SD-WAN Interface Members

This is your “SD-WAN bundle”

Nearly any Fortigate interface
can be a member

- Physical ports, VLANs, LAGs,
IPSEC/GRE/IPIP, FEX...

Grouped into SD-WAN Zones

nterface Members

o Create News, [# Edit B Delete

O viD Interface Member
D = virtual-w

D % underlay

(] 1 & port1

D % overlay

(] 5 @ H1_MPLS

0O 3 & H1_1SP1

0O wa&sase

© 2022 Lumen Technologies. All Rights Reserved.

4 Create Mew [# Edit [ Delete O Where Used T8 Column Settings ~

D
(]
O

Performance SLA

+ Health probes to measure latency,
jitter and packet-loss over different
Members

- Different probe protocols
- Ping, DNS, HTTP, TWAMP,
TCP/UDP Echo
« Zero or more SLA Targets
- For different applications

MName Health-Check Server Detect Protocol
HUB 10.200.99.1 Ping
Internet 8888 DINS

SD-WAN Rules (Application Steering)

* Match different types of traffic and apply
desired steering strategy to it

Selecting the right Member for each session,
considering its current health and SLA status

- Different match criteria

L3-L7, Application, ISDB, User Group...

- Different steering strategies

Pick the cheapest Member that meets SLA target
Load-balance across Members that meet SLA target
Pick the Member w ith the best quality

Pick a particular Member

SD-WAN Rules

+ Create New [ Edit [ Delete 4 MoveUp & Move Down ¥ Column Settings ~

m]

[m]

o

o
1

MName Source Destination Criteria Members
Corporate-H1 B CORP_LAN = CORP_LAN HUB#1 [ H1_15P1
@ H1_IsP2
@ H1_MPLS
Corporate-H2 E CORP_LAN = CORP_LAN HUB#1 @ H2_I5P1
@ H2_I5P2
[ H2_MPLS
Business-Critical-Saas ALL & Salesforce Interneti @ port1
# GoToMeeting @ port2
sd-wian ALL ALL Sessions ALL

LUM=N



Fortinet SD-WAN Performance SLA

* Robust active probes using multiple
protocols.

- Extensive configurability
- Performance SLA applied within SD-WAN

Rule

* Optional Probe-free network monitoring
using live sessions to calculate latency,
jitter, packet loss and bandwidth.

© 2022 Lumen Technologies. All Rights Reserved.

Edit Performance SLA

Enable Probe Packets
SLA Targets @

Target 1

Latency Threshold
Jitter Threshold
Packet Loss Threshold

Link Status
Interval
Failure Before Inactive
Restore Link After
Action When Inactive
Update Static Route

Cascade Interfaces

aoo

Direct

m 1Pvé

m TCPECHO UDPECHO HTTP TWAMP DNS TCPCONNECT FTP

8.8.88

+

All SD-WAN Members

Q
@ wan
@ lan3

«©

7|
150
25
2

-+ Add Target

500
5
5

2 Entries Selected

Milliseconds

Milliseconds

Milliseconds
(max 3600)
(max 3600)

LUM=N
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Edit Shared Traffic Shapers

MName
Apply Shaping
Bandwidth Uit

Guaranteed Bandwidth {0 -

16774000)

Maximum Bandwidth (0 -
16775000)

Traffic Priority
Ooscr (000000 - 111111)
Advanced Options-
dscp-marking-method
exceed-bandwidth
exceed-class-id
exceed-dscp
maximum-dscp

overhead

Fortinet QoS
= Traffic Shaping

»  Pre-configured Traffic Shapers

» L7 Analysis for QoS rules based on
Users, Apps, URLs...

» Use App Classification to control,
bandwidth reservation, limitation,
Diffserv marking and prioritization

puarantee-100khps

@ Per Policy O For all policies using this shaper

3 v cies

100

1048576

B ediom  Low
000000

| static

| o

| Click to select

| cooooo
| cooooo

|o

All Rights Reserved.

IP Version
MName
Status

Comments

If Traffic Matches:
Source Internet Service
Source Address

Source User

Source User Group

Destination Internet Service

Destination Address
Schedule

Service

Application
Application Category
Application Group
URL Category

Type Of Service
Type Of Service Mask
Then:

Action

Outgoing Interface
Shared Shaper
Reverse Shaper
Per-IP Shaper

Differentiated Services

»
Ban (]
_»
Sal [x]
DALl o
WVolP [x]
0x00
0x00
LY EN T Assign Group
Bany [}
#= zuarantee-100kbps Q




Traffic management — best practices

--_- Option 1

Voice

Video conferencing

High priority apps

Business apps

Low priority apps

Generalinternet

Guestinternet

© 2022 Lumen Technologies.

Voice-DSCP
VoiceApps
Voice-ZONE

VideoConference-
DSCP

HighPriority Apps
BusinessApps-SaaS
BusinessApps-Internal
Low PriorityApps
Internet-All
Internet-Proxy

Guestinternet-ZONE

All Rights Reserved.

DSCP: EF or CS5
Application: RTP or RTCP

Source zone: VOICE
DSCP: AF41 or CS4

Application: ICA, RDP or SIP

Application: office365-apps, salesforce-
apps and more...

Source and destination IP: RFC1918
Application: SCCM

Default rule (everything else)
Destination IP: customer defined

Source zone: GUEST

Ef1_profile_rw enable

Ef2_profile_rw enable

Afl_profile_rw enable

Af2_profile_rw enable

Bel_profile_rw enable

Be2_profile_rw enable

Be3_profile_rw enable

Packetreplication-lte

Prefer-mpls-dia-bb

Prefer-mpls-dia-bb-ite

Prefer-mpls-dia-bb-ite

Prefer-bb-dia-mpls

Prefer-bb-dia-mpls

Local egress only

Option 2

Loadbalanced-Ite
Loadbalanced-Ite

Loadbalanced

Loadbalanced

LUMeN




Security Policies / Profiles

* Profiles can be created for: Firewall/Network Opions
- AntiVirus NAT
. . LY NAT46 NATé4
- Web Fllterlng IP Pool Configuration Use Dynamic IP Pool
— App“ca’“on Control Preserve Source Port (@)
- Intrusion Detection / Prevention Frotocol Options Sdefaul ©
. Disclaimer Options
- SSL/ SSH Inspection
. . Display Disclaimer (e ]
- User Authentication Security Profiles
Profile Type Use Security Profile Group
AntiVirus Profile #wifi-default o
Web Filter Profile @ SATLAB-GUEST-FILTER [x]
Application Control B wifi-default Q
IPS Profile O wifi-default [>]
DNS Filter Eldefault o
SSL/SSH Inspection @cerﬁﬁcate—inspect—ion [x]

— ®
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Introducing FortiClient

g Comprehensive end-point protection & security enforcement

Broad endpoint visibility

Endpoint compliance and wulnerability
management

Proactive endpoint defense (Planned)

[EHMRO,

n.ﬁ-n Automated threat containment
oo (Planned)
o
“c;.%“ Secure remote access
2]
ﬁgﬁ Easy to deploy and manage

© 2022 Lumen Technologies. All Rights Reserved.
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Fortinet Licensing / Package Options

« SD-WAN Only

SD-WAN Yes No Yes Yes
- CPE
- SD-WAN Firewall as a Service Stateful NGFW NGFW NGFW
- Stateful Firewall Intrusion No Yes Yes Yes
- FortiCare Detection/Prevention
- Next Generation Firewall SSL/TLS Inspection No Yes Yes Yes
- Adds F_OrtiGuard U_nified Threat Anti-Virus / Anti-Malware No Yes Yes Yes
Protection (UTP) License
- SD-WAN not supported with Data Loss Prevention No Yes Yes Yes
NGFW only
Secure Web Gateway No Yes Yes Yes
« SASE w/ ZTNA
- Adds EMS and FortiClient Cloud Access Service No Roadmap Roadmap Roadmap
Broker
Zero Trust Network No No No Yes
Access

r 1 — ®
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Fortinet SD-WAN Overlay and
Topologies
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SD-WAN Overlay Topology Options

Datacenter LAN

--------------------------------------------------

o O O

Appllcatlon 1 Application 2 Application 3

Datacenter LAN

---------------------------------------------------
.

Datacenter LAN

--------------------------------------------------

o o O

Appllcatlon 1 Application 2 Application 3

ADVPN

ADVPN ADVPN

I—/ I J-+-e, I—/ i J-o--, I—/ i f-e-e,

0
-------------------------------------------------------------

Branch 1 LAN Branch2 LAN  Branch 3 LAN

--------------------

Branch 1 LAN Branch2 LAN  Branch 3 LAN

------------------------------------------------------------

Branch 1 LAN Branch2 LAN  Branch 3LAN

Full Mesh Partial Mesh Hub-n-Spoke

— ®
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SD-WAN Underlay Network Options

P i
Required ' H Opisi
@ : i @
Internet ' ! Internet
1 1
] 1

Hub 1 & 2 ANS ! Hub 1 Hub 2 : Hub 12 ANS

IPSsc Overlay routing
andfor

NaRVE Lindenay rounng
are supported

wan2 wan1 W wan2 wan1

L) (&) (&) (= (2] (&) (&) (&)

Branch 1 LAN Branch 2 LAN Branch 3 LAM Branch 1 LAN Branch 2 LAN Branch 3 LAN Branch 1 LAN Branch 2 LAN Branch 3 LAN

MPLS-Only Internet-Only I\/lPLgI 3ég.blr;\(:ernet

NOTE Lumen provided LTE/SG WILL NOT be supported for a Phase 1 release

— ®
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Direct Internet Access

Datacenter LAN Datacenter LAN

e o &

Application 1 Application 2 Application 3

G

Application 3

wan1 wan2 wan1 wan2
______________________________________________________________________________________________________
' LogMe@® s
aws aws
: — c j L3 Dropb ('_Fj E — ()
‘ n ) Office 365 i ‘ n 1) Office 365 !
_______________ 1

»

wan1 . wan2 wan1 wan2 wan1 i wan2 wan1 wan2 wan1 wan2 wan1 - wan2
I
=4 aa B = Y =5 oy
I
i
Branch 3 LAN

Branch 1 LAN Branch 2 LAN Branch 3 LAN i Branch 1 LAN Branch 2 LAN

- N—
. ; | Dual DIA
Single DIA . (preferred)
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Remote Internet Access

<&
Internet

Branch 1 LAN Branch 2 LAN Branch 3 LAN

RIA
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&
Internet

......................

Branch 1 LAN Branch 2 LAN Branch 3 LAN

Hybrid DIA + RIA
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FortiGate High Availability

* HA design requiring active/active use of multiple WAN links require WAN facing edge
switch or router to split WAN service to both FortiGates (dual connected WAN).

- WAN edge can be any Layer 2 or Layer 3 edge device.

* HA design with active/standby use of multiple WAN links can be supported with each
WAN connection directly terminated to each FortiGate (directly connected WAN).

- Several HA options are supported by FortiGate:
- Virtual Router Redundancy Protocol (VRRP)
- Route-Based Failover
- FortiGate Session Life Support Protocol (FGSP)
- FortiGate Clustering Protocol (FGCP)

LUM=N
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Fortinet Zero Trust Network
Access
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Evolution of VPN tunnels

Bringing Zero Trust principles to remote access

* Ongoing verification
- Persessionuser identity checks

- Persessiondevice posture checks (OS version, A/V status,
vulnerability assessment)

* More granular control
- Access granted only to specific application
- No more broad VPN access to the network

» Easier user experience
- Auto-initiates secure tunnel when user accessesapplications
- Same experience on and off-net

© 2022 Lumen Technologies. All Rights Reserved.
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Fortinet Zero Trust Network Access — How it Works

Fabric Sync

1. FortiClient Endpoint builds Telemetry
ConneCtion Wlth EMS Tunnel & Posture Check

a)  FortiClient requests Certificate and shares it b el or &

device information, user logon, and security ey e

posture information. @ °='i i
b) EMS validates user against Active Directory and S

returns signed Certificate and tags FortiClient (@)

with Zero Trust rules

Public/Private
Cloud & Saas
Apps

O
2. EMS synchronizes endpoint certificate info @aws
&

and ZTNA tags with the FortiGate A
- : : @ i O
3. FortiClient requests access via FortiGate [3)

Endpoints  w/ FortiGate Access

FortiClient Proxy

4. FortiGate verifies client identity using =
certificate and grants access based on the =
ZTNA tags applied in the ZTNA rules

Data Center
Applications

— ®
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Secure Network Access with Zero Trust Framework

« Zero Trust Network Access (ZTNA) with * Full ZTNA & IP/MAC Filtering
Fortinet Secure Network Stack - Full ZTNA
- Access Control method to provide role-based - Allows Users to securely access resources
application access using through an SSL encrypted access proxy,
« Client Device ldentification simplifying remote access by eliminating the
« Authentication user of VPNS
- Zero Trust Tags - IP/MAC Filtering
- Administrators get flexibility to manage « ZTNA tags to provide an additional factor for

identification

network access for .
to implement role-based zero trust access.

- On-net (Local users) and Off-net (remote users)
« Access to applications is granted only after
- Device Verification
- Authenticating the user’s identity
- Authorizing the user
- Performing context-based posture checks using
Zero Trust Tags

— ®
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Fortinet Zero Trust Network Access Licensing

« Monthly charge per device Featwre EPP, ZTNA|
- Client can be used for remote and local users ZWZ::""“ securty
ro Trust Agent v 4 v
* Includes FortiClient Agent and FortiClient EMS ZE”‘ra'“‘;‘“agemi“‘b‘”f“‘s :: :
YNamic security Fabnc onnector
° License/charge apphed Whether device is Vulnerability agent and remediation | +f | o
active/inactive SSL VPN with MFA v | v
IPsec VPN with MFA ,/ J
» Best practice is to apply to all users that have Sanabox appiance v
mobile devices and need access to resources while Hex: Genersiion Eapolat Securiy

0 ut Of the 0ff|ce . Al-powered next generation AV

FortiClient Cloud Sandbox

Automated endpoint quarentine

« FortiClient Supported on: romteaton menton
- Windows, Mac, Linux, 10S, and Chromebook Appication Firewal

Software Inventory

ASANANANENEN

1. Not in scope for Release 1
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Fortinet Orchestration and
Reporting
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WAN Centralized Management

- Automated visibility o
. \ ¥ e = o :ow
Leverage FortiManager = A
SD-WAN Dashboard: 5 2.0 & 2R
. . 0) ® ——
* Assign Devices to C
GrOUpS R l—éi"— i =3
« Import and Export R
SD-WAN Templates -
* Monitor for Real- ;
time Health of SD- s IR T e e
WAN Deployment : s wmasons @ o
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Fortinet Monitor Dashboards

SD-WAN monitor provides Network and
Security insight by presenting information
on utilization, performance, jitter, latency,
packetloss and applications:

© 2022 Lumen Technologies. All Rights Reserved.

Application & Websites monitor provides
insight by presenting information the following
Top Websites, Top Cloud Applications, Top
Applications and Top Browsing User.

Traffic monitor provides insight by presenting
information the following Top Sources, Top
Country/Region, Top Policy, Top
Destinations, Top Sources and User Flow

Data.




Fortinet SD-WAN Real-Time SLA Visibility

525 DeviceMansgerv  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN JOM: Scott House  Lock @ - min E
= R— Central Management
& oW ates e N B Olsstibours  Last1Hour: Nové 12:55 - Nové 13:55 =
Interfa bers -
iy Tra
SD-WAN Interfa - 1024, ! :
1

FortiManager

: Leverage FortiManager
: SD-WAN Monitor for Real-
: time Visibility:

* Understand RT
:  Bandwidth Usage

* Real-time SLA Insights

SalesForce (Ping: wwnw salesforce.com)

Latency Jitter Packet Loss

T el e e Bandwidth Overview

* Traffic Overview
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Fortinet Reports

SD-WAN report provides Network and
Security insight by presenting information
in two major categories:

+ SD-WAN Performance Monitor

- SD-WAN Utilization

FEIATINET

© 2022 Lumen Technologies. All Rights Reserved.

Teleworker report provides user insight by
presenting information the following
categories:

* User Traffic Trends

» Userlogin

. !

e llear hv Niiratin ‘:“"ww%{
Sunmary -

VPN Trafic Usage Trend - -

5w a,
o Pamigy
vy
oo

[T
5 O [P
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Romae i L s Pty B
Top Dial. Rl
op Dk
row - oy
T
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!
s

360 report provides insight by presenting
information the following categories:
* Device Utilization

« Interface Performance

* Operational Faults

ForiCae 360 Clood Asaistics Masioring lvestory
 Dricei  Ewbe b

| Bl e
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SASE Ordering Experience
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Lumen SASE Solutions purchasing paths

Y

O

v —_— AEEEgEN
1 L4 ‘.
4 |
v - — B a
AEEEEER

@ @ —
.

Lumen Direct Sales Lumene® Marketplace
 Traditional consultative sales experience * Online design and purchase
using DQP for Quote/Orders « Multiple partner options

» Opportunities to cross-sell Lumen platform
elements (network, cloud, edge)

— ®
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Lumen SASE Solutions: How to order in Marketplace

i

H—

—
— a&cg®

« Customer orders directly through Lumen

Marketplace

» Centralized SASE Manager experience to

» configure location and user services,
* Upgrade

» access policies, add new services, access partner
portals, receive performance alerts, and more.

 Ability to instantly upgrade, change, and delete

network and security services using a common online
experience

» Contact sales options available

50
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Lumen SASE Manager

Configure, update, and manage your entire Lumen SASE Solution from one place

Lumen SASE Manager
SASE Sit SASE Services SERGTES
The foll ke be used - -

Ceate e On Pramsas SASE sites anawsita Summary

Existing service upgrades and additions

o - 2. Add new sites and users

Y | | | C— 3. Lumen SASE Solutions site configuration
T I e 4. Ticket and support generation and current
oD R S e, S -~ status
e el DO 2000 s Lumen alerts and notifications

Hardware: Small  High Availability: Yes.

New and existing service status

St. Louis Office
Hardware: Large  High Availability: ves

SASE Manager users

Dallas Site

Hardware: Large  High Availability: No C hat With an expe rt
Site 1

Harduare: Xarge  High Availability: v

© © N o O

Knowledge base content

Site 2

Hardware: §mall  High Availability: Yes

site3 m
ACTIONS
Harduiare: Medium  High Avallability; Ves,

paum
polor
LUMEeN
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Pro-Managed Experience
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Deployment and operations responsibilities

Deployment design

Service configuration

Site activation

Configuration change management

Appliance/circuit monitoring and event
management

Release certification and operationalization

Appliance upgrades

© 2022 Lumen Technologies. All Rights Reserved.
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SD-WAN transformation team

Project Manager

Single point of contact coordinating all Lumen resources

Develops project plan

Define deployment waves (wave 0 is the initial sites where we burn in the configs)

Identify dependences (i.e. new transports)
Manage the project
Weekly status update calls

SharePoint site

Design Engineer

WAN Topology and Routing

_@( Activation Engineer
L *  Onboards Devices

QOS, SD-WAN and Security Policies * Activates new Lumen WAN Transport

Site Classification and Standardization
Collection of site-specific configuration data

Configures SASE Service

* Runs site cutover call

Service Assurance

e Performs monitoring and event ( -
management d -

+ Performs Change Requests

* Provides Portal Training

54 ©2022 Lumen Technologies. All Rights Reserved.
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Control of What Matters Most

Implementation

«  SD-WAN design engineer
* Implementation design

+ Template creation

- Device onboarding

+ Design guides

+ Lab environment

Global infrastructure
+ HA director instances
+ Controllers in 5 regions
* Lumen public &

private backbone
 Infrastructure security

Path selection policies Security policies
QoS policies Analytics

Routing policies Monitoring

CPE Operation

+ Bare metal CPE «  24]7 resources

« Global distribution + Event correlation

* Sparing & replacement + Ticketing integration
+ Virtual appliance *  CPE event mgmt.

 Circuit outage mgmt.

Transport Infrastructure operations

* Lumen Certification lab

*  Third-party * Release mgmt.

*  Customer-provided  Infrastructure event management
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Optional Design and Deployment
Services
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Optional: SASE Technology Optional: SASE Design &
Adoption Assessment Engineering

Provide overall architectural design of SD-WAN
solution based on your business and technical
requirements.

Activities:

* Meet with technical and business leaders to understand o ) ]
the requirements and desired target architecture * Assess existing WAN infrastructure, traffic pattern, and

existing spending.
* Review existing LAN/'WAN Architecture of Enterprise

- Identify critical applications architecture and inter- Activities:
dependencies, as well as internet and cloud breakout . Define and Develop Use cases
locations +  High Level Design, Prepare Bill of Materials and Capex
Estimates
] ) ] . Present High-Level Design, Stake Holder Review and
Deliverable: Business case presentation to Sign-off

Leadership Team outlining "SASE" readiness . Prepare Low Level Design, Configuration Documents

and Configuration Templates for Branch Sites
. Prepare High Level Migration Plan
. Stake Holder Review and Sign-off

Deliverables: High Level Design, Low Level Design,
Configuration Documents and Migration Plan

— ®
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Optional on-site technician

On-site installation:

» Devices shipped to the customer site where the technician will:
- Technician Install device(s) and connects WAN transport(s)

- Support activation engineer in validation and any troubleshooting of
WAN connectivity

On-site maintenance:
* On a device failure, Lumen will ship a replacement device to the site

+ Upon delivery of the device, Lumen will dispatch a tech to install the
device

© 2022 Lumen Technologies. All Rights Reserved.
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