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Lumen Service Guide 
 

Lumen Defender Advanced Managed Detection and Response (AMDR) Powered 
by Palo Alto Networks XSIAM 

 
Version: July 24, 2026 
 
This Service Guide (“SG”) for Lumen Defender Advanced Managed Detection and Response for Palo Alto XSIAM (AMDR) Service 
(“Service”) is subject to and incorporated into the Statement of Work ("SOW") for AMDR Services. 
 
The specific details of the Service ordered by Customer will be set forth in the SOW. 
 
1. Service. 
 
1.1 AMDR is Lumen’s Professional Security Services managed security service offering for Security Operations Center (“SOC”) 
security information event management monitoring, alert investigation, and incident notification. The Service uses Lumen provided 
resources and technology to monitor the Palo Alto Networks Cortex XSIAM NG SIEM platform provided by Lumen or Customer, as 
specified in the applicable SOW. 

 
1.2 The supported Customer NG SIEM platform for this service is limited to Palo Alto Networks Cortex XSIAM. If Customer provides 
the NG SIEM, Customer is responsible for all subscriptions, access, connectivity, permissions, and continued availability required for 
Lumen to provide the Service. Customer is required to accept applicable Palo Alto Networks terms during initial set-up and remains 
responsible for any Customer-managed platform obligations. 
 
Services, modules, features, or activities not expressly included in the applicable SOW are out of scope unless added through an 
applicable Change Request. 
 
2. Package Descriptions. 
 
The Service is available in three package options: Essentials, Essentials Plus, and Premium. Standard features vary based on the 
package selected in the applicable SOW. Standard features vary based on the package selected in the applicable SOW. Package 
availability, size options, ingest rates, optional add-ons, and pricing are set forth in the applicable SOW. Services, modules, features, or 
activities not expressly included in the applicable SOW are out of scope unless added through an applicable change process. 
 

Service Package Elements Essentials Essentials + Premium 

Advanced AI-driven Cortex XSIAM Platform X X X 

Palo Alto Networks Cortex XSIAM NG SIEM  X X X 

Hot Storage (options to add longer terms) 30 days 30 days 30 days 

Cold Storage (options to add longer terms) 30 days 30 days 30 days 

24x7x365 security monitoring X X X 

Log and Event ingestion data from supported Log Sources X X X 

Data Retention X X X 

Incident detection and notification X X X 
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Lumen Defender Threat Feed powered by Black Lotus Labs X X X 

Use Case Tuning X X X 

Threat Intelligence Module Optional add-on Optional add-on X 

EDR  X X 

XDR  X X 

Identity Threat Detection and Response Optional add-on Optional add-on X 

Attack Surface Management Optional add-on Optional add-on X 

Event Based Threat Hunting   X 

 
Essentials provides foundational SOC monitoring and notification for supported Logs and Events ingested into the NG SIEM. Essentials 
Plus includes the Essentials package and adds additional incident support activities. Premium includes Essentials and Essentials Plus 
features and adds Premium package capabilities, including Threat Intelligence Module, Identity Threat Detection and Response, Attack 
Surface Management, and event-based threat hunting, subject to platform availability and applicable licensing.  
 
Optional add-ons may be available for one or more packages as specified in the applicable SOW. Optional add-ons are not included 
unless expressly identified in the applicable SOW.  
 
Each package may be subject to minimum bundle sizes, Employee/Endpoint counts, ingestion rates, storage limits, licensing 
requirements, and other commercial or technical constraints described in the applicable SOW.  
 
2.1 The following features are either part of the Service or can be included as an add-on, depending on the service package type: 
 
2.1.1 Lumen Defender℠ Threat Feed powered by Black Lotus Labs®. The Service includes access to Lumen Defender Threat 
Feed for the Cortex Platform, with available functionality dependent on the ordered package, applicable platform functionality, and any 
optional Threat Intelligence Module. 
 
2.1.2 Threat Intelligence Module. If included in the ordered package or purchased as an optional add-on, the Threat Intelligence 
Module provides threat intelligence capabilities within the Cortex Platform to support detection, investigation, and enrichment workflows. 
 
2.1.3 Cortex XSIAM NG SIEM. The Cortex XSIAM NG SIEM supports log ingestion, analytics, alerting, investigation, reporting, and 
related security operations functions for supported Log Sources connected to the NG SIEM. 
 
2.1.4 Monitoring and Alert Handling. Lumen monitors Logs ingested into the NG SIEM and reviews applicable Alerts in accordance 
with the ordered package and established run book procedures. 
 
2.1.5 Threat Hunting. If included in the ordered package, Lumen performs proactive threat hunting using Logs from Log Sources that 
Customer has elected to connect to the NG SIEM. Lumen documents findings and may provide recommendations, but Customer remains 
responsible for implementing any changes to its security policies, controls, or environment. 
 
2.1.6 Configuration, Tuning, and Analytic Rules. Lumen may perform tuning, configuration updates, and analytic rule activities in 
accordance with the ordered package and applicable operational procedures. Customer-requested custom analytic rules may be subject 
to review, testing, implementation timing, and additional charges. 
 
2.1.7 Palo Alto Networks XDR Licensing. If included in the ordered package, the Service may include Palo Alto Networks XDR 
licensing based on Customer’s employee or endpoint count. 
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2.1.8 Incident Support. If included in the ordered package, Lumen Resources may collaborate with Customer to review relevant 
Logs, validate Incident severity and priority, and provide remediation recommendations. Customer remains responsible for implementing 
recommendations and managing overall Incident resolution. 
 
2.1.9 Attack Surface Management. If included in the ordered package or purchased as an optional add-on, Attack Surface 
Management provides visibility and risk prioritization for Customer’s external-facing digital footprint through the Cortex Platform. 
 
2.1.10 Log Forwarding and Ingestion. The Service may use supported ingestion methods, including API-based ingestion or syslog 
forwarding, to export security telemetry from supported Log Sources into the Cortex Platform for analysis, detection, and response 
workflows. 
 
2.1.11 Reporting and Service Reviews. The Service may include dashboard reporting, maintenance, and periodic service review 
activities based on the ordered package and agreed operational cadence. 
 
2.1.12 Identity Threat Detection and Response. If included in the ordered package or purchased as an optional add-on, Identity 
Threat Detection and Response provides identity-related detection and response capabilities through the Cortex Platform. 
 
2.1.13 24/7 Security Monitoring. 
Lumen provides 24x7x365 monitoring of Logs ingested into the NG SIEM and notification of applicable Alerts or Incidents in accordance 
with the ordered package, applicable run book procedures, and available platform functionality. 
 
Lumen’s monitoring is limited to Log Sources that are connected to and visible within the NG SIEM. Lumen is not responsible for Events, 
Alerts, Incidents, or security conditions arising from Logs, systems, or sources that are not ingested into or available through the NG 
SIEM. 
 

• Use Case Development and Tuning. 
Lumen may tune Use Cases, analytic rules, and related detection logic within the NG SIEM to refine activities that may trigger 
an Alert. Tuning may include updates based on out-of-the-box analytics, behavioral indicators of compromise, correlation rules, 
supported integrations, Customer requests, or operational observations. 

 
2.1.14 Alert triage and Investigations. 
The Platform may ingest telemetry from supported Log Sources using standard collection methods, including API-based ingestion or 
syslog forwarding. 
 
When an Alert is generated, Lumen reviews available information within the NG SIEM to determine whether the Alert represents an actual 
or potential Incident. Lumen may provide context and recommendations to Customer based on the severity and nature of the activity. 
Depending on the ordered package and available telemetry, investigation activities may include: 

• Review of applicable Alerts and related Events 
• Analysis of available Logs and supporting context within the NG SIEM 
• Validation of Incident severity and priority based on Customer-provided guidelines, subject to Lumen’s recommendations 
• Recommendations for Customer response or remediation actions 
• Documentation of findings in a Ticket or other applicable notification method 

 
Customer retains sole responsibility for implementing recommendations, determining final risk disposition, and managing overall Incident 
resolution. 
 
2.1.15 Security Alerts. 
If Lumen determines that an Alert represents an actual or potential Incident, Lumen will notify Customer in accordance with the applicable 
run book or other established notification procedures. 
 
Notifications may include available context, severity or priority information, and recommended response actions, as applicable. 
 
2.1.16 Threat Hunting. 
If Customer has purchased the Premium package including Threat Hunting, the following additional service features will apply. 
 
Lumen analysts will conduct proactive reviews of the Log Sources Customer elects to connect to the SIEM and that Customer provides 
Lumen access to. Threat Hunting activities will be reported to Customer both weekly and quarterly. Threat hunting is specific to each 
environment requested to be analyzed by the Customer. Lumen’s core threat hunting techniques utilize a five-stage framework in order. 
A five-stage framework is utilized to provide structured analysis and focus on each threat hunting activity. The reporting of findings may 
result in, by way example, new use case development, and recommendations to modify the Logs that are ingested into the SIEM, and/or 
recommendations for patching, or updating, or upgrading recommendations. The key five stages include:  
 

• Threat Hunting Stage 1. Determining the potential Attack scenario involves clearly defining the specific Threat that could be 
active. This stage includes identifying overall techniques that current detections may not identify and identifying valid targets and 
vulnerabilities that exist in the Log Sources to be reviewed by Lumen.  
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• Threat Hunting Stage 2. Mapping the potential paths builds on the previous stage and is based on how an adversary might 
execute the intrusion and which key kill chain steps would have to occur. This results in areas the hunt should focus on; searching 
for evidence of an Attack. Lumen may utilize the MITRE ATT&CK® framework for mapping potential intrusion paths and 
providing context and log sources needed for each step.  
 

• Threat Hunting Stage 3. Identifying necessary logging and data sources to search for evidence. Threat Hunt analysts need to 
understand the Customer environment and logging to identify potential gaps in coverage. These gaps in coverage will be 
documented and reported to the Customer. while other approaches would need to be developed for hunting. During this stage, 
the threat hunt analyst searches for indicators of compromise and adversary TTPS.  

  
• Threat Hunting Stage 4. Conducting analysis to identify patterns. The evidence from searches will be correlated and reviewed 

to determine if the activity is related to adversary actions or is normal expected traffic. Findings may result in additional searches 
to look for further evidence of compromise.  

  
• Threat Hunting Stage 5. Documenting the findings of the threat hunt. The threat hunt is completed by documenting the results 

of the analysis, the logic used, and the assessment of the activity. The hunt will also document any gaps in logging and 
recommendations for detection logic. If evidence of a separate intrusion is found, the analyst will report the finding to the 
Customer and conduct a separate hunt. Documentation is provided at the end of each Threat Hunt; however, the duration of 
each Threat Hunt is variable.  

 
2.1.17 Threat Response. 
The Service provides recommendations only and does not include remediation services unless expressly stated in the applicable SOW. 
Customer is responsible for approving and implementing any remediation actions, changes, or security policy updates. 

• Managed NG SIEM Phases. 
When Lumen provides managed NG SIEM activities, the Service may include preparation, transition, and managed operations 
activities. These activities may include information gathering, onboarding planning, NG SIEM activation and access, baseline 
health checks, user assignment, log management, Use Case review, dashboard setup, NG SIEM monitoring, maintenance, 
patching, upgrades, backup coordination, additional Log Source onboarding, reporting, and related operational activities. 

 
2.1.18 Service Reviews. 
Lumen may conduct periodic service review meetings with Customer during the Service Term at a mutually agreed cadence. Service 
reviews are advisory in nature and do not replace Customer’s responsibility for security decisions, remediation, risk acceptance, or 
business impact decisions. 
 
Service reviews may include: 

• Review of Service health and operational status 
• Review of applicable Incidents, findings, or trends 
• Discussion of configuration, tuning, or Use Case recommendations 
• Discussion of Customer-selected remediation or risk disposition activities 

 
Threat Reviews include: 

• Review of service health 
• Review of security incidents and how they provide insights into the Customer’s security posture and attack surface 
• Advising Customer regarding configuration of the Service to better meet the Customer’s needs 
• Prioritized findings based on risk and exploitability, with recommended remediation actions 

 
Threat Reviews are advisory in nature. Real-time monitoring, investigation, and incident response activities are performed through the 
24x7 SOC function and not during Threat Review meetings. 
 
Customer remains responsible for implementing any recommended actions and for final risk disposition. 
 
2.1.19 Security Incident Notification. 
 

 
Lumen will analyze applicable Alerts and related available data within the NG SIEM on a 24x7 basis for signs of malicious or suspicious 
activity based on the ordered package and available platform functionality. 
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Any notification timeframes, operational targets, or similar measurements are informational only and do not create a service level, service 
credit, warranty, or other contractual remedy unless expressly stated in the applicable SOW. 
 
3. Limitations and Exclusions. 
The Service is dependent on the availability, configuration, performance, and functionality of the NG SIEM, the Cortex Platform, connected 
Log Sources, applicable third-party services, Customer-provided information, and Customer’s timely performance of its responsibilities. 
Lumen is not responsible for failing to identify or notify Customer of Events, Alerts, Incidents, or threats that are not visible to Lumen 
through Logs ingested into the NG SIEM. 
 
The Service does not guarantee prevention, detection, containment, remediation, or resolution of all threats, attacks, vulnerabilities, 
Events, Alerts, or Incidents. Unless expressly included in the applicable SOW, the Service excludes remediation services, forensic 
services, legal or regulatory advice, breach notification services, Customer system administration outside the ordered scope, and backup 
of Customer Logs. 
 
Palo Alto Networks may update, change, remove, or modify NG SIEM or Cortex Platform features. Lumen will use commercially 
reasonable efforts to offer a comparable Service if such modifications materially impact the Services provided by Lumen, subject to the 
applicable SOW. 
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