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Execu�ve Summary  
Lumen is commited to Business resiliency and survivability during an Incident or Business Disrup�on.  
Lumen’s Corporate Business Con�nuity Management (“BCM”) Program [“Program”] supports an 
environment of preven�on, collabora�on, communica�on, response, and recovery, ul�mately allowing us to 
serve Customers, Shareholders, Employees, and other Interested Par�es in the face of Disrup�ve Events.      

As one of four core members of the United States Communica�on Sector Coordina�ng Council partnering 
with the United States Department of Homeland Security Na�onal Coordina�ng Center (“NCC”), it is of 
paramount importance to Lumen to protect the opera�on of our company and our Customers’ business.     

This Business Continuity Overview summarizes Lumen’s BCM Program and its resiliency and preparedness 
capabili�es and readiness.    

Program goals   
The Program supports Lumen’s vision, strategy, and corporate objec�ves with the following goals. Annually:    

• Evaluate the purpose and opera�ons of every Business Unit in Lumen, iden�fying threats, hazards, and 
poten�al impacts to cri�cal Business priori�es    

• Develop strategies for mi�ga�on, con�nuity, and recovery    
• Maintain uninterrupted Service whenever possible, and when necessary, coordinate recovery from 

Business Disrup�ons safely and quickly    
• Enable con�nuous improvement by periodically reviewing Program strategy and performance.    

Program governance   
Standards: Lumen has aligned its program to industry best prac�ces. 
Leadership: Lumen’s highest-level execu�ves, Top Management, support the Program by providing necessary 
Resources and assigning Program partners to represent their individual Lumen Organiza�on’s interest in 
opera�onal resiliency.     
Policy: In adherence to Business Continuity Management Program Global Corporate Policy (“Policy”), 
Lumen is commited to maintaining a Corporate BCM Team, framework, Program objec�ves, and 
assignment of resources to execute the Program. The BCM Program Policy is reviewed and updated on 
an annual basis.    
Metrics: The Corporate BCM Team maintains a dashboard to monitor and evaluate the performance of 
program ac�vi�es.    
Audit: Lumen engages internal and external audit firms to perform mul�ple types of Assessments designed 
to address our Customers’ diverse compliance requirements.    
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Program framework    
As supported by Policy, the key to resiliency is the Program’s framework. In alignment with ISO 22301:2019.    

Lumen’s BCM Program is based on a Plan-Do-Check-Act model comprised of the following key components:    

  

Establish program  
• Program management: Dedicated Resources establish accountability and reinforce Lumen’s 

commitment to the business con�nuity standards required to provide Customers reliable and 
resilient service.   

• Competence, training, & awareness: The Program u�lizes role-based training curriculum to help 
ensure Interested Par�es are competent to the responsibili�es for execu�ng required tasks.   

    
 



  

  
Page 4   
Services not available everywhere. Business customers only. Lumen may change, cancel or subs�tute products and services,  or vary them by 
service area at its sole discre�on without no�ce. ©2025 Lumen Technologies. All Rights Reserved.  

Implement and operate  
• Business impact analysis (“BIA”): Annual interviews are conducted to iden�fy Lumen’s key 

opera�onal func�ons and the impact(s) a Disrup�on would have on them. BIAs provide an 
understanding of �me-cri�cal priori�es, key Resources, and interdependencies so that Recovery 
Time Objec�ves (“RTOs”) can be established, approved, and integrated into Planning Strategies.   

• Risk assessment (“RA”): Annual RA interviews are conducted to evaluate threats, hazards, and 
poten�al causes of Disrup�ons , the probability of their occurrence, and the severity of their Impact 
when they occur.   

• Strategy evalua�on and Plan Development: The BIA and RA collec�vely provide data integral to 
evalua�ng, developing, and implemen�ng strategies for reducing the likelihood and Impacts of 
Disrup�ve Incidents.   

• Incident Management and Business Con�nuity/Disaster Recovery Plans: The Incident Management 
process and BC/DR Plans provide procedures for maintaining con�nuity of Opera�ons and are 
implemented to effec�vely respond to and recover from Lumen-wide Opera�onal Disrup�ons.   

• Exercising and tes�ng: To test viability and develop a state of readiness, Lumen requires Cri�cal 
Plans be updated and exercised annually.   

Monitor and review   
• Tracking performance metrics: The progress of each Lumen Organiza�on’s compliance with BCM 

Program objec�ves and requirements is con�nually tracked and communicated to key Program 
Personnel on a quarterly basis.   

• Post incident reviews (“PIR”): PIRs provide Impacted/Ac�vated Groups an opportunity for recovery 
process feedback; reflec�on on lessons learned; and to address any issue(s) which may require 
follow-up ac�on.   

• Management Reviews: These are conducted annually or when significant Business changes occur, to 
review the state of the BCM Program and confirm alignment with Lumen’s Strategy and Opera�onal 
Ini�a�ves.   

Maintain and improve  
•  Non-conformi�es, Correc�ve Ac�ons, and Improvement Opportuni�es: These are tracked and 

periodically reviewed to address findings or gaps and to enable con�nuous improvement of the 
Program.   
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Key plan elements  
While business con�nuity plans are proprietary, Lumen uses a company-wide planning model that 
incorporates informa�on as outlined in the plan’s Table of contents below:    

Table of Contents  

SECTION 1: BCP ACTIVATION FLOW / TRIGGERS………………………………………..3  

1.1 Triggers and Thresholds…………………………………………………………………..3  

1.2 EIMT Triggers and Thresholds……………………………………………………………4  

SECTION 2: BUSINESS CONTINUITY IMPACT STRATEGIES……………………………...5  

2.0 Con�nuity/Recovery Strategies by Impact……………………………………………...5  

Impact Areas covered in this plan……………………………………………………………5  

2.1 Loss of Facility………………………………………………………………………………5  

2.2 Loss of Employee………………………………………………………………………….6  

2.3 Loss of Applica�on with ICT………………………………………………………………7  

2.4 Loss of Network …………………………………………………………………………….8  

2.6 Stakeholder No�fica�on…………………………………………………………………..9  

2.7 Contact Informa�on / No�fica�ons………………………………………………………9  

APPENDIX 1: CRITICAL RESOURCES…………………………………………………………1  

A1.1 Cri�cal Internal Resources……………………………………………………………….1 

A1.2 Cri�cal Vendors…………………………………………………………………………...2  

APPENDIX 2: Document Version Control……………………………………………………2  

A2.1 Version Control……………………………………………………………………………2 

A2.2 Ownership and Last Published Date……………………………………………………2 

A2.3 Training/Distribu�on……………………………………………………………………..3  

APPENDIX 3: PLAN PURPOSE, DOCUMENT SECURITY…………………………………..4  

A3.1 Purpose and Scope………………………………………………………………………4  

A3.2 Security and Handling Instruc�ons …………………………………………………….4  
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Program roles and responsibili�es  
Roles  Responsibili�es   

Corporate Business  
Con�nuity Management Office  

• Lumen’s Program is managed by full-�me Business Con�nuity Professionals who 
govern and support the Corporate BCM Program. Responsibili�es include:   
  

• Developing and maintaining Program methodology and framework for recovery of 
Business Opera�ons, Facili�es, Applica�ons, and the Incident Response structure   

• Maintaining a BCM Guidebook containing the detailed procedures for how to 
execute the components of the Program   

• Facilita�ng Incident Management ac�vi�es, to include:    

−  developing and maintaining Program structure and processes - Team 
membership, role-based training, and exercises   

−  facilita�ng and managing Event communica�ons with Interested Par�es   

− conduc�ng Post Incident Reviews and tracking Ac�on Items to closure   
• Tracking and repor�ng execu�on results to determine recoverability and maturity   
• Direc�ng and suppor�ng con�nuous Program improvements    
• Conduc�ng Reviews with Management on BCM capabili�es   

• Maintaining, managing, and administering the BCM-related tools (i.e., planning 
repositories, Incident communica�ons, training modules, etc.)  

Senior Leadership Team  
(“SLT”)  / Top Management 

Lumen’s highest level of leadership, represen�ng all major Lumen Organiza�ons 
demonstrate leadership and commitment by:   
• Ensuring Program Resources are available 
• Championing the program, ins�lling the values of the Program within Lumen 

worldwide, and promo�ng con�nuous improvement    
• Ensuring the integra�on of the Program into Lumen Business processes 

• Appoin�ng Execu�ve Sponsor(s) to implement and execute the Program framework 
within their Lumen Organiza�on and subsequent Func�onal Group(s)   

• Iden�fying unacceptable levels of BCM risk  
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Execu�ve Sponsors   

• Accountability for the management, priori�za�on, implementa�on, and con�nuous 
improvement of the BCM Program in their Func�onal Group/Lumen Organiza�on   

• Appoin�ng Business Con�nuity Coordinators (“BCCs”) and gran�ng them the 
authority to coordinate execu�on of the Program and verify their responsibili�es   

 •  Appoin�ng Incident Management Team Commanders to provide efficient command 
and control over recovery ac�vi�es and concise communica�ons to Stakeholders 
and other Interested Par�es  

Business Con�nuity 
Coordinators (“BCCs”)  

• Establishing the structure within their Func�onal Group to coordinate execu�on of 
the Program   

• Obtain ongoing training and educa�on necessary to design, implement, and 
maintain the Program’s desired execu�on outcome  

Plan Owners / Incident 
Commanders  

• Responsible for the development, approval, and distribu�on of Plans   
• Verifying Plan recovery strategies are implemented, maintained, and exercised   
• Revising Plans as Business condi�ons require (i.e., changes in Roles, Environment, 

Technology, or Opera�ons)    
• Assuming command over an appropriate response structure   
• Ac�va�ng Plans when pre-defined triggers have been met and recovering the cri�cal ac�vity 

within its desired �meframe  

Plan Builders  
• Support Plan Owner in developing and maintaining Plan(s) in the required planning 

repository  
• Assis�ng Plan Owner with any maintenance, exercise, and QA ac�vi�es  

Incident Management Teams 
(“IMTs”)  

IMTs are comprised of Team Members represen�ng key Func�onal Groups that may 
serve a cri�cal role during life safety Incidents or Business Disrup�ons.    

• Primary Team Members are paged out for all ac�va�ons and Secondary Teams are 
paged out if they are impacted or needed to support an Incident.   

• Each Team is accountable for the overall command, control, and communica�ons 
within their Func�onal Group during recovery  

Legal and Public Policy 

• Iden�fy, have access to, and assess the applicable legal and regulatory 
requirements related to the con�nuity of ac�vi�es, and Resources 
• Incorporate/keep current about all applicable Program legal, regulatory, 
contractual, and other requirements 

General Employees   Complete Program awareness training on an annual basis and other addi�onal training 
as needed by periodic objec�ves, projects, or ini�a�ves  
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Managing and responding to an Incident  

Defining an Incident   
Lumen defines an Incident as a man-made or naturally occurring Disrup�ve Event where the Impacts 
affec�ng its Employees, Assets, or Cri�cal Business Opera�ons meet predefined ac�va�on triggers. 
Ac�va�on triggers would include but are not limited to: life threatening situa�ons (severe weather, natural 
disasters, pandemic/epidemic, workplace violence), extended outages, or security breaches for top Cri�cal 
Systems or Applica�ons, or extended evacua�ons due to building infrastructure failures or environmental 
emergencies.   

  

Ac�va�ng Incident Management Teams (“IMTs”)   
Lumen IMTs are opera�onal 24/7 and convene virtually when any Member becomes aware of an actual or 
impending situa�on within their support area. Incident Commanders are engaged to determine if the 
Incident has met an ac�va�on trigger or threshold. If the situa�on warrants, the Incident Commanders 
coordinate the ac�va�on of the Team and the necessary no�fica�ons. The IMT(s) reconvene at agreed-upon 
�me intervals to provide status updates on their Team’s tac�cal recovery and any resources or logis�cs 
requirements. Incident Status Reports are updated and distributed a�er each mee�ng and disseminated 
appropriately to Top Management, Func�onal Groups, and other Interested Par�es. A Post-Incident Review 
incorpora�ng lessons learned and a�er-ac�on items from all Ac�vated Teams are created to track Ac�on 
Items to closure.    
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Communica�ng during an Incident   
Lumen implements redundant communica�ons capabili�es u�lizing alternate carriers. Primary and back-up 
conference bridges are supplied by separate Vendors using diverse Networks and routes. Lumen owns and 
maintains an automated paging system, u�lized for ac�va�ng its Incident Management Teams and no�fying 
Registered Employees of Disrup�ve Events or Cri�cal Situa�ons. Addi�onally, in �mes of Network conges�on 
or domes�c emergencies affec�ng normal telecommunica�ons means, Lumen Cri�cal Personnel are 
afforded priority access through the Government Emergency Telecommunica�ons Service (“GETS”) for public 
switch telephone networks (“PSTN”) and the Wireless Protec�on Service (“WPS”) for cellular phones.   

Recogni�on, response, and recovery flow   
The figure below illustrates how the Incident Management process unfolds and Interested Par�es are kept 
informed.   

  

  

Resiliency and preparedness capabili�es   
As a leader in global communica�ons and IT services, Lumen’s preparedness capabili�es and resiliency 
strategies include, but are not limited to:   
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Personnel                     Facili�es               Network / IT  

  

Network & IT infrastructure   

Network footprint   
Lumen serves Customers in more than 60 countries across the globe, with Network and fiber capabili�es 
that connect more than 350 metropolitan areas with 100,000-plus on-net buildings. This globally diverse 
Network, including approximately 450,000 route miles of fiber, enables a broad range of Services and 
Solu�ons to meet Customers’ evolving demands for capacity and reliable connec�vity.   

Network reliability   
Geographically dispersed Network Opera�ons Centers (NOCs”) are staffed 24/7/365 to monitor, iden�fy, and 
isolate causes of poten�al Network Disrup�ons, and coordinate resolu�on of System Outages. During a 
Network Outage or Event, this may include opening Event �ckets, tracking and correla�ng Events, running 
Event bridges when required, and providing status to Interested Par�es.   

Network security   
To support the security of Lumen’s Informa�on and Networks, Lumen u�lizes a team of Subject Mater 
Experts with diverse technical exper�se from Opera�ng Systems, Web Applica�ons, Networking, Computer 
Forensics and Cryptography. These inves�ga�on and response capabili�es are maintained 24/7/365 to 
protect Lumen Assets from cyber threats.    

IT opera�ons  
Lumen owns and manages geographically dispersed data centers, which are equipped with infrastructure, 
environment and connec�vity to support Lumen’s processing capabili�es, and essen�al business func�ons. 
Access to data centers is restricted and backed up by batery and generators when commercial power is 
disrupted. Informa�on Technology (“IT”) partners with BCM Program Personnel to provide management 
recovery plans for Cri�cal Applica�ons and hardware, as well as integra�ng communica�on ac�vi�es during 
an Incident.   
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Facili�es  
All Cri�cal Facili�es have Plans for recovering their cri�cal infrastructure from loss of access, power, HVAC, 
etc.  Periodic inspec�ons and evacua�on drills are conducted to protect the safety of our Employees, 
Customers, and Vendors.     

Fire and life safety   
Lumen is commited to the safety of its Employees and Guests, protec�ng Lumen Assets, providing 
con�nuity of Lumen opera�ons, and complying with applicable regula�ons and codes. Fire and Life Safety 
plans and subsequent procedures are customized according to each Facility.   

Corporate security  
Global Security Services establishes security policies, manages access control systems, and coordinates 
security improvements to Lumen proper�es. This group manages the 24/7 Security Command Center which 
responds to alarms, monitors video, monitors global Events, supervises Security Officers, and serves as the 
central point of contact for all Security-related Events.   

Alternate work arrangements   
During a disaster or emergency related Event, Lumen u�lizes an alternate workspace process and Team to 
address the needs of Business Units which occupy Impacted Facili�es. Addi�onally, Lumen deploys remote 
access strategies providing the ability for Employees to work remotely in support of minimizing the Impact to 
Customers during Disrup�ve Events.      

Personnel  
With Personnel located around the globe, Lumen has incorporated into its planning a methodology to 
address poten�al or significant Disrup�ons in staffing levels, focusing on the following areas:   

• Keeping Mission-Cri�cal Func�ons opera�onal   
• Personnel remote access and Staff reduc�on con�ngency strategies   
• Providing an appropriate level of awareness for our Employees and Customers   
• An�cipa�ng and responding to our Customers’ needs and possible Disrup�ons to our supply chain   

Health and safety   
Lumen is commited to protec�ng the health and safety of our Employees, Customers, and Communi�es we 
serve by conduc�ng our business in a safe and environmentally responsible manner. Health risks and/or 
pandemic preparedness are integrated into the planning process of the Business Con�nuity Program, where 
health and safety policies and Staff provide support and guidance during significant Business Disrup�ons or 
Disasters.   



  

  
Page 12   
Services not available everywhere. Business customers only. Lumen may change, cancel or subs�tute products and services,  or vary them by 
service area at its sole discre�on without no�ce. ©2025 Lumen Technologies. All Rights Reserved.  

Suppliers and vendors  
To minimize risk and provide Supplier accountability, mul�ple Lumen Groups collaborate for nego�a�ng and 
execu�ng the contractual agreement terms of sourced products and/or services. This provides Lumen the 
ability to assess the control measures of our Suppliers, Vendors, Business Partners and resiliency strategies 
are adequately implemented to address service level commitments and con�nuity of opera�ons.   

Customers  
Lumen’s Business Con�nuity Management Program is centered around the cri�cal business processes that 
support the daily Opera�ons of Lumen. Lumen’s cri�cal business processes are assigned a specific Recovery 
Time Objec�ve (“RTO”) to support the appropriate Business needs. These RTOs are considered confiden�al 
and will not be provided to Customers.  

Lumen does not assign RTOs at the Product and Service level. Lumen assigns Service Level Objec�ves (“SLO”) 
for the Products and Services that are offered. Customers reques�ng an RTO for their Products and Services 
with Lumen should be directed to their SLOs within the Master Service Agreement (“MSA”).  

A Customer Outage does not equate to a Lumen Business Con�nuity Plan being ac�vated.   
Lumen Customers who experience an Outage of any kind are required to engage the appropriate Lumen 
Repair Center to ini�ate a Customer trouble �cket. Once a trouble �cket is created, the repair process can 
commence to restore the Affected Services.  Key points of contact can be found here.  

Lastly, when a Lumen Business Continuity Plan is ac�vated, Lumen is under no obliga�on to no�fy Customers 
any Plan has been ac�vated as Lumen BCPs focus solely on ensuring internal Business cri�cal processes are 
able to be performed during an adverse situa�on.   
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