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Privacy Data Sheet  
for Edge Bare Metal 

 
 

This Privacy Data Sheet describes the processing of personal data by Edge Bare Metal (the 
“Service”). 

Edge Bare Metal is provided directly by Lumen to its customers (“Customers”) for use by Customer 
and Customer’s end users (each an “End User”). Lumen may process personal data Customers 
provide in the course of providing the Service regarding Customer and Customer’s End Users. 

 

 

Types of End User personal data 

End User personal data may include: 

• Any Customer data remaining on Lumen 
equipment at the termination of Service 
(Customer is responsible for deleting 
Customer data prior to terminating 
Service; Lumen will perform a 
cryptographic deletion upon Customer’s 
termination of Service) 

Purpose of processing 
Necessary to securely terminate Services 
(if Customer has not already deleted 
Customer data) 

Authorized personnel with access (and reasons) 

• Lumen: Securely terminate Service  
• Customer: Through Lumen Edge Orchestrator Portal with 

access limited to only that Customer’s End User data 
 

 

Retention periods 

• Any Customer Data remaining on the Lumen equipment will 
be cryptographically deleted upon termination of Service. 
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Transfers of personal data across borders 
 

Lumen uses Standard Contractual Clauses to transfer personal data outside the European Economic Area to 
countries that have not received a determination of adequacy from the European Commission.  

 

Locations where personal data is processed and stored  

Organizations with 
authorized access to 
consumer data 

Storage location Access location 

 Lumen (only at Service 
Termination for Customer data 
remaining on Lumen equipment) 

  
 Customer 
  

Asia 
Singapore 
 
Europe 
Germany 
Ireland 
United Kingdom 
 
 
North America 
California, USA 
Virginia, USA 
 

 
Authorized personnel located 
anywhere with secure internet access 

 

Lumen uses Amazon Web Services (AWS) as its cloud service provider for storing data associated with providing . 
Data is stored in the AWS cloud in Virginia and California in the United States and Frankfurt, Germany in the EU. 
AWS does not have access to End User personal data. For more information, please review the AWS Privacy Notice. 

Sub-processors used (third party suppliers) 
 

Lumen may share personal data described in this Privacy Data Sheet with Lumen affiliates and suppliers. 

Lumen uses the following third-party suppliers who also process personal data to provide the Service to Customers 
and their End Users.  

Third-party suppliers Country Supplier’s privacy statement 

DeltaRisk USA Delta Risk Privacy Policy 

 

https://aws.amazon.com/privacy/
https://deltarisk.com/privacy-policy/
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