4schellman

CERTIFICATE OF REGISTRATION
Information Security Management System - 1S0/IEC 27001:2013

CenturyLink Communications LLC dba
Lumen Technologies Group

The scope of the ISO/IEC 27001:2013 certification is limited to the information security management system (ISMS)
supporting the global managed services, global colocation services, IP VPN services (including Transport), Edge Compute
(Edge Bare Metal), and managed security services (MSS), including the DDOS and SLM services, and is in accordance with the
statement of applicability, version 16.0, dated May 9, 2023, and is inclusive of the requirements and control implementation
guidance of ISO 27701:2019 for a privacy information management system (PIMS) as a Pll processor.
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Certificate Number: 1361865-16

In-Scope Location(s)

Location

Broomfield Office Facility and Main Location of the ISMS
1025 Eldorado Boulevard

Broomfield, Colorado 80021

United States

Albuquerque Office Facility
Albuquerque, New Mexico
United States

Amarillo Gateway
Amarillo, Texas
United States

Ashburn Gateway and Operations Facility
Ashburn, Virginia
United States

Billings Office Facility
Billings, Montana
United States

Birmingham Gateway
Birmingham, Alabama
United States

Casper Office Facility
Casper, Wyoming
United States

Cedar Rapids Office Facility
Cedar Rapids, lowa
United States

Fresno Gateway
Fresno, California
United States

Jackson Gateway
Jackson, Mississippi
United States

Littleton Office Facility

Littleton, Colorado
United States

CONDITIONS & LIMITATIONS:

w N =

Function / Role

Colocation Services, IP VPN Services, and MSS

Managed Services, Colocation Services, and

Edge Compute

Managed Services and Edge Compute

Managed Services and MSS

Managed Services and Edge Compute

Managed Services and Edge Compute

Managed Services and Edge Compute

Managed Services, Colocation Services, and

Edge Compute

Managed Services and Edge Compute

Edge Compute

Operations and Managed Services
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC
. I1SO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

»

the implied warranties of merchantability and fitness for a particular purpose.

v

The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,

. This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC



Certificate Number: 1361865-16

In-Scope Location(s)

Location

Monroe Office Facility
100 CenturyLink Drive
Monroe, Louisiana 71203
United States

Raleigh Gateway
Raleigh, North Carolina
United States

Singapore Office Facility
3 Irving Road

Tai Seng Centre

6th Floor

Singapore, 36952-2000
Singapore

St. Louis Office Facility
1 Solutions Parkway

Town and Country, Missouri 63017

United States

Tokyo Office Facility
2-5-1 Atago
Minato-Ku

Tokyo, 105-6217
Japan

Tulsa Gateway
Tulsa, Oklahoma
United States

Amsterdam Data Center
Amsterdam Zuidoost
Netherlands

Berlin Data Center
Berlin
Germany

Brussels Data Center
Brussels
Belgium

CONDITIONS & LIMITATIONS:

> W

v

Function / Role

HR, Corporate IT, Managed Services

Managed Services and Edge Compute

HR, Operations, Managed Services, Procurement

HR, Corp IT, Operations, Managed Services Support,

Procurement, Legal

HR, Operations, Managed Services, MSS, Procurement

Managed Services and Edge Compute

Colocation Services and IP VPN Services

Colocation Services and IP VPN Services

Colocation Services and IP VPN Services
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

. ISO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

The information in this document is provided “AS IS’, without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,

the implied warranties of merchantability and fitness for a particular purpose.
. This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC



Certificate Number: 1361865-16

In-Scope Location(s)

Location Function / Role

Disseldorf Data Center Colocation Services and IP VPN Services
Disseldorf
Germany

Frankfurt Data Center Colocation Services and IP VPN Services
Frankfurt
Germany

Hamburg Data Center Colocation Services and IP VPN Services
Hamburg
Germany

London 1 Data Center Colocation Services and IP VPN Services
London
United Kingdom

London 2 Data Center Colocation Services and IP VPN Services
London
United Kingdom

London 4 Data Center Colocation Services, IP VPN Services, and MSS
London
United Kingdom

Munich Data Center Colocation Services and IP VPN Services
Munich
Germany

Paris Data Center Colocation Services and IP VPN Services
Paris
France

Atlanta Data Center Edge Compute and Colocation Services
4th Floor

Atlanta, Georgia 30303

United States

Aurora Data Center Colocation Services
Aurora, Colorado
United States

Austin Data Center Edge Compute and Colocation Services
Austin, Texas
United States
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CONDITIONS & LIMITATIONS:

. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

. ISO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

w N

»

The information in this document is provided “AS IS’, without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.
. This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC

v



Certificate Number: 1361865-16

In-Scope Location(s)

Location

Baltimore Data Center
Baltimore, Maryland
United States

Boise City Data Center
Boise, Idaho
United States

Boston Data Center
Cambridge, Massachusetts
United States

Bothell Data Center
Bothell, Washington
United States

Charlotte Data Center
Charlotte, North Carolina
United States

Charlotte Data Center
Charlotte, North Carolina
United States

Chicago (Canal Street) Data Center
Chicago, lllinois
United States

Chicago (Kingsbury Street) Data Center
Chicago, lllinois
United States

Chicago Data Center
Broadview, lllinois
United States

Cincinnati Data Center
Cincinnati, Ohio
United States

Cleveland Data Center

Cleveland, Ohio
United States

CONDITIONS & LIMITATIONS:

w N =

Function / Role

Colocation Services

Edge Compute

Managed Services, Colocation Services, MSS, and

Edge Compute

Colocation Services

Colocation Services

Edge Compute

Colocation Services

Colocation Services and MSS

Edge Compute

Edge Compute and Colocation Services

Colocation Services
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC
. ISO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

»

v

The information in this document is provided “AS IS’, without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.
. This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC



Certificate Number: 1361865-16

In-Scope Location(s)

Location

Dallas Data Center
Dallas, Texas
United States

Denver Data Center
Denver, Colorado
United States

Detroit Data Center
Detroit, Michigan
United States

El Paso Data Center
El Paso, Texas
United States

Emeryville Data Center
Emeryville, California
United States

Herndon Data Center
Herndon, Virginia
United States

Houston Data Center
Houston, Texas
United States

Indianapolis Data Center
Indianapolis, Indiana
United States

Jacksonville Data Center
Jacksonville, Florida
United States

Kansas City Data Center
Kansas City, Missouri
United States

Lachine (Montreal) Data Center

Lachine, QC
Canada

CONDITIONS & LIMITATIONS:

> W

v

Function / Role

Edge Compute, Colocation Services, and MSS

Edge Compute and Colocation Services

Edge Compute

Edge Compute

Colocation Services

Edge Compute and Colocation Services

Edge Compute and Colocation Services

Colocation Services

Edge Compute

Edge Compute

Edge Compute
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.

This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC

. ISO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

The information in this document is provided “AS IS’, without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,

the implied warranties of merchantability and fitness for a particular purpose.
. This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC



Certificate Number: 1361865-16

In-Scope Location(s)

Location

Las Vegas Data Center
North Las Vegas, Nevada
United States

Little Rock Data Center
Little Rock, Arkansas
United States

Los Angeles Data Center
Los Angeles, California
United States

Madison Data Center
Madison, Wisconsin
United States

McLean Data Center
McLean, Virginia
United States

Metairie Data Center
Metairie, Louisiana
United States

Miami (5th Street) Data Center
Miami, Florida
United States

Miami (9th Street) Data Center
Miami, Florida
United States

Minneapolis Administrative Facility
St. Paul, Minnesota
United States

Minneapolis Data Center
Minneapolis, Minnesota
United States

Minnetonka (5480) Data Center

Minnetonka, Minnesota
United States

CONDITIONS & LIMITATIONS:

w N =

Function / Role

Edge Compute

Edge Compute

Colocation Services and MSS

Edge Compute

Colocation Services and MSS

Edge Compute

Edge Compute and Colocation Services

Colocation Services

Managed Services and MSS

Colocation Services

Edge Compute and Colocation Services
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC
. ISO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

»

v

The information in this document is provided “AS IS’, without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.
. This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC



Certificate Number: 1361865-16

In-Scope Location(s)

Location

Minnetonka (5500) Data Center
Minnetonka, Minnesota
United States

Nashville Data Center
Nashville, Tennessee
United States

Nashville Data Center
Nashville, Tennessee
United States

New York City (8th Avenue) Data Center
New York, New York
United States

New York City (10th Avenue) Data Center
New York, New York
United States

New York City (26th Street) Data Center
New York, New York
United States

Omaha Data Center
Omaha, Nebraska
United States

Orlando Data Center
Orlando, Florida
United States

Osaka Data Center
Osaka City, Osaka
Japan

Philadelphia Data Center
Philadelphia, Pennsylvania
United States

Phoenix Data Center and Office Facility

Phoenix, Arizona
United States

CONDITIONS & LIMITATIONS:

w N =

Function / Role

Colocation Services

Colocation Services

Edge Compute

Colocation Services and MSS

Colocation Services

Edge Compute and Colocation Services

Edge Compute and Colocation Services

Colocation Services

Managed Services and Colocation Services

Edge Compute and Colocation Services

Edge Compute and IP VPN Services
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC
. ISO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

»

v

The information in this document is provided “AS IS’, without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.
. This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC



Certificate Number: 1361865-16

In-Scope Location(s)

Location

Pittsburgh Data Center
Pittsburgh, Pennsylvania
United States

Portland Data Center
Portland, Oregon
United States

Reno Data Center
Reno, Nevada
United States

Rochester Data Center
Rochester, New York
United States

Sacramento Data Center
West Sacramento, California
United States

Salt Lake City Data Center
Salt Lake City, Utah
United States

San Antonio Data Center
San Antonio, Texas
United States

San Diego Data Center
San Diego, California
United States

Santa Clara Data Center
Santa Clara, California
United States

Seattle Data Center
Seattle, Washington
United States

Southfield Data Center

Southfield, Michigan
United States

CONDITIONS & LIMITATIONS:

w N =

Function / Role

Edge Compute and Colocation Services

Edge Compute

Edge Compute

Colocation Services

Edge Compute and Colocation Services

Managed Services, Colocation Services, and

Edge Compute

Edge Compute and Colocation Services

Edge Compute and Colocation Services

Edge Compute and Colocation Services

Edge Compute and Colocation Services

Colocation Services
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC
. ISO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

»

v

The information in this document is provided “AS IS’, without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.
. This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC



Certificate Number: 1361865-16

In-Scope Location(s)

Location

Spokane Data Center
Spokane, Washington
United States

St. Louis Data Center
Saint Louis, Missouri
United States

Stamford Data Center
Stamford, Connecticut
United States

Sunnyvale Data Center
Sunnyvale, California
United States

Tampa Data Center
Tampa, Florida
United States

Toronto Data Center
Toronto, Ontario
Canada

Tustin Data Center
Tustin, California
United States

Urban Honolulu Data Center

Honolulu, Hawaii
United States

Vancouver Data Center
Vancouver, BC
Canada

Weehawken Data Center
Weehawken, New Jersey
United States

Hong Kong Data Center

Tseung Kwan O Ind. Est.
Hong Kong

CONDITIONS & LIMITATIONS:

w N =

Function / Role

Edge Compute

Edge Compute and Colocation Services

Colocation Services

Colocation Services

Edge Compute and Colocation Services

Edge Compute and Colocation Services

Edge Compute and Colocation Services

Edge Compute

Edge Compute

Colocation Services

Colocation Services
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. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.
This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC
. ISO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be

construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.

»

v

The information in this document is provided “AS IS’, without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,
the implied warranties of merchantability and fitness for a particular purpose.
. This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC



Certificate Number: 1361865-16

In-Scope Location(s)

Location

EMEA Office Facility and IP VPN POP Site (Denmark)
Copenhagen
Denmark

EMEA Office Facility and IP VPN POP Site (L?Hospitalet)
Spain

EMEA Office Facility and IP VPN POP Site (Madrid)
Madrid
Spain

EMEA Office Facility (Sweden)
Kista
Sweden

EMEA Office Facility and IP VPN POP Site (Switzerland)
Zurich
Switzerland

EMEA Office Facility and IP VPN POP Site (Poland)
Warsaw
Poland

EMEA Office Facility and IP VPN POP Site (Leigh)
Leigh
United Kingdom

EMEA Office Facility and IP VPN POP Site (Redwood 3)
Chineham
United Kingdom

EMEA Office Facility and IP VPN POP Site (Oakwood)
Chineham
United Kingdom

EMEA Office Facility and IP VPN POP Site (Birmingham)
Birmingham

United Kingdom

Hong Kong MSS Facility
Hong Kong

Singapore MSS Facility
Singapore

CONDITIONS & LIMITATIONS:

1. The aforementioned organization has a perpetual responsibility to maintain compliance with ISO/IEC 27001:2013 during the period of certification.

Function / Role

IP VPN Services

IP VPN Services

IP VPN Services

IP VPN Services

IP VPN Services

IP VPN Services

IP VPN Services

IP VPN Services

IP VPN Services

IP VPN Services

MSS

MSS

2. This certificate is subject to the satisfactory completion of annual surveillance audits by Schellman Compliance, LLC
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3. ISO/IEC 27001:2013 compliance audits are not designed to detect or prevent criminal activity or other acts that may result in an information security breach. As such, this certification should not be
construed as a guarantee or assurance that an organization is unsusceptible to information security breaches.
4. The information in this document is provided “AS IS", without warranties of any kind. Schellman Compliance, LLC expressly disclaims any representations and warranties, including, without limitation,

the implied warranties of merchantability and fitness for a particular purpose.

5. This certificate is the property of Schellman Compliance, LLC and is bound by the conditions of contract. The authenticity of this certificate can be validated by contacting Schellman Compliance, LLC



