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control across the supply chain environment. Lumen will update the SCRM Plan to 

include any future changes to NIST SP 800-161 or other NIST Supply Chain Risk 

Management guideline(s).  Any modification to the EIS MTIPS SCRM Plan will be made 

at no cost to the government. 

3.2 Organizational Support  

This document outlines Lumen’s policies, processes and controls and will be 

focused on meeting GSA’s SCRM requirements for Section C, as outlined in the EIS 

RFP (Sections: G, H, L). Lumen understands the importance of implementing risk 

management processes that address counterfeit and illegally modified products.  Our 

risk management policies and processes will provide the framework for Lumen 

personnel to mandate, support and enforce appropriate measures in the mitigation of 

supply chain vulnerabilities.  

 

 

 As NIST guidelines, 

recommendations and standards evolve, Lumen will continue to update the EIS-MTIPS 

SCRM Plan annually and when significant changes occur.  

3.2.1 Organizational Framework and Participation 

Lumen’s executive team is committed to ensuring that potential supply chain 

threats are closely monitored to minimize any negative impact to GSA’s daily EIS 

mission and both short- and long-term EIS objectives.  
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Figure 3.2.1-1. Risk Management Organizational Participation. 

 The Executive Team establishes the appropriate structure and strategy for 

managing supply chain risk. The executive team has a keen understanding of 

the inherent risks involved in supplying EIS services. It is of critical importance 

to be vigilant as a service provider in identifying, managing, and mitigating 

supply chain risks to GSA for the EIS. The enforcement of strict quality control 

by Lumen of the applicable EIS OEM suppliers, resellers, and system 

integrators is the basis of the EIS-MTIPS SCRM Plan. The foundation of the 

plan is to mitigate the risk of counterfeit and illegally modified products within the 

EIS MTIPS infrastructure. In developing a Lumen EIS MTIPS-SCRM mission 

and vision statement, the executive team is focused on protecting the Lumen 

EIS infrastructure and customer information from physical and logical threats by 

stating: 

Executive Team Mission 

“Our mission is to ensure the security integrity of Lumen’s EIS 

services from adversaries who look to sabotage Lumen EIS service 

infrastructure and/or customer information through surveillance, 

denial or disruption of service either physically or logically.” 
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Executive Vision 

“To protect the physical and logical security of the Lumen 

EIS Services.” 

 The Business Processes consist of the following tasks to be carried out by key 

functional areas within the Lumen organization for the EIS MTIPS-SCRM Plan: 

the development, implementation and execution of a risk management strategy, 

the assessment of risks and areas of vulnerabilities across the supply chain, the 

management and mitigation of risks across the five supply chain phases, the 

enforcement of quality control across suppliers via flow-down measures to 

ensure that MTIPS services are provided with genuine-non-counterfeit parts, 

products and components, the development and implementation of a training 

and awareness program across the Lumen organization to ensure an 

organization-wide understanding of the importance of and compliance with 

procedures set in place in the EIS MTIPS–SCRM Plan, to ensure the risk 

management strategy is adhered to. 

 The Information Technology involves the Lumen EIS MTIPS service 

infrastructure, and equipment and software contained within the MTIPS security 

boundary. Numerous functional areas within Lumen may be included in the 

review of supply chain management risk but are not limited to: Product 

Management, Contracts and Legal, Network Architecture and Development, 

Backbone Engineering, Global Procurement and Corporate Security. 

3.2.2 Organizational Support Model [L.30.2.2 (1), G.6.3 (1)] 

To ensure that supply chain risks are effectively assessed, managed, 

documented, tracked, and controlled, Lumen recognizes that key stakeholders from 

various functional areas within the organization may be involved in overseeing supply 

chain risk management. This group of stakeholders will make up the Lumen EIS-MTIPS 

SCRM Control Board. The EIS-MTIPS SCRM Plan will be implemented by numerous 

subject matter experts (SME) from various Lumen key functional organizations that 
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comprise the EIS-MTIPS SCRM Control Board, at least the SMEs shown in Figure 

3.2.2-1. Lumen recognizes the need for key functional areas to be engaged in ensuring 

risk levels are minimized and the integrity in the supply chain remains intact.  

 

Figure 3.2.2-1. Lumen’s SCRM Organizational Support Model. 

3.2.2.1 Roles and Responsibilities 

Procurement, Vendor Management, Corporate Security, Security Architecture 

Engineering Legal, Program Management Office (PMO), Network Operations, and 

Training. Other internal groups may also be involved during various milestones within 

the supply chain lifecycle.  

Lumen has created a preliminary responsibility assignment matrix (RASCI 

matrix) shown in Figure 3.2.2.1-1 as a starting point to help identify the roles and 

responsibilities for Lumen organizations that comprise the EIS-MTIPS SCRM Control 

Board. It is the expectation that additional controls and tasks will be added as risks are 

assessed and examined. 
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Publication 800 – 53 Revision 4 or the latest publication. Lumen’s quality control 

measures are carried out in each of the five supply chain phases. Each phase of the 

supply chain requires a focus on supply chain risk assessment and mitigation efforts. 

Lumen’scontract vehicle that will be used to acquire products and services for the EIS 

MTIPS service will flow down Genuine ITT requirements to direct suppliers: 

a. Lumen will perform and implement the EIS-MTIPS SCRM Plan in a reasonable 

manner for ITT that is delivered and installed for the configuration ordered and 

expected for the MTIPS service. 

b. Lumen will require in each MAA and MSSA, that all resellers and suppliers 

have valid licenses for OEM equipment and software. 

c. Lumen will exercise in each MAA and MSSA strict quality control thereby 

ensuring that all suppliers agree not to furnish counterfeit or illegally modified 

components, mitigating the risk of illegal modifications to relevant OEM 

products. 

d. Lumen will ensure in each MAA that all suppliers will be required under the 

MAA to provide traceability of assurance and evidence of genuineness to the 

licensed product and component OEMs. 

3.3.2 System Security Engineering  

Lumen will implement as part of the EIS-MTIPS SCRM Plan, system security 

engineering processes and procedures that address new and existing software, 

hardware and infrastructure components. The system security engineering processes 

that will be established will help to ensure the integrity of system design, deployment 

and maintenance. The process will outline the development for integrating internal and 

external software and testing procedures that will help protect Lumen from external 

threats. In addition, the key functional areas within the organization will define the 

acceptance test criteria that will align closely with the EIS-MTIPS SCRM guidelines to 

ensure risk is managed, controlled and mitigated prior to deeming system readiness. 

Lumen will ensure key functional support areas work in tandem to manage risks by 
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3.3.5 Criticality Analysis (CA)Product and Component Quality Control [L.30.2.2 

(5), G.6.3 (5)] 

The Lumen Team will ensure that products and components are not repaired and 

shipped as new products and components provided to the government. Lumen will only 

work with OEMs that exercise strict quality control to ensure that counterfeit or illegally 

modified hardware or software components are not incorporated into the OEM product 

and include traceability and evidence of genuineness of ITT back to the licensed 

product and component OEMs. Lumen will limit product acquisition activities to those 

OEMs and resellers that can ensure compliance with stated guidelines and agree to 

audits and assessments made by Lumen, the Government, or designated third parties, 

if deemed appropriate.  

3.3.6 Criticality Analysis (CA)Supply Channel Monitoring [L.30.2.2 (6), G.6.3 (6)] 

Lumen will ensure that all suppliers will be contractually obligated to furnish 

Lumen with documentation that ensures the authenticity and traceability of products 

which define the origination of such products and proof that they have not been subject 

to malicious intent during maintenance or repair. Quality control measures must be 

adhered to by suppliers of Lumen and suppliers will be contractually obligated to agree 

to audits and assessments made by Lumen, the Government or a designated third party 

at any time, if deemed appropriate. Lumen will validate components and products that 

are supplied as genuine – and will examine such components to ensure they have not 

been altered. Accurate packing slips, complete bill of materials, shipments being clearly 

marked and identified, packaging that follows the appropriate guidelines, examination of 

elemental damage to cartons, etc., will be reviewed and subject to inspection by Lumen 

to ensure the flow of genuine products. 

3.3.7 Logical and Physical Delivery [L.30.2.2 (7), G.6.3 (7)] 

Documented methods, procedures and guidelines for purchase orders and for the 

receiving department are critical to ensure the smooth flow of goods from suppliers to 

Lumen. Processes will be set in place to assist in the successful and safe receipt of 
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vendor equipment to the Lumen stocking warehouses.  Strict shipment and packing 

standards, receiving processes, vendor return procedures, vendor audit processes, 

missing/incorrect paperwork, inconsistent packaging, software review and cycle count 

for spare inventory will be key elements included in the Lumen receiving procedures; 

which will be included as part of the EIS–MTIPS SCRM Plan for the MTIPS service. 

Physical access to warehouses and staging areas will be closely guarded and 

monitored. Electronic delivery of software will also be protected and will fall under the 

access control list methods and procedures for adequate supply chain protection. 

Lumen will also evaluate the applicable suppliers’ logistical methods and 

procedures to ensure that supply chain risk is avoided and well managed.  For example, 

Lumen will evaluate all suppliers’ ability to oversee material goods and services during 

the timeframe between the purchase order issuance and the actual delivery timeframe 

in order to limit opportunities for adversaries to corrupt information system components 

or products. 

Guidelines prescribed by Lumen to the supply chain for MTIPS services will 

include, but will not be limited to, the following: 

 Lumen suppliers will be instructed to deliver or transfer elements to a 

designated authorized recipient.  

 Lumen will require suppliers to provide documentation of any nondestructive 

techniques or mechanisms to ensure that there is no unauthorized access 

throughout the delivery process. 

 Lumen will require suppliers to utilize difficult-to-forge marks (such as digital 

signatures, hologram and/or nano tags) for all critical elements, which will be 

checked upon delivery and unpacking by authorized Lumen personnel. 

 Lumen will require suppliers to utilize anti-tamper mechanisms for prevention 

and discovery, including tamper-resistant and tamper-evident packaging (e.g., 

tamper tape or seals).  
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 Lumen will require suppliers to document and monitor the logical delivery of 

elements, requiring downloading from approved, verification-enhanced sites.  

 Lumen will require suppliers to obtain chain-of-custody for all critical hardware 

and require tamper-evident packaging. 

Specific processes will be put in place that include step-by-step instructions to 

ensure strict quality control and access on a per purchase order basis. Protection 

mechanisms will look for evidence of: 

 Packing slip is incorrect or not received with shipment 

 Packing does not meet Lumen standards of receiving 

 Shipments are not clearly identified 

 Visible freight damage 

 Incorrect quantities were shipped 

All packages arriving in any Lumen stocking warehouse will be inspected for the 

following: 

 Visible damages to outside cartons 

 Secured pallets 

 Elemental damage to cartons 

 Inconsistent packaging 

Processes will be set in place to ensure protection against the exposure of system 

components, information misuse, and unauthorized modification or redirection. 

Restricted access to warehouses and staging areas will ensure protection of system 

products and components. The reporting and documentation of supply chain issues that 

arise follow the following guidelines:  

1. The PO Receiving Log will be used to keep track of deliveries and discrepancies 

unless otherwise directed by Lumen Logistics Management. For all issues 

below, it is assumed that the issue has been entered onto the Issue Log. 
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2.  Lumen logistics team will be notified of new issues posted and addressed within 

assigned SLA. 

3. All open issues will be reviewed regularly by the Lumen Logistics Management 

team. 

4. Open issues exceeding any SLA will be escalated for resolution. 

5. Any parts held in the stocking area will have a printed copy of the issue attached 

to it and are clearly marked for tracking and follow-up. 

3.3.8 Operational Process [L.30.2.2 (8), G.6.3 (8)] 

Lumen recognizes that it is of critical importance to ensure processes are in 

place to protect products and components during maintenance, patching, element 

replacement and other sustainment activities. Only authorized and documented 

personnel will have the ability to access elements of the MTIPS environment and 

Lumen-provided GSA equipment to repair and make changes to such gear, material 

and components. Guidelines and standards for repair, patching and maintenance will be 

followed by assigned personnel to ensure tasks are carried out in a manner consistent 

with protecting the Lumen supply chain and GSA. Configuration management tools and 

patch guidelines will be followed in strict accordance with processes set forth by Lumen. 

All steps performed with patching and maintenance will be entered in a maintenance 

log, to be audited by Lumen internal operations organizations as deemed appropriate. 

Disposal activities will follow a strict guideline to minimize unauthorized access to 

hardware, software and components. Careful labeling, tagging, tracking of goods that 

arrive and are disposed of by Lumen will be documented closely to ensure the 

protection of the supply chain for all items that arrive and leave Lumen. Disposal 

procedures must be followed carefully to maintain the integrity of the network. 

Personnel will be trained on proper disposal methods and procedures, the consideration 

of permanent disposal of elements will be reviewed and authorized disposers as 

needed will be properly vetted to ensure the safeguarding of elements and data during 

the disposal effort. 
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3.3.9 Supplier Relationship [L.30.2.2 (9), G.6.3 (9)] 

A Lumen EIS Supplier Security Standard will be developed to ensure the selection of 

1) OEMs, 2) Authorized resellers, or 3) Authorized partners/distributors.  Lumen will not 

purchase from unknown/unidentified sources for the MTIPS services. All suppliers will 

be carefully selected and monitored throughout the supply chain life-cycle. All suppliers 

will be required to comply with the security standard set forth by Lumen and will be 

required to agree to be subject to audits and assessments by Lumen personnel. Clearly 

defined roles of each supplier will be identified. Procurements will follow the established 

Lumen Global Procurement Policy with each type of supplier and will be successful and 

approved only when Lumen can validate compliance to the Lumen best practices. 

Methods and procedures will be expected to be clearly identified by each supplier, as to 

limit counterfeit and illegally modified products from entering a suppliers’ supply chain. 

Internal and external audits are expected to be conducted on a regular basis. Supplier 

reviews will be conducted to ensure: 

 Counterfeit and illegally modified product training has been conducted and 

procedures are in place to ensure genuine products are supplied to Lumen. 

 Suppliers provide transparency into their methods and procedures on how they 

ensure a secure supply chain environment. 

 Verification of systems design and security processes have been furnished to 

Lumen 

 Efficient and minimal delivery points of transit for goods and services is in place 

to limit supply chain vulnerabilities and access to system components. 

 Provide proof that flow-down SCRM Plans are in place for the suppliers’ lower-

tier subcontractors which protects all materials, elements, products and 

components and delivery. 

 3.3.10 Software Warranty [L.30.2.2 (10), G.6.3 (10)] 

Lumen will represent and warrant that (i) Lumen will not knowingly introduce 

Malicious Code into the Services, and (ii) throughout the term, Lumen will have in place 
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commercially reasonable measures to avoid the intrusion or insertion of any malicious 

code into the Service. For purposes of this Section, “malicious code” means viruses, 

worms, time bombs, Trojan horses, other harmful or malicious code, files, scripts, 

agents or programs or other malicious computer instructions or devices that materially 

erase data or programming, or materially infect, disrupt, damage, disable, or shut down 

a computer system or any material component of such computer system.  

3.3.11 Verification and Validation [L.30.2.2 (11), G.6.3 (11)] 

Lumen will reserve the right to perform security compliance assessments and 

audits of supplier facilities, networks, environments or systems. In the event of a 

security incident, Lumen may perform immediate audits of the affected facilities, 

networks and/or environments, as deemed appropriate for all suppliers. A periodic or 

continuous monitoring of supplier processes (determined on a case-by-case basis) will 

ensure that various Lumen key functional areas have transparency into the security 

control environment of each of the suppliers and suppliers’ lower-tier subcontractors. In 

addition to assessments and verification activities, validation of such security 

requirements will be well documented. 

3.3.12 Sub-Contractor Clause [L.30.2.2] 

Lumen will incorporate the substance of EIS RFP Section G.6.3 in subcontracts 

at all tiers where an EIS subcontractor provides personnel, components, or processes 

identified as 1) critical components, or 2) part of the contractor’s supporting 

infrastructure for the MTIPS service. All subcontractors providing applicable critical 

components or services will be identified and required to provide all necessary 

information to Lumen in order to complete the EIS-MTIPS SCRM Plan. 

3.3.13 Training and Awareness 

Lumen’s Training Organization will support the development and delivery of EIS-

MTIPS SCRM Plan training and awareness programs within Lumen. The training 

organization will develop and distribute a toolkit in an effort to introduce Lumen 

employees to the basic terms and concepts of the technology supply chain and 



General Services Administration (GSA)   
Enterprise Infrastructure Solutions (EIS)  Contract # GS00Q17NSD3006 
 Mod #: P00310 
 Submission #: CL01001.01a 
 

Vol. 2 Management   3-22 
Use or disclosure of data contained on this page is subject to the restrictions on the title page of this contract. 

associated threats. In addition, the training will help to classify and familiarize the 

various supply chain participants, the OEMs, authorized resellers, integrators, etc., and 

advise associated suppliers of the associated risks that could be involved in the supply 

chain lifecycle. Employees and associated suppliers will be required on an as-needed 

basis to participate in supply chain training programs and assessments run by their own 

organizations; respectively. 

3.4 Plan Submittal and Review [G.6.3.1] 

Lumen understands that the EIS-MTIPS SCRM Plan is being submitted with the 

Lumen contract proposal in response to the EIS Request for Proposal.  Updates will be 

submitted on an annual basis to the CO and COR, and when significant changes occur. 

All information as it is understood, will be treated as Controlled Unclassified Information 

pursuant to Executive Order 13556, shared only with Government agencies, and used 

solely for the purposes of mission essential risk management. It is understood that all 

reviews will be completed within a 45-day time period. 

3.5 Definitions and Acknowledgements 

3.5.1 Definitions 

a) Lumen understands that “Information Technology” (see 40 U.S.C. 11101(6)) 

means, in lieu of the definition at FAR 2.1, any equipment, or interconnected system(s) 

or subsystem(s) of equipment, that is used in the automatic acquisition, storage, 

analysis, evaluation, manipulation, management, movement, control, display, switching, 

interchange, transmission, or reception of data or information by the agency.  

1. For the purpose of this definition, Lumen understands that equipment is used by 

an agency if the equipment is used by the agency directly or is used by a 

contractor under a contract with the agency that requires: 

a. Its use or; 

b. To a significant extent, its use in the performance of a service or furnishing of 

a product. 
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2. Lumen understands that the term “information technology’ includes computers, 

ancillary equipment (including imaging,  peripherals , input, output and storage 

devices necessary for security and surveillance), peripheral equipment designed 

to be controlled by the central processing unit of a computer, software, firmware 

and similar procedures, services (including support services) and related 

resources. 

3. Lumen understands the term “information technology” does not include any 

equipment acquired by a contractor incidental to a contract.  

Lumen understands that “Supply Chain Risk,” means that an adversary may 

sabotage, maliciously introduce unwanted function, or otherwise subvert the design, 

integrity, manufacturing, production, distribution, installation, operation or maintenance 

of a national security system (as that term is defined at 44 U.S.C. 3542(b)) so as to 

surveil, deny, disrupt, or otherwise degrade the function, use, or operation of such 

system.  

a. Lumen will maintain controls in the provision of applicable supplies and 

services to the Government to minimize supply chain risk. 

b. Lumen recognizes that in order to manage supply chain risk, the Government 

may use the authorities provided in section 806 of Pub L. 111-383. Lumen 

understands that the Government may consider information, public and non-

public, including all –source intelligence, relating to a contractor’s supply 

chain. 

c. Lumen acknowledges that if the Government exercises the authority provided 

in section 806 Pub. L. 111.383 to limit disclosure of information, that no action 

undertaken by the Government under such authority shall be subject to 

review in a bid protest before the Government Accountability Office or in any 

Federal court. 
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d. Lumen includes the substance of this clause, including this paragraph (e) in 

all subcontracts involving the development or delivery of any information 

technology, whether acquired as a service or as a supply. 
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o This data will be a realistic simulation of actual customer data 

o The test data will include, in some tests, intentional errors intended to test the 

Lumen’s BSS error handling 

 BSS testing will follow a tiered approach: 

o Lumen will accept multiple Test Cases for the Test Scenarios defined in 

Section E.2.1.2 of the RFP 

o Lumen will successfully execute each Test Case with one or more test data 

sets 

o GSA will group Test Data Sets into Test Subcases: 

 Each Test Subcase will contain data sets intended to test a specific “real 
world” Test Case (e.g., a complete and accurate disconnect order) 

 Each test subcase will include at least two complete Test Data Sets 

 BSS functional testing acceptance: 

o Lumen’s BSS will not have completed functional testing until all BSS Test 

Scenarios (Section 4 of this Plan) have passed and in accordance with 

Section H.21, Lumen may only accept and process task orders or service 

orders, provision or deliver services and bill for services after we receive 

written notification (1) from the CO that it has passed BSS testing and (2) 

from GSA that it has successfully completed security testing in accordance 

with G.5.6. 

o A Test Scenario is considered passed when the Lumen’s BSS properly 

handles each associated Test Case 

o A Test Case is considered passed when the Lumen’s BSS properly handles 

each associated subcase twice in succession using different data sets 

o A subcase is considered passed when Lumen’s BSS properly handles the 

data sets following the prescribed actions with no errors or warnings 
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4.2 Scope [L.30.2.3, E.2.1.1] 

Lumen will perform BSS verification testing in accordance with our GSA-

approved BSS Verification Test Plan at a mutually acceptable date with the 

Government. Lumen will coordinate with GSA to allow Government representatives to 

observe all or any part of the verification testing. The scope of required BSS testing 

conducted with this plan includes: 

 Verification that all BSS functional, regression, load, and security requirements 

have been successfully met 

 Testing for all management and operation functions supporting Ordering, Billing, 

Inventory Management, Disputes, SLA Management and Trouble Ticketing 

processes that are described in Sections G.3—G.8 and Section J.2  

 Security testing based on functional requirements described in Section G.5.6 

BSS Security Requirements. The security requirements acceptance will be 

based on Assessment and Authorization (A&A) and FedRAMP certification, if 

applicable 

 Execution of multiple Test Scenarios and Test Cases (see Section 4.0 of this 

Plan)  

 Execution of Test Cases for quality, utility and customer access features 

In addition, after we successfully pass the initial acceptance testing described in 

this plan, we will perform retests as requested by the Government to ensure continued 

compliance each time a new service is offered, or we modify features and/or 

functionality of the BSS that affect the functional requirements described in Sections G. 

If the Government requests this retest, Lumen will provide a BSS Verification Test 

Results report, including analysis, within 7 days after performance of the tests. This 

testing will continue until the results are acceptable to the Government. 
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4.3 Methodology and Approach to Verification Test scenarios and test cases 

[E.2.1.5.1] 

Lumen’s BSS Test Strategy is designed to ensure that all Test Scenarios and 

Test Cases defined by GSA are thoroughly exercised to ensure all appropriate 

combinations of test situations are covered. In addition, all RFP references are mapped 

against the Test Scenarios to ensure that the original intent of each requirement is 

accurately captured. 

In order to streamline the process and to facilitate evaluation, we will develop test 

scripts to organize the testing in the most logical sequence possible, with pre-defined 

data input, expected output, and defined testing iterations and phases. Test data input 

and output will be carefully identified to clearly indicate the associated test packages 

involved in specific testing tasks. 

The process is also designed to flow in a logical manner, which simulates actual 

real-world work scenarios. Order establishment is followed by typical MACD (move, 

addition, change and delete) scenarios to exercise system capabilities. Billing and 

inventory output is also provided at the appropriate points in the process. Using this 

method, every order flow, billing, and inventory scenario is represented by appropriate 

testing. BSS security and functionality testing is supported as detailed in Section 4.13 of 

this Plan as well as account management, including setup and role-based access.  

4.4 Test Scenarios and Test Cases [L.30.2.3 (4), E.2.1.2, E.2.1.3, G.3 - G.5, G.7, J.2] 

The Government has defined 13 Test Scenarios and 38 Test Cases that must 

pass acceptance testing. All Test Scenarios and Test Cases described in this section 

must pass within 12 months from the date of issuance of the NTP, or else the contract 

will be canceled. Figure 4.4-1 contains a high-level list of BSS Test Scenarios for which 

the BSS must pass the defined acceptance criteria. Each Test Scenario is associated 

with one or more Test Cases defined in the subsections that follow. Lumen will address 

the specific functional requirements defined in the relevant portions of the EIS RFP 

Sections G and J in the Test Scripts we develop for each test scenario. The Test Scripts 
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 Date of Test Performed 

 Acceptance Criteria 

 Test Result (Pass/Fail) 

In addition, Lumen will include the following data as applicable: 

 Attendance and Participation in the Test 

 Names of Test manager, test lead and test team members 

 Description of each defect found, by type, by class, and severity 

 Disposition of the defect 

 Disposition of the overall testing 

4.6 Timeline and Test Sequencing [E.2.1.5.1] 

Lumen will provide BSS verification testing as required in Section E of the EIS 

RFP and based on the following timeline and sequencing. 

 Draft BSS Verification Test Plan submitted with proposal 

 Final BSS Verification Test Plan submitted 30 days after NTP 

 Final BSS Verification Test Plan accepted or rejected by Government within 21 

days 

 Revisions to BSS Verification Test Plan 14 days after receipt of Government 

comments 

 Internal testing of the Lumen BSS 

 Written notice to the Government of Lumen’s BSS passing internal testing 

 Testing of the cases in section 4.1 through 4.13 in support of the 13 test 

scenarios between the Lumen BSS and the Government BSS. An acceptable 

mutually agreed upon date for testing will be determined.  

 Lumen will provide the Government with a BSS Verification Test Results Report 

that includes analysis of the current testing and a summary table of all 

previously submitted test results, within seven days after performance of the 

tests.  

 The Government reserves 14 days to accept or reject the test results 
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 Federal Information Security Management Act (FISMA) of 2002, available at: 

http://csrc.nist.gov/drivers/documents/FISMA-final.pdf. 

 Clinger-Cohen Act of 1996 also known as the “Information Technology 

Management Reform Act of 1996,” available at: 

https://www.fismacenter.com/clinger%20cohen.pdf.  

 Privacy Act of 1974 (5 U.S.C. § 552a). 

 Homeland Security Presidential Directive (HSPD-12), “Policy for a Common 

Identification Standard for Federal Employees and contractors,” August 27, 

2004; available at: http://www.idmanagement.gov/. 

 OMB Circular A-130, “Management of Federal Information Resources,” and 

Appendix III, “Security of Federal Automated Information Systems,” as 

amended; available at: 

http://www.whitehouse.gov/omb/circulars_a130_a130trans4/.  

 OMB Memorandum M-04-04, “E-Authentication Guidance for Federal 

Agencies.” (Available at: http://www.whitehouse.gov/omb/memoranda_2004). 

 FIPS PUB 199, “Standards for Security Categorization of Federal Information 

and Information Systems.” 

 FIPS PUB 200, “Minimum Security Requirements for Federal Information and 

Information Systems.” 

 FIPS PUB 140-2, “Security Requirements for Cryptographic Modules.” 

 NIST Special Publication 800-18 Rev 1, “Guide for Developing Security Plans 

for Federal Information Systems.” 

 NIST Special Publication 800-30 Revision 1, “Guide for Conducting Risk 

Assessments.” 

 NIST Special Publication 800-34 Revision 1, “Contingency Planning Guide for 

Federal Information Systems.” 

 NIST SP 800-37, Revision 1, “Guide for Applying the Risk Management 

Framework to Federal Information Systems: A Security Life Cycle Approach.” 
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 NIST Special Publication 800-47, “Security Guide for Interconnecting 

Information Technology Systems.” 

 NIST Special Publication 800-53 Revision 4, “Security and Privacy Controls for 

Federal Information Systems and Organizations.” 

 NIST Special Publication 800-53A, Revision 4, “Assessing Security and Privacy 

Controls in Federal Information Systems and Organizations: Building Effective 

Security Assessment Plans.” 

 NIST SP 800-61 Revision 2, “Computer Security Incident Handling Guide.” 

 NIST Special Publication 800-88 Revision 1, “Guidelines for Media Sanitization.” 

 NIST Special Publication 800-128, “Guide for Security-Focused Configuration 

Management of Information Systems.” 

 NIST Special Publication 800-137, “Information Security Continuous Monitoring 

for Federal Information Systems and Organizations.” 

In addition to complying with the requirements identified in the Government 

policies, directives and guides specified above, Lumen will comply with the current GSA 

policies, directives and guides listed below: 

 GSA Information Technology (IT) Security Policy, CIO P 2100.1(I). 

 GSA Order CIO P 2181.1 “GSA HSPD-12 Personal Identity Verification and 

Credentialing Handbook”. 

 GSA Order CIO 2104.1, “GSA Information Technology (IT) General Rules of 

Behavior.” 

 GSA Order CPO 1878.1, “GSA Privacy Act Program.” 

 GSA IT Security Procedural Guide 01-01, “Identification and Authentication.” 

 GSA IT Security Procedural Guide 01-02, “Incident Response.” 

 GSA IT Security Procedural Guide 01-05, “Configuration Management.” 

 GSA IT Security Procedural Guide 01-07, “Access Control.” 

 GSA IT Security Procedural Guide 01-08, “Audit and Monitoring.” 

 GSA IT Security Procedural Guide 04-26, “FISMA Implementation.” 
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 GSA IT Security Procedural Guide 05-29, “IT Security Training and Awareness 

Program.” 

 GSA IT Security Procedural Guide 06-29, “Contingency Plan Testing.”  

 GSA IT Security Procedural Guide 06-30, “Managing Enterprise Risk.” 

 GSA IT Security Procedural Guide 06-32, “Media Protection Guide.” 

 GSA IT Security Procedural Guide 07-35, “Web Application Security Guide.” 

 GSA IT Security Procedural Guide 08-39, “FY 2014 IT Security Program 

Management Implementation Plan.” 

 GSA IT Security Procedural Guide 08-43, “Key Management Guide.” 

 GSA IT Security Procedural Guide 10-50, “Maintenance Guide.” 

 GSA IT Security Procedural Guide 11-51, “Conducting Penetration Test Exercise 

Guide.” 

 GSA IT Security Procedural Guide 12-63, “GSA’s System and Information 

Integrity.” 

 GSA IT Security Procedural Guide 12-64, “Physical and Environmental 

Protection.” 

 GSA IT Security Procedural Guide 12-66, “Continuous Monitoring Program.” 

 GSA IT Security Procedural Guide 12-67, “Securing Mobile Devices and 

Applications Guide.” 

 GSA IT Security Procedural Guide 14-69, “SSL / TLS Implementation Guide.” 

 NIST SP 800-144 Guidelines on Security and Privacy in Public Cloud Computing 

December 2011. 

 The Committee on National Security Systems Instruction (CNSSI) No. 5000, 

“Guidelines for Voice over Internet Protocol (VoIP) Computer Telephony,” April 

2007. 
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5.0 EIS SERVICES VERIFICATION TEST PLAN [L.30.2.4, M.2.2, E.2.2, E.2.2.1, F.2.1 

(36), C.2, G.8] 

5.1 Purpose and Objective 

Lumen’s EIS Services Verification Test Plan presented in this document is intended 

as a means to ensure services ordered by customer agencies meet performance 

requirements stated in the EIS contract and, as required, subsequent Task Order (TO) 

award. The objective of the verification and acceptance tests is to ensure satisfactory 

end-to-end service performance and proper operation of all ordered features and 

functions. Performance will be considered satisfactory when services, equipment, 

systems and their associated features and functions perform as specified in the contract 

and TO. 

5.2 EIS Test Plan Change Control 

Upon GSA approval, this plan constitutes Version 3.0 of the EIS Services 

Verification Test Plan. Changes to this document occur under the following scenarios, 

with all changes subject to GSA and awarding agency review and approval: 

Addition of New Services. As Lumen’s service offerings under the EIS contract 

evolve during the life of the contract, additional test cases will be submitted for all 

new services added to the contract with the contract modification.  

Task-Order Specific Testing. An agency may define additional testing in the TO. 

Lumen will submit additional test cases based on these requirements, and 

conduct associated testing upon TO award. 

Changes to Existing Services. As regulations, standards, technologies, and 

services evolve, Lumen will update tests outlined in this document to ensure 

currency and compliance to new requirements. 

5.3 Verification And Acceptance Testing Approach [E.2.2.5] 

Lumen will comply with all requirements in Section E.2.2.5 of the solicitation. Lumen 

provides verification and acceptance testing of all awarded EIS Services as described in 

Figure 5.3-1. Upon TO award, Lumen completes verification and acceptance testing 
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Figure 5.4.1.2-1. Lumen’s Teammate’s PaaS and SaaS FedRAMP Certificate 
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1800 F St NW 
Washington, DC 20405 
www.FedRAMP.gov 

 
December 14, 2015 
 
Mr. Stephen R. Kovac 
Vice President, Colocation and Cloud Services  
Day1 Solutions, Inc. 
1751 Pinnacle Drive, Suite 425 
McLean, VA 22102 
 
Mr. Kovac, 
 
The Joint Authorization Board (JAB) of the Federal Risk and Authorization Management 
Program (FedRAMP) has completed the security review of the Day1 Solutions Virtual Federal 
Image (VFI). Based on the Federal Information Processing Standard (FIPS) security 
categorization of “Moderate” (Confidentiality: Moderate, Integrity: Moderate, Availability: 
Moderate) and the FedRAMP Security Assessment Process1, the JAB has determined that the 
VFI meets the information security requirements and is granted FedRAMP Provisional 
Authorization to Operate (P-ATO). Based on the third-party assessment conducted by Kratos 
SecureInfo, and review by the JAB, there are no outstanding high vulnerabilities.  
 
The security authorization of the information system will remain in effect for a length of time in 
alignment with Office of Management and Budget Circular A-130, currently three years from the 
date of this letter, as long as:  
 

1. Day1 Solutions satisfies the requirement of implementing continuous monitoring 
activities, as documented in FedRAMP’s continuous monitoring requirements, and 
the VFI Continuous Monitoring Plan. 

2. Day1 Solutions mitigates all open low and moderate POA&M action items, agreed to 
in the Security Assessment Report (SAR).  

3. Significant changes or critical vulnerabilities are identified and managed in 
accordance with applicable Federal law, guidelines, and policies. 

 
The Day1 Solutions VFI is delivered as an Infrastructure-as-a-Service (IaaS) offering using a 
multi-tenant community cloud computing environment. It is available to U.S. Federal, state, and 
local government entities.  
                                                 
1 FedRAMP Security Assessment Process is available at www.fedramp.gov. 
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Lumen was named to 2015 CDP S&P 500 Leaders List. Carbon Disclosure 

Project (CDP) is an international, not-for-profit organization providing the only global 

system for companies and cities to measure, disclose, manage and share vital 

environmental information. This report tracks how the world’s largest companies are 

responding to climate change and highlights companies taking action. 

For EIS, particularly in the long term, this strategy is in part influenced by certain 

consequences of climate change such as increased risks of flood or other catastrophic 

climate events, as well as rising energy, fuel, and material costs. 

6.2.1 Reporting [G.12.1, E.O. 13693] 

Lumen will provide sources of publicly available information regarding Lumen-

wide environmental impacts and sustainable management practices on Lumen’s EIS 

webpage  

Lumen is an active participant in the CDP. Annually, we respond to the Climate 

Change and Supply Chain questionnaires, providing information on our sustainability 

initiatives and progress during the previous year. Our responses are publicly available 

on the CDP.net website. We believe this level of transparency benefits our customers, 

demonstrates our commitment to corporate social responsibility and accountability, and 

contributes information that is valuable to the telecommunications industry. 

All Lumen sustainability disclosures and reporting are be kept up-to-date and 

accurate and will be made available for agency use to directly support the Agency 

Adaptation Plans of agencies procuring services through the EIS contract. Lumen 

understands that sustainability-related standards, including estimates of the lifecycle 

costs and environmental impacts of proposed solutions, will apply at the Task Order 

level. 

6.2.2 Climate Change Adaptation in Design and Operations of Services 

Climate change adaptations will be considered in the design and operations of 

services provided under this contract. Lumen’s strategy supports our Federal agency 

customers’ efforts to reduce carbon emissions through dematerialization, virtualization, 
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e-commerce, and smart grid technologies. It also demonstrates our commitment to 

mitigate the environmental impact of our own operations. We took steps to improve our 

processes for identifying our risks related to climate change, evaluating improvement 

opportunities, taking action to mitigate our environmental impacts, and communicating 

our progress to stakeholder groups.  

We built the Lumen network with resilience in mind, using physical plant 

components and redundant systems to support continuous, uninterrupted services for 

our customers. Hardware, however, is only part of the solution. Advance planning to 

develop and rehearse strategies that capitalize on all of our capabilities and enable us 

to recover our services quickly remains essential. A cross-functional business continuity 

planning structure spans all regions of the company, adhering to the business continuity 

policy and framework. As a result, Lumen delivers uninterrupted service and gives our 

customers confidence that our services will run with minimal interruptions, regardless of 

the effects of climate change. 

6.2.3 Incorporating Climate Change Adaptation in Risk Management Plan 

Lumen’s climate risk management plan incorporates climate change adaptation 

strategies into risk management programs to reduce property, infrastructure, and supply 

chain vulnerabilities. Figure 6.2.3-1 depicts the Lumen Business Continuity Planning 

Risk Management Lifecycle.  

 
Figure 6.2.3-1. Business Continuity Planning – Risk Management Lifecycle. 

Lumen’s Risk Management Process supports Climate Change Adaptation. 
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to alternate carriers, alternate Network Operations Centers (NOC) (mirrored, with 

automatic failover), and alternate storage and spares sites. 

Lumen has a demonstrated ability to restore service after a catastrophic event 

such as Superstorm Sandy. Unlike other carriers in the region, we did not experience 

flooding in our network facilities. Working with local power companies and the U.S. 

Army Corps of Engineers, we were able to restore service quickly to our customers. 

Following the tsunami and nuclear disaster in Fukushima, Japan, Lumen restored two 

circuits terminating in Yakota, Japan in just two (2) days, enabling our DoD customer to 

get back up and running. We then restored a third circuit terminating in Misawa, Japan 

by rerouting it around the disaster zone. In the Middle East, we have restored service in 

areas affected by Islamic State fighting or other hostilities, by routing through alternate 

countries and using undersea assets as necessary. 

Resilient Supply Chain. Recognizing the importance of our suppliers and 

vendors in enabling us to support our customers, Lumen incorporates risk planning into 

our supply chain relationships. We evaluate each supplier’s resiliency and work with 

them to develop an action plan. We also include suppliers in exercises of our own action 

plans. Contracts include business continuity service level agreements that may involve 

use of alternative transportation methods, or delivery to one of our geographically 

dispersed spares depots, managed by UPS – one in every major market. 

We also maintain an active roster of alternate suppliers and carriers around the 

world. This has proven especially important with OCONUS, where host nation permits 

may be required. In supporting a DoD customer in the Middle East, we were able to 

quickly mobilize a regional support vendor in the Middle East when the host nation 

denied base access to our primary vendor. Our mutual agreements with international 

and regional telecommunications carriers provide rapid rerouting capabilities to 

supplement our own extensive network. 
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6.2.4.3 Testing and Revision  

Our worldwide Lumen facilities test our mitigation strategies annually. These 

tests include tabletop exercises, which take the form of a group discussion of a 

hypothetical scenario, and operational exercises, which are live, real-time simulations of 

real-world scenarios. Following each exercise, we capture lessons learned and evaluate 

what worked and what needs improvement. We use this analysis to develop and 

implement an after-action plan. If the exercise did not meet all objectives, we revise 

relevant aspects of the mitigation strategy and provide training to our personnel on the 

revised strategy. 

6.2.5 Reporting and Regulatory Compliance [F.2.1 (84-85), G.12.1, E.O. 13693] 

Lumen’s management systems and written policies enforce compliance with 

laws, rules, and regulations that are applicable to our business in all countries in which 

we operate. These include Executive Orders 13693, as applicable to EIS. Our EIS 

Contractor Program Management Office (CPMO) will notify the agency and the GSA 

CO immediately if conditions arise thought to be non-compliance with the applicable 

Executive Order. 

In accordance with EIS contract requirements, we submit to GSA an annual EIS 

Climate Change Adaptation, Sustainability, and Green Initiatives Report (deliverable 

EIS RFP Section F.2.1 (85)) that reflects our progress during the previous year. As 

previously noted Lumen uses accredited third parties like CDP for corporate 

sustainability reporting. 

Additionally, we revise this Climate Change Risk Management Plan (deliverable 

EIS RFP Section F.2.1 (84)) as needed to accommodate new regulatory requirements, 

newly identified climate risks, and new mitigation strategies. 

6.3 Sustainability and Green Initiatives [G.12.2, E.O. 13693] 

6.3.1 Sustainable Products 

Lumen will provide sustainable products and services whenever possible under 

the EIS contract.  Lumen will comply with EIS RFP Section G.12.2 and provide products 
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and Information and Communications Equipment (ICT) equipment that is sustainable 

and energy efficient to the greatest extent possible.  It should be noted that Energy Star 

and EPEAT program compliance generally applies to IT equipment vs. ICT equipment.  

None of the current Lumen suppliers of ICT equipment are participating manufacturers 

in the EPEAT program.  

If Lumen opts to offer Energy Star-certified, low standby power, or EPEAT-

registered products then we will identify by model which products offered are Energy 

Star-qualified/certified, meet FEMP low standby power levels, and/or EPEAT-registered, 

with EPEAT-registered products broken out by registration level of bronze, silver, or 

gold. 

6.3.2 Sustainability in Design and Operations of Services 

Both the sustainable acquisition and data center requirements of Executive Order 

13693 – Planning for Federal Sustainability in the Next Decade will be considered in the 

design and operations of Lumen services to be provided under this contract. The 

leadership and employees of Lumen are committed to always doing the right thing, 

demonstrating good corporate citizenship in the communities in which we operate, 

including being good stewards of the environment. In 2013, we launched Lumen Cares, 

our global Corporate Social Responsibility (CSR) program, consisting of initiatives built 

around employee volunteerism, charitable giving, and our environmental sustainability 

program.  

At Lumen, environmental sustainability is managed by a cross-functional team 

that includes Corporate Health Safety & Environment, Utility and Energy Management, 

Supply Chain Management, Real Estate, Field Services/Environmental Management, 

and Lumen Cares. This team periodically evaluates the environmental impact of the 

company’s operations and collaborates with stakeholder groups to identify, evaluate, 

and help implement innovative strategies, technologies, process improvements, or other 

solutions to mitigate these impacts.  
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stations (four ports with reporting functionality) for employee use. Since inception in 

2013, this program has yielded the following results: 

 Charging sessions – 2,751  

 Carbon emissions avoided – 9,483 kilograms 

 Gasoline saved – 2,833 gallons 

6.3.2.4 Waste Management and Reduction 

Lumen’s waste management and reduction program mitigates environmental 

impacts through source reduction/re-use and recycling. 

6.3.2.4.1 Source Reduction/Reuse 

Source reduction reduces or 

eliminates the generation of waste at the 

source and reduces the use of 

hazardous materials in production. We 

achieve source reduction/ reuse through 

redeploying equipment to extend its 

useful lifespan, selling end-of-life 

equipment on the secondary market, 

and avoiding the generation or 

procurement of unnecessary items. For 

example, expanding our paperless billing 

programs, using double sided printing as 

a default printer setting, and removing 

Lumen from sources of junk mail, we 

avoid waste that results in the a variety 

of environmental benefits. 

6.3.2.4.2 Reuse/Recycling 

Our recycling programs include 

the reuse or recovery of in-process materials or materials generated as byproducts that 

Figure 6.3.2.4.2-1. Lumen Recycling 
Programs. Lumen Recycling Programs are 
comprehensive and support Federal/GSA 

Sustainability and Green Initiatives. 
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can be processed further onsite or sent offsite to reclaim value (Figure 6.3.2.4.2-1). 

Lumen has implemented recycling programs to achieve our corporate social 

responsibility objectives, maintain regulatory compliance, and mitigate environmental 

impacts. These efforts have included: 

 Recycling 1,375 tons of end-of-life batteries, thereby preventing an estimated 

920 tons of lead and 138 tons of sulfuric acid from entering the environment 

 Recycling 167 tons of company owned electronic waste such as computers, 

monitors, laptops, printers, mobile phones, and servers that require special 

handing due to the presence of regulated hazardous chemicals. Recycling these 

waste electronics resulted in avoiding: 

o 881 tons of GHG emissions (equivalent to eliminating 537 cars from the road 

for 1 year) 

o 56,470 tons of air emissions and 32,048 gallons of water consumption 

o Energy use equivalent to that required by 1,236 homes for 1 year 

o Generating a volume of hazardous waste equivalent to the weight of 13,517 

bricks 

o Recycling/composting 92 tons of office waste at our Broomfield, CO 

headquarters; thereby preventing: 

 2,609 pounds of air pollution 

 Energy use equivalent to that required by 22 homes for one (1) year 

 304,305 gallons of water and 7,175 gallons of gasoline 

 139 cubic yards of landfill space and 739 trees 

6.3.3 Compliance with Climate Change Adaptation Conditions 

Lumen will comply with the climate change adaptation conditions described in the 

aforementioned EO and other applicable laws, regulations, and directives.  



General Services Administration (GSA)   
Enterprise Infrastructure Solutions (EIS)  Contract # GS00Q17NSD3006 
 Mod #: P00310 
 Submission #: CL01001.01a 
 

Vol. 2 Management   6-16 
Use or disclosure of data contained on this page is subject to the restrictions on the title page of this contract. 

6.3.3.1 Notification of Non Compliance 

Lumen will notify the agency and GSA COR immediately if conditions arise 

thought to be out of compliance with aforementioned EO and other applicable laws, 

regulations, and directives. 

6.3.3.2 Applicable Products Covered Under Federal Energy Programs 

Lumen will comply with EIS RFP Section G.12.2 and provide products and 

Information and Communications Equipment (ICT) equipment that is sustainable and 

energy efficient to the greatest extent possible.  It should be noted that Energy Star and 

EPEAT program compliance generally applies to IT equipment vs. ICT equipment.  

None of the current Lumen suppliers of ICT equipment are participating manufacturers 

in the EPEAT program. 

6.3.3.3 Data Centers Meeting Power Efficiency Targets 

Lumen’s data centers and cloud services power utilization efficiencies are 

covered in Section 6.3.5 of this plan. 

6.3.4 EPEAT and Energy Star [G.12.2.1, G.12.2.2, E.O. 13423] 

Under this contract, Lumen will deliver, furnish for government use, or furnish for 

contractor use at a federally-controlled facility, commercially available equipment that 

was EPEAT bronze-registered at the bronze level or higher throughout the life of the 

contract. In procuring equipment for Lumen service-providing facilities, we seek 

products that support our energy-efficiency and air emissions reduction objectives.  

In accordance with EIS contract requirements, we submit to GSA an annual EIS 

Climate Change Adaptation, Sustainability, and Green Initiatives Report (deliverable 

F.2.1 (85)) that reflects our progress during the previous year. As previously noted 

Lumen uses accredited third parties like CDP for corporate sustainability reporting. 

6.3.5 Data Centers and Cloud Services [F.2.1 (86), G.12.2.3, E.O. 13693] 

Lumen currently does not have data centers meeting power utilization 

efficiencies (PUE) between 1.2 and 1.4 on an annualized basis. Under the EIS contract 

Lumen will report annually the PUE of data centers used under the EIS contract. 
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Lumen Policies  Business Continuity Policy 

 Lumen Cares Program 

 Waste Management Guidelines 
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agency’s reporting needs through the life of the contract. The sample mock-up of the 

report, as represented in Figure 7.2.1-1 below in Microsoft Excel, contains the following 

fields:  

 Total Billed Charges for All agencies 

 Total Billed Charges for All Direct Billed agencies 

 Remaining Obligation under the Minimum Revenue Guarantee 

 Remaining Amount of Unspent Dollars Under the Maximum Contract Dollar 

Limitation 

 Total Billed Charges to be Reconciled 

7.2.2 Proven Financial Reporting Performance on GSA’s current contract vehicles 

Lumen, as a GSA contract holder under Networx, WITS 3, GRITS and Schedule 

70, provides monthly financial status reports that are both timely and accurate. Figure 

7.2.2-1 is an example of the current Networx monthly report and includes the following 

data: 

 Invoice number 

 AHC number 

 Service Type 

 Date Submitted 

 Invoice amount  

 Days outstanding 

 Adjustments as applicable 

 Total paid 

 Total due direct 

 Remaining dollar obligation for the minimum revenue 

 Remaining unspent maximum revenue 
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Figure 7.2.1-1. Sample of Lumen’s EIS Contract Monthly Report 

 
 







General Services Administration (GSA)   
Enterprise Infrastructure Solutions (EIS)  Contract # GS00Q17NSD3006 
 Mod #: P00310 
 Submission #: CL01001.01a 
 

Vol. 2 Management   8-1 
Use or disclosure of data contained on this page is subject to the restrictions on the title page of this contract. 

8.0 BSS RISK MANAGEMENT PLAN [L.30.2.7, M.2.2, G.5.6] 

8.1 Introduction [G.5.6] 

Lumen’s EIS Business Support Systems (BSS) Risk Management Framework 

Plan addresses system security in accordance with EIS RFP Section G.5.6.  

8.2 BSS Risk Management Framework Plan [G.5.6.1, G.5.6.2] 

Lumen ensures security requirements are met for the BSS which will be defined 

in the BSS System Security Plan (BSS SSP), at a Moderate impact level and will 

support Government security and authorization efforts. Lumen also supports the 

Government’s efforts to verify that these standards are being met. Lumen is committed 

to maintaining the security, integrity and availability of its services, networks and 

customer data transported via Lumen services. Lumen operates an integrated security 

architecture managed by several dedicated security groups. The responsibilities of 

these security departments are to identify and correct vulnerabilities that affect the 

commercial and internal netwroks, associated products and services and related 

support systems. Lumen believes that early detection and analysis of security threats 

and exposures that impact the network is critical to providing  a consistent assessment 

of the security level being provided. The EIS BSS risk management framework supports 

the following goals: 

 Integration of information security requirements into the service architecture and 

corresponding system development life cycle 

 Implementation of continuous monitoring to support ongoing security 

authorization decisions 

 Implementation of appropriate risk mitigation strategies 

In order to develop an effective and relevant security control selection that will 

ensure that Lumen is able to meet Confidentiality, Integrity and Available objectives in 

the EIS BSS environment, we have established the BSS Risk Management Framework 

(RMF) with guidance from the  the following documentation: 
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 Federal Information Security Management Act (FISMA) of 2002; (44 U.S.C. 

Section 301. Information security) 

 Federal Information Security Modernization Act of 2014; (to amend Chapter 35 

of 44 U.S.C.) 

 FIPS PUB 199, “Standards for Security Categorization of Federal Information 

and Information Systems.” Dated February 2004. 

 FIPS PUB 200, “Minimum Security Requirements for Federal Information and 

Information Systems.” Dated March 2006. 

 NIST SP 800-18 Revision 1, “Guide for Developing Security Plans for Federal 

Information Systems.” Dated February 2006. 

 NIST SP 800-30 Revision 1, “Guide for Conducting Risk Assessments.” Dated 

September 2012. 

 NIST SP 800-34 Revision 1, “Contingency Planning Guide for Information 

Technology Systems.” Dated May 2010. 

 NIST SP 800-37 Revision 1, “Guide for Applying the Risk Management 

Framework to Federal Information Systems: A Security Life Cycle Approach.” 

Dated February 2010. 

 NIST SP 800-40 Revision 3, “Guide to Enterprise Patch Management 

Technologies.” Dated July 2013. 

 NIST SP 800-47, “Security Guide for Interconnecting Information Technology 

Systems.” Dated August 2002. 

 NIST Special Publication 800-53 Revision 4, “Security and Privacy Controls for 

Federal Information Systems and Organizations.” Dated April 2013. 
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 NIST Special Publication 800-53A, Revision 4, “Assessing Security and Privacy 

Controls in Federal Information Systems and Organizations, Building Effective 

Assessment Plans.” Dated December 2014. 

 NIST SP 800-60 Revision 1, “Guide for Mapping Types of Information and 

Information Systems to Security Categories.” Dated August 2008. 

 NIST SP 800-60 Revision 1, “Guide for Mapping Types of Information and 

Information Systems to Security Categories.” Dated August 2008. 

 NIST SP 800-160 “Systems Security Engineering.” Draft dated May 2014. 

 NIST SP 800-161 “Supply Chain Risk Management Practices for Federal 

Information Systems and Organizations.” Dated April 2015. 

 NIST SP 800-171, “Protecting Controlled Unclassified Information in the 

Nonfederal Information Systems and Organizations.” Dated June 2015. 

 DODI 8510.01 “Risk Management Framework (RMF) for DOD Information 

Technology (IT).” Dated 12 March 2014. 

The Lumen Security Compliance organization is responsible for the design, 

maintenance and enforcement of the security framework and other security initiatives 

within Lumen Communications. The Security Compliance organization is led by the 

Chief Information Security Officer (CISO). The Security Compliance organization 

supports the governance of Tier 1 functions described in NIST 800-37.    

From the EIS BSS perspective, NIST 800-37 Tier 2 risk management functions 

are overseen by the Security Architecture and Security Engineering organizations. 

Security Architecture provides a focus for research and development in identifying, 

investigating and testing newly discovered security trends, capabilities and 

technologies. This group is also responsible for the overall security architecture used to 

protect the Lumen systems and infrastructure. Security Engineering provides a 

dedicated focus for the development and/or purchase of security technology that 
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ensures the security and integrity of Lumen’s assets and infrastructure as well as the 

testing and integration of that technology into the logical and physical environement. 

Additionally, the Lumen Information Technology and Product Development 

organizations are responsible for information systems associated with a given service 

and the respective Systems Development Life Cycle (SDLC) management of internally 

developed systems. The Lumen procurement organization is also integrated into this 

layer to ensure that risk management constructs are incorporated into the 

procurement/supply chain. 

Within the EIS BSS risk management construct, there are multiple Lumen 

organizations supporting  relative NIST 800-37 Tier 3 support functions. The Network 

Operations (NOC) and Security Operations (SOC) groups provide 24/7 monitoring and 

incident management to all operational aspects including security threats. The Network 

and Security Advanced Services organizations provide Tier III support for the 

Enterprise, Managed Security Services, Facilities and Lawful process to ensure the 

availability and reliabiltiy of network and security applications and services within 

defined SLAs. These organization also ensure that all processes are adhered to in the 

documentation and implementation of systems. Additionally, Lumen maintains a 

Security Threat Lab to provide an evaluation and assessment function to the Security 

Engineering department. The Security Threat Lab is used to regularly review 

commercial security products. They also perform assessments on the network, 

systems, applications and functions and test functional aspects of code used within the 

infrastructure. Protection of service infrastructure extends to the physical security of the 

service environment. Lumen’s Physical security organization develops, designs, 

deploys and maintains access control and video surveillance systems at Lumen 

locations worldwide. Following NIST 800-37 guidance, a representative Lumen EIS BSS 

Tiered Risk Management pyramid diagram is provided in Figure 8.2-1. 
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Figure 8.2-1. Lumen Tiered Risk Management Approach. 

RMF plans evolve, and this document summarizes the status of Lumen’s plan as 

of mid-January 2016 for the six RMF steps, recapped in Figure 8.2-2. At a high level, 

we are in Step 2 and will tune it and move to Step 3 as we conclude the Systems 

Design within our SDLC. To date, we have documented key functional and security 

requirements (including the SCRM, attached as Section 3 of the Management Volume), 

and key operational and security requirements within Lumen. Our security organization 

is engaged, assisting in the first risk analysis and assessment (RA-3), and is 

maintaining the BSS SSP following the guidance of NISP SP 800-18 Rev.1.  

 
 Figure 8.2-2. The Risk Management Framework Cycle.  
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Addressing each of its six steps, our current RMF follows. 

8.2.1 Step 1: Categorize Information System 

8.2.1.1 Security Categorization, RMF Task 1-1 

Lumen will utilize FIPS 199 for categorization guidance as well as EIS guidance 

associate with the SBU dataset. Attributes include: 

 Data Definition 

 Application Regulations, Policies and Standards 

 Confidentiality, Availability, Integrity Classifications 

 Risk Impact and Threat Analysis 

The security categorization of the EIS BSS is given as a MODERATE impact 

system. Although this conclusion is a given, Lumen has still conducted a risk 

assessment (RA-3) that is part of this RMF task. Among other items, the risk 

assessment recognized the information to be processed by the EIS BSS, that this 

processing may, upon customer request, include decrypting information considered 

encryption-secured, that all information must be stored, and that, in some cases, 

personal information could be exposed to the system. The analysis also considered 

what bounds should be in place to control system access, as well as the consequences 

of a successful malware attack and exfiltration. 

8.2.1.2 Information System (EIS BSS) Description, RMF Task 1-2 

The EIS BSS will be built as a separate environment, based upon the existing 

OSS/BSS supporting Networx Enterprise and WITS 3. EIS specific BSS features and 

modifications will be added as required. The core system security features of the 

incumbent systems will be leveraged to meet BSS security requirements. Lumen’s 

current BSS includes strong authentication and is built for high availability, which 

supports our Disaster Recovery (DR), Business Contingency Planning (BCP), and 

Continuity of Operations Planning (COOP) program capabilities. For EIS, our BSS 

solution will support all BSS Component Service Requirements specified in Section 

G.5.4 of the EIS RFP. These systems interface with our back-end systems to provide 
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provisioning and operational support through a secure boundary with well-defined 

interface specifications controlled through a Lumen DMZ and firewall platforms. 

The methods, procedures and controls implemented within the BSS security 

boundary protect government information within the BSS operating envorinment. All EIS 

related government information is contained within the BSS security boundary. 

Government information passed to systems outside of the BSS security boundary is 

obfuscated.  

Lumen’s GSA Customer Portal is a secure, Internet-accessible Web-based user 

interface to the BSS that supports ordering, billing, inventory, provisioning, and network 

management of services procured via the GSA EIS program.  

The current portal architecture has been well received by our agency customers 

and includes robust support for service ordering, operational support, billing, inventory 

management, trouble handling, training, and customer service. The current GSA 

Customer Portal delivers real-time program information from operations, trouble 

ticketing, billing, ordering, and network performance systems.  

The services and features inherent in Lumen’s GSA Customer Portal are installed, 

operated, and maintained at Lumen facilities in Broomfield, CO and mirrored at the 

Lumen Network Operations Center in Atlanta, GA. The proposed EIS BSS environment 

will be deployed in the same facilities, utilizing common controls developed for the 

incumbent BSS environment.  

The Lumen GSA Customer Portal will be implemented using a service-oriented 

architecture to directly interface with the EIS BSS through secure Web services. This 

provides the Government and our operational groups a 24/7/365 real-time view into the 

EIS BSS redundant data clusters that protect against hardware failures. Our 

architecture includes dedicated servers to load-balance requests across the Web and 

application servers, optimizing the application’s performance and response time. 

The accreditation boundary surrounds hosted and managed servers and their 

network interfaces into the public internet and the edge of the Lumen network and 
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SSP will be developed to document relevant policies, process and controls. Attributes 

include: 

 Policy, Process Creation 

 Control Implementation – Center for Internet Security/security technical 

implementation guides (CIS/STIG) Checks, Boundary Validation 

By virtue of the high degree of control overlap between EIS BSS and other 

Lumen systems, security control implementation will be much easier than if we had no 

baseline from which to work. At this time, we are reviewing security controls that can be 

classified as common controls and are not likely to be influenced by supplier selection 

such as PE controls.  

In implementing security controls, Lumen adheres to the following set of internal 

guidelines for each control: 

 Description: The control’s implementation and how it satisfies the security 

requirement are described. 

 Responsibility: The people (or person) responsible for implementing and 

enforcing the control solution are named. 

 Review Policy: The periodicity (daily, weekly, monthly, etc.) for reviewing the 

control and its implementation is specified. This information includes the naming 

of who conducts the review and what initiates it. The review initiation can be 

according to a schedule and/or an event. 

 Documentation: Specify how reviews are documented and how we prove that 

the control is implemented and reviewed. If a published policy is the basis for the 

control’s implementation, then that policy will be included with the 

documentation. 

8.2.4 Step 4: Assess Security Controls  

Lumen ISSO/ISSM will execute an assessment of systems in the boundary in 

compliance with 800-53 and 800-53A assessment procedures to ensure the security 



General Services Administration (GSA)   
Enterprise Infrastructure Solutions (EIS)  Contract # GS00Q17NSD3006 
 Mod #: P00310 
 Submission #: CL01001.01a 
 

Vol. 2 Management   8-20 
Use or disclosure of data contained on this page is subject to the restrictions on the title page of this contract. 

controls were implemented as designed and operating as expected prior to initiating the 

EIS A&A process. Attributes include: 

 Audit and Assessment 

 Mitigation and Remediation 

 Re-assessment 

 Package submission 

 Security Assessment Report 

 Remediation 

The assessment plan has two phases: 

 Phase 1: Our internal IT Development teams will review the operational controls 

and implementation of the technical controls, and then perform vulnerability 

scanning of the system to ensure that it is functioning as designed. 

 Phase 2: Members of the Lumen Security team not involved with the design and 

build of Lumen’s GSA Customer Portal perform additional vulnerability testing 

and operational analysis to verify IT Development and Testing Team’s findings. 

8.2.5 Step 5: Authorize Information System (EIS BSS)  

Once our internal assessment activities are completed, Lumen will seek to 

authorize the system through GSA. 

8.2.6 Step 6: Monitor Security Controls  

As noted above in Section 8.3.2.3, we expect to automate the monitoring process 

to a practical level as only automation can provide near real-time monitoring. Lumen will 

utilize continuous monitoring strategy to ensure that EIS Boundary is maintained and 

managed based on categorization definition. Will report on the security state of the 

system to appropriate organizational officials via a quarterly POAM as well as Annual 

Assessment. 
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8.3 BSS System Security Plan (SSP) [G.5.6.4] 

The BSS SSP for the information system will initially be completed and submitted 

within 30 days of the NTP to include annual updates. At a minimum, Lumen will create, 

maintain and update the following security A&A documentation: 

Lumen will develop and maintain a Security Assessment Boundary and Scope 

Document (BSD) as identified in NIST SP 800-37. The BSD for the information system 

shall initially be completed and submitted within 15 days of the NTP to include annual 

updates. 

Lumen will develop and maintain Interconnection Security Agreements (ISA) 

developed in accordance with NIST SP 800-47. We will provide any ISAs for the 

information system with the initial security A&A package to include annual updates. 

The Lumen Team will develop and maintain a GSA NIST SP 800-53 R4 Control 

Tailoring Workbook as identified in GSA IT Security Procedural Guide 06-30, “Managing 

Enterprise Risk.” Using the template provided in RFP Section J.8, Column E of the 

workbook titled “Contractor Implemented Settings” will document all Lumen-

implemented settings that are different from GSA-defined settings, and where GSA-

defined settings allow a contractor to deviate. Lumen will provide a Control Tailoring 

Workbook for the information system with the initial security A&A package to include 

annual updates. 

Lumen will develop and maintain a GSA Control Summary Table for a Moderate 

Impact Baseline as identified in GSA IT Security Procedural Guide 06-30, “Managing 

Enterprise Risk.” Using the template provided in RFP Section J.8, Lumen will provide a 

GSA NIST SP 800-53 R4 Control Summary Table for the information system with the 

initial security A&A package to include annual updates.  

Lumen will develop and maintain a Rules of Behavior (RoB) for information 

system users as identified in GSA IT Security Procedural Guide 06-30, “Managing 

Enterprise Risk” and GSA Order CIO 2104.1, “GSA IT General Rules of Behavior.” 
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Lumen will provide an RoB for the information system with the initial security A&A 

package to include annual updates.  

Lumen will develop and maintain a System Inventory that includes hardware, 

software and related information as identified in GSA IT Security Procedural Guide 06-

30, “Managing Enterprise Risk.” We will provide a System Inventory for the information 

system with the initial security A&A package to include annual updates. 

Lumen will provide a Contingency Plan (CP), Disaster Recovery Plan (DRP) and 

Business Impact Assessment (BIA) for the information system with the initial security 

A&A package to include annual updates.  

Lumen will provide an Contingency Plan Test Plan (CPTP) for the information 

system with the initial security A&A package to include annual updates. 

Lumen will provide a Contingency Plan Test Report (CPTR) for the information 

system with the initial security A&A package to include annual updates.  

Lumen will provide a Privacy Impact Assessment (PIA) for the information 

system with the initial security A&A package to include annual updates.  

Lumen will provide a Configuration Management Plan (CMP) for the information 

system with the initial security A&A package to include annual updates.  

Lumen will develop and maintain a System(s) Baseline Configuration Standard 

Document (Reference: NIST SP 800-53 R4 control CM-2; NIST SP 800-128; GSA CIO-

IT Security 01-05). We will provide a well-defined, documented, and up-to-date 

specification to which the information system is built. Lumen will provide the System 

Baseline Configuration for the information system as a part of the CMP and will be 

submitted with the initial security A&A package to include annual updates (Reference: 

NIST SP 800-53 R4: CM-9).   

Lumen will develop and maintain System Configuration Settings (Reference: 

NIST SP 800-53 R4 control CM-6; NIST SP 800-128; GSA CIO-IT Security 01-05). We 

will establish and document mandatory configuration settings for information technology 

products employed within the information system that reflect the most restrictive mode 
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consistent with operational requirements. Systems will be configured in accordance with 

GSA technical guides, NIST standards, Center for Internet Security (CIS) guidelines 

(Level 1), or industry best practices in hardening systems, as deemed appropriate by 

the AO. System configuration settings will be included as part of the Configuration 

Management Plan and will be updated and/or reviewed on an annual basis.  

Lumen will provide an Incident Response Plan (IRP) for the information system 

with the initial security A&A package to include annual updates. We will test the IRP and 

document the results in an Incident Response Test Report (IRTR) (Reference: NIST SP 

800-53 R4 control IR-8; NIST SP 800-61; GSA CIO-IT Security 01-02 “Incident 

Response”). Lumen will provide an IRTR for the information system with the initial 

security A&A package to include annual updates.  

Lumen will develop and maintain a Continuous Monitoring Plan to document how 

continuous monitoring of information system will be accomplished. We will provide a 

Continuous Monitoring Plan for the information system with the initial security A&A 

package to include annual updates. 

All scans associated with the Plan of Action and Milestones (POA&M) will be 

performed as an authenticated user with elevated privileges. Scans will include all 

networking components that fall within the security accreditation boundary.  

If applicable, a Code Review Report will be submitted as an initial deliverable 

prior to placing the information system into production, when there are changes to code 

and on an annual basis.  

Lumen will allow GSA employees (or GSA-designated third-party contractors) to 

conduct security A&A activities to include control reviews in accordance with NIST SP 

800-53 R4 / NIST SP 800-53A R4 and GSA IT Security Procedural Guide 06-30, 

“Managing Enterprise Risk.”  

All critical and high-risk vulnerabilities will be mitigated within 30 days and all 

moderate risk vulnerabilities will be mitigated within 90 days from the date vulnerabilities 
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are formally identified. Updates will be provided on a monthly basis on the status of all 

critical and high vulnerabilities that have not been closed within 30 days. 

Lumen will deliver the results of the annual FISMA assessment conducted per 

GSA CIO IT Security Procedural Guide 04-26, “FISMA Implementation.”  

8.4 Additional Security Requirements [G.5.6.6] 

Lumen will ensure that proper privacy and security safeguards are adhered to in 

accordance with the FAR Part 52.239-1. 

The deliverables identified in RFP Section G.5.6.4 will be labeled 

“CONTROLLED UNCLASSIFIED INFORMATION” (CUI) or contractor-selected 

designation per document sensitivity.  

Lumen will cooperate in good faith in defining non-disclosure agreements that 

other third parties must sign when acting as the federal government’s agent.  

In accordance with the FAR (RFP Section I, 52.239-1) Lumen will be responsible 

for the following privacy and security safeguards: 

Lumen will not publish or disclose in any manner, without the CO’s written 

consent, the details of any safeguards either designed or developed by Lumen under 

this contract or otherwise provided by the government 

(except for disclosure to a consumer agency for purposes of security A&A verification). 

To the extent required to carry out a program of inspection to safeguard against 

threats and hazards to the security, integrity, and confidentiality of any non-public 

government data collected and stored by Lumen, we will provide the government logical 

and physical access to Lumen’s facilities, installations, technical capabilities, operations, 

documentation, records, and databases within 72 hours of the request.  

Automated audits will include, but are not limited to, the following methods: 

 Authenticated and unauthenticated operating system/network vulnerability 

scans 

 Authenticated and unauthenticated web application vulnerability scans 

 Authenticated and unauthenticated database application vulnerability scans 
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 Internal and external penetration testing 

Automated scans can be performed by government personnel, or agents acting 

on behalf of the government, using government operated equipment, and government 

specified tools. If Lumen chooses to run its own automated scans or audits, results from 

these scans may, at the government’s discretion, be accepted in lieu of government 

performed vulnerability scans. In these cases, scanning tools and their configurations 

will be approved by the government. The results of Lumen-conducted scans will be 

provided, in full, to the government. 

Lumen will perform personnel security/suitability in accordance with FAR Part 

52.204-9. 
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 Identify the threats/hazards and their potential impacts and provide a framework 

for building enterprise resilience  

 Safeguard employees, key stakeholders, and long-term market share in the 

event of an unplanned interruption to the business  

 Maintain uninterrupted service whenever possible and, when necessary, 

coordinate recovery from unavoidable disruptions quickly and efficiently  

 Respond to emergency situations in a safe, effective and timely manner  

The key principles of Lumen’s BCP include:  

 Incident Prevention – Protecting services from threats (environment, 

hardware/software, operational errors, malicious attacks and natural disasters)  

 Incident Detection – Detecting incidents at the earliest opportunity to minimize 

impact  

 Response – Responding to incidents in the most appropriate manner providing 

for an efficient recovery and minimizing downtime  

 Recovery – Implementing appropriate recovery strategies and solutions that  

ensure timely and prioritized resumption of operations  

 Improvement – Incorporating lessons learned from incidents, exercises and 

tests to enhance our level of preparedness 

Figure 9.1-2 represents the planning and response framework utilized in the 

program. It represents the proactive planning that is put into place and tested so when 

actual events occur, Lumen’s Incident Management structure coordinates the tactical 

recovery.  
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Figure 9.1-2. BCP planning and response framework. Ensuring a systematic 

response to incidents. 

9.1.1 Basic Functional Requirements [G.11.1] 

In this section we discuss how we meet the basic 14 functional requirements in 

EIS RFP Section G.11.1. The applicable functional requirements of each service are 

listed below with comments following each requirement. Since these services are 

provided using a single network system, the requirements are usually met in the same 

way for all services provided. 

9.1.1.1 Enhanced Priority Treatment [G.11.1 (1)] 

Lumen voice and data services supporting NS/EP missions will be provided 

preferential treatment over other traffic. Lumen follows given intervals for Routine, Class 

B expedited orders and Telecommunications Service Priority (TSP) orders. We also 

have built our Trouble and Complaint Handling processes to handle TSP services, 

based on the assigned restoration priority.  

Within the Lumen services, various levels of prioritization and protection are 

available, depending on the service. For example, Internet Protocol Service (IPS) can 

be provisioned in either unprotected or protected mode. For all circuits of a critical 

nature, protected installations are a best practice. In addition, TSP is also available for 

high-profile access loops. 
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Critical VoIP links can be provisioned with redundant diverse access links to 

protect against unforeseen disasters. In fact, disasters such as hurricanes have taken 

thousands of time division multiplex (TDM) public switched telephone network (PSTN) 

users out of service, while Voice over Internet Protocol (VoIP) lines that routed traffic via 

Internet Protocol (IP) backbones remained intact. 

9.1.1.2 Secure Networks [G.11.1 (2)] 

Lumen provides agency networks with protection against corruption of, or 

unauthorized access to, traffic and control, including expanded encryption techniques 

and user authentication, as appropriate. 

The Lumen IPS offering is inherently protected against unauthorized access. It is 

a MultiProtocol Label Switching (MPLS) service, and therefore uses secure label-

switched paths (LSP) that are all logically separated into tunneled, logical pipes. Access 

to such pipes is not possible, except at the sender and receiver end points. The user 

authentication database, RADIUS, is stored in secured facilities, and the database is 

backed up and mirrored across locations. 

The Lumen Internet Protocol Voice Service (IPVS) offering is supported by a full 

suite of managed security service options that are inherent in our Virtual Private 

Network Service (VPNS) service. For example, managed firewalls enable Agencies to 

separate VPNS services from one another while also providing managed and secure 

interoperability of designated and agreed-upon applications. Lumen uses intrusion 

detection and response service to monitor an agency’s VPNS service for intrusion 

events and remediate as appropriate where by each customer’s routes are protected; 

separate VPNS Traffic Queuing, which assigns IPVS traffic a higher priority than 

Internet traffic; and IPSec Encryption, which effectively hides traffic on our backbone. 

9.1.1.3 Non-Traceability [G.11.1 (3)] 

Lumen ensures that selected users are able to use NS/EP services without risk 

of their usage being traced (i.e., without risk of user or location being identified). NS/EP 

Number Translation (NT) Non-Traceability Voice Service provides critical users the 
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ability to eliminate the capture of call detail records and caller identification, making calls 

nontraceable. 

For SIP based services, outbound caller ID can be blocked. Calling line ID 

blocking enables a user to block delivery of their identity to the called party. The user 

controls the service via a Web interface, which provides the ability to activate and 

deactivate the service. If activated, all calls made by the user have the user’s identity 

blocked. If this service is activated, users can still choose to allow the delivery of their 

calling line ID on a specific call by entering the respective feature access code (*65 is 

the default) for calling line ID delivery per call. Once the call is over, calling line ID 

blocking is restored. 

For TDM (ISDN PRI) based services, there is a feature called “all call privacy.” 

This is all or nothing - any outbound call over the ISDN PRI will have caller ID blocking. 

Lastly, most PBXs or IP PBXs have the ability to block caller ID at the telephone 

number level regardless if the service is SIP or TDM based. 

9.1.1.4 Restorability [G.11.1 (4)] 

Should a service disruption occur, the Lumen Team voice and data services can 

be re-provisioned, repaired, or restored to required service levels on a priority basis.  

The Lumen geographic network diversity is the core design characteristic driving 

Lumen’s high level of network reliability and restorability. Each city along the network is 

served by two, or in some cases three, distinct paths, which ensures that a fiber cut 

along any one route will not isolate a city from the network. The Lumen geographic 

route diversity has been carefully engineered in the long-haul network, metro network, 

and gateway entry vaults to ensure maximum separation with minimal spurs or 

crossings. Most networks are not engineered to these standards. 

Additionally Lumen support of the TSP program enables services to be re-

provisioned, repaired or restored on a priority basis ahead of other customer services.  
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9.1.1.5 International Connectivity [G.11.1 (5)] 

Lumen is experienced in establishing and managing voice and data services that 

provide access to and egress from international carriers. Lumen has established an 

extensive capability in the arena of international interconnectivity. Our business and 

service model as a “carrier’s carrier” has resulted in our robust interconnection 

agreements that span the globe. We provide services to and have interconnectivity with 

most major international carriers. Our European facilities based network is fully 

interconnected with major carriers and has effectively provided business continuity for 

many carriers and customers in outage. The Lumen customer base representing 

international connectivity includes: 

 Our network is in 60 countries and growing, with worldwide connectivity through 

interconnection agreements with more numerous foreign carriers 

 The world’s 10 largest telephone companies 

 The 10 largest carriers in Europe and AsiaPAC 

 International wireless companies with more than 260 million subscribers 

9.1.1.6 Interoperability [G.11.1 (6)] 

Lumen and its team members have nearly two decades of experience in 

ensuring that their voice and data services solutions can interconnect and interoperate 

with other Government or private facilities, systems, and networks, often when the exact 

systems were not identified after contract award.  

The Lumen IPVS service is based on our Enhanced Local Service (ELS) 

platform, which uses the same IP backbone to transport voice calls as is used to 

transport IP packets for our IPS. Since the two use the same underlying transport 

mechanism—IP packets—they are fully interoperable with one another. Government 

Agencies can choose to purchase an IP access circuit, and divide the bandwidth up 

between both voice and data. 
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9.1.1.7 Mobility [G.11.1 (7)] 

The Lumen Team solution includes the ability of voice and data infrastructure to 

support transportable, re-deployable, or fully mobile voice and data communications. 

The Lumen network architecture enabling the integration of voice and data 

infrastructures combined with our mobility partner Managed Mobility supports the 

dynamic mobility requirements based on the NS/EP user needs.  

9.1.1.8 Coverage [G.11.1 (8)] 

Based on our experience, we ensure that voice and data services are readily 

available to support the national security leadership and inter- and intra- agency 

emergency operations, wherever they are located. Figure 9.1.1.8-1 shows the major 

nodes and links of the Lumen backbone. 

Our network architecture supports global service coverage that significantly 

exceeds the minimum CBSA requirements specified in SOW C.1.3. For many of the 

CBSA-dependent services we cover all 929 CBSAs and we far exceed the coverage 

minimum for all such services – including an extensive native colocation offering, 

through which we provide service in Lumen data centers in 63 CBSAs. 

The Lumen network based upon our EIS network architecture, not only covers 

the entire US mainland, but extends to 60 other countries around the globe. Our 

position as a wholesale carrier and our interconnections with local and regional carriers 

significantly expands our reach. 
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Figure 9.1.1.8-1. Lumen Backbone Major Connectivity Nodes. The network design 

supports our diversity and network performance objectives.  

The Lumen reach regarding each of the applicable products extends across the 

major metropolitan areas of the US, resulting in nationwide coverage. The Lumen 

network serves 113 on-net markets in the US. In addition, the network delivers 

wholesale dial-up access coverage to more than 93% of the US population. The 

network offers voice services in more than 5,700 rate centers nationwide. Our network 

coverage includes 

 We have over 200,000 route miles of fiber; more than 10M fiber miles 

 350 multi-tenant data centers are on-net 

 Our network has more than 4,000 network peering points 

 On October 31, 2014, Lumen substantially expanded our metro-network reach 

by acquiring tw telecom, which served approximately 80 U.S. markets 
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9.1.1.9 Survivability/Endurability [G.11.1 (9)] 

Lumen provides voice and data services that are sufficiently robust to support 

surviving users under a broad range of circumstances, from the widespread damage of 

a natural or man-made disaster up to and including nuclear war. Survivability is a built-in 

concept with Lumen’s BCDR program. It is included with all services provided under the 

EIS program. The ongoing Risk Management Program calls for preventive measures 

that reduce the likelihood of disaster—and minimize the impact if one does occur.  

9.1.1.9.1 Lumen Network  

The Lumen network is fully route-diverse and is designed with complete “ring” 

protection. This design helps ensure that our protected services are fully path-redundant 

and are not susceptible to outages. The core design characteristic driving Lumen’s high-

level of network reliability is geographic network diversity. Each city along the network is 

served by two, or in some cases three, diverse paths, thus ensuring that a fiber cut 

along any one route will not isolate a city from the network, ensuring continuity of 

service.  

9.1.1.9.2 Network Operating Centers  

Redundant Network Operating Centers (NOC) geographically disbursed enable 

Lumen to identify and isolate causes of potential network disruptions, and quickly 

coordinate resolution of system outages. 

The GovNOCs, located in Broomfield, CO and Atlanta, GA, are staffed with 

network operation technicians and specialists using an out-of-band network 

management system to control routing, mitigate outages and restore service. The 

Lumen Government Security Operations Center (GovSOC) in Phoenix, AZ monitors 

network security. These elements all combine to reduce the risk of outage to the 

Government.  
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9.1.1.9.3 Network Facilities  

All critical facilities have plans for recovering their critical infrastructure from loss 

of access, power, HVAC or employees, etc. We also conduct evacuation drills to protect 

the life safety of our employees, customers and vendors.  

9.1.1.9.4 Data Centers  

Alternate Processing Site: Lumen owns and self-manages a geographically 

dispersed alternate data center, which is utilized when the primary processing 

capabilities are not available. The alternate data center is a hot site that is comparable 

in size, power capacity, and HVAC capacity to the primary data center. The alternate 

data center is equipped with the infrastructure, environment and connectivity to support 

recovery of its critical systems and applications for essential business functions within 

their recovery time objectives.  

Alternate Storage Site: Numerous data replication strategies are employed by 

Lumen to manage data storage in a safe and secure manner. Data from our primary 

data center may be replicated through various technologies to repositories located in 

our self-managed, geographically dispersed backup data centers. This capability 

facilitates meeting our recovery time objectives, and mitigates risk of physical access 

and retrieval of backup information.  

Information System Backup: Lumen has implemented a hot standby solution in 

its alternate processing and storage site. Periodic testing is conducted on media 

reliability and information integrity.  

Information System Recovery: System recovery is sequenced based on 

criticality of the functions the information systems support and recovery time objectives 

and recovery point objectives defined by the business. Each information system’s 

failover capability uses recovery solutions designed to meet recovery objectives.  
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9.1.1.9.5 Supply Chain/Critical Vendors  

Lumen critical vendors and suppliers are asked to demonstrate their business 

resiliency capabilities. This provides Lumen the ability to manage any risk to their supply 

chain. Lumen incorporates its partners in its BCDR exercise program.  

9.1.1.9.6 Pandemic Preparedness  

Lumen recognizes its responsibility to our employees, customers and 

shareholders to minimize the potential for business disruption and recover operations as 

rapidly as possible should a disruption occur as a result of a pandemic outbreak. 

Through effective, ongoing preparation and planning, Lumen employees are provided 

with public and private resources to enhance awareness and recommend precautions.  

Lumen maintains both Global and Business Unit Pandemic Influenza Plans, 

which are integrated into its Business Continuity Program. Pandemic preparedness 

focuses on:  

 Ensuring mission critical functions remain operational   

 Personnel remote access and staff reduction contingency strategies   

 Providing an appropriate level of awareness for our employees and customers   

 Anticipating and responding to our customer’s needs and possible disruptions to 

our supply chain   

9.1.1.9.7 Communications  

Backup Communications: Lumen has implemented redundant communications 

capabilities utilizing alternate carriers. Primary and backup conference bridges are 

supplied by separate vendors using diverse networks and routes. An automated paging 

system utilized for notifying and communicating during an event, is also geographically 

redundant.   

Remote Network Access: Lumen’s network security architecture allows near-

immediate and sustained remote access into our internal network to access critical 

applications and data through any ISP, regardless of provider.  
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9.1.1.10 Voice Band Service [G.11.1 (10)] 

Lumen provides voice band service in support of presidential communications. 

Lumen provides an Unbundled Network Element known as Line Sharing to support 

voice band service. Line Sharing provides the means for a Local Service Provider (LSP) 

to order service configuration that will allow them to place a digital data service on a 

subscriber loop currently providing analog voice services to an end user. Line sharing 

consists of a digital data based service provisioned by a Local Service Provider (LSP) 

and the voice band service provisioned by Lumen. 

9.1.1.11 Broadband Service [G.11.1 (11)] 

Lumen provides a service solution that uses broadband service in support of 

NS/EP missions; for example, video, imaging, web access, and multimedia. High-speed 

broadband services are the cornerstone products of the Lumen suite. These include 

high-speed links (OC-3, OC-48, and OC-192), and advanced protocols such as 

multicast, to enable distribution of video and multimedia across the links.  

Through our VPNS product, users can run sessions that are completely secured 

at the low “bit level” while transferring high-level information such as whiteboard and 

videoconferences. Web access is instantly available to all ISP customers who have 

requested Internet connectivity. 

9.1.1.12 Scalable Bandwidth [G.11.1 (12)] 

Lumen’s solution provides NS/EP users with the ability to manage the capacity of 

the communications services to support variable bandwidth requirements. All NS/EP 

users can augment their available bandwidth quickly and efficiently. Lumen supports 

user bandwidth management through rapid response to change orders using 

established procedures and the ability to prioritize response to groups earmarked as 

critical users. Lumen has a world-class service activation and field services 

organization. In addition, our Lumen GSA Customer Portal enables Agencies to order 

new services or change existing services online. This web-based system delivers all 

internal Lumen system capabilities, such as reporting and bandwidth provisioning, 
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directly to Government customers. By extending the Lumen support applications, we 

empower customers to perform self-service functions using intuitive Web-based tools. 

9.1.1.13 Affordability [G.11.1 (13)] 

The Lumen provided services leverage network capabilities to minimize cost 

(e.g., use of existing infrastructure and commercial off-the-shelf (COTS) technologies 

and services). Lumen maintains competitive prices starting at the physical layer of the 

network. Our multi-conduit fiber system enables deployment and maintenance of the 

latest generations of fiber plant. Layered on the fiber, our wavelength systems are 

continually upgraded to provide the most cost-competitive transport in the industry. The 

Lumen IP network is a converged MPLS backbone, enabling us to run all of our IP 

products over the same backbone. The converged backbone gives Lumen economies 

of scale and simplifies operations for our support staff. 

9.1.1.14 Reliability/Availability [G.11.1 (14)] 

Lumen ensures that our services perform consistently and precisely according to 

their design requirements and specifications, and provide high user reliability and 

confidence. Regardless of whether the customer is using IPS, IPVS, or VPNS, the 

service is engineered for precise, efficient performance. Lumen prides itself on 

customer satisfaction and continually upgrades and updates all services. Lumen 

provides reliability and high availability through network engineering that designs these 

qualities into the network from the start. Our fiber plant into each Lumen facility is 

completely diverse, with at least two entrance points in each facility. Diverse fiber 

routing in the backbone is also used to ensure that fiber damage does not isolate a 

facility. On the IP network, Lumen maintains two backbone routers and at least two 

edge routers in each POP. The Lumen capacity planning group uses modeling tools to 

ensure that the network has sufficient bandwidth even in the event of a fiber cut or 

wavelength outage. 
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9.1.2 Protection of Classified and Service Information [G.11.2] 

Lumen protects classified documents and materials presented by this contract in 

accordance with Executive Order 12958, National Security Information and applicable 

supplemental directives. We further ensure that the instructions of the EIS RFP and 

subsequent Task Orders are expressly incorporated into any and all subcontracts or 

subordinate agreements issued in support of the EIS contract. Lumen’s experienced 

Facility Security Officer (FSO) will support the EIS contract to ensure compliance with 

the protection of classified and service information. 

Lumen understands that protecting classified information could include, but is not 

limited to, databases for classified information; critical users’ locations, identifications, 

authorization codes, and call records; and, customer profiles. Additionally, Lumen 

understands the Government might provide access to certain classified and sensitive 

materials required for the planning, management, and operations for NS/EP. Classified 

and service information is in various forms, including hardcopy and electronic media 

and that the level of classification is up to and including Top Secret / SCI and identified 

by the Government. 

Lumen follows and abide by the contract classification requirements set forth in 

the DD Form 254, the National Industrial Security Program Operating Manual 

(NISPOM); applicable Intelligence Community Directives (ICD’s) protecting Special 

Compartmented Information (SCI). We also follow, as applicable, all Office of Selective 

Acquisitions Security Manager (OSM) and Program Security Advisor (PSA) instructions 

and guidance. Lumen also follows applicable Cognizant Security Agency requirements 

for access and handling of classified information at accredited Government facilities.  

Lumen facilitates agency access and inspections of agency accredited SCI 

facilities, to include security policies and procedures, and all materials generated or 

processed under contract. Lumen handles all SCI materials in accordance with special 

security requirements, furnished by the responsible OSM.  
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Lumen has extensive experience working sensitive and secure programs. We 

have the facilities, systems, processes, and personnel to assure full implementation of 

all National Security measures – be they Department policies, Executive Orders, 

National Security/Homeland Security Directives, and all other documents, public laws, 

and specifications. Lumen will follow best commercial practices to protect EIS related 

information. We voluntarily participate in regional security working groups to assure we 

stay abreast of best practices, and understand emerging threats. We anticipate a close 

and cooperative working relationship with regard to protecting classified information as 

we do on existing programs with certain classified and sensitive information. 

9.1.3 Department of Homeland Security (DHS) Office of Emergency 

Communications Priority Telecommunications Services [G.11.3] 

Lumen, whose network is an acknowledged component of the nation’s 

telecommunications critical infrastructure has, in close partnership with the Federal 

Government, put processes in place to fully coordinate both preparation and response 

to pending or actual disasters in order to minimize the impact to network assets and 

services. To further build ties with Government emergency management programs, 

Lumen is an active participant in the National Communications System’s National 

Coordinating Center for Telecommunications (NCC). The company has a representative 

on the NCC who regularly participates in national-level coordination meetings, regional 

exercises, and actual disaster response events to build an effective partnership for 

responding to emergencies. Such familiarity between Lumen and the Federal 

Government has paid dividends in managing real-world situations that could result in 

business disruptions. Additionally, Lumen has formed close working relationships with 

various departments in the Federal Government, to include the Department of Defense 

and the DHS, to meet their exacting need for reliable network services under all 

conditions. BCP is an essential component of the Lumen business operating model. 

The nature of the telecommunications industry, and the products and services Lumen 

provides are expected by customers to meet remarkably high standards for availability. 
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The Lumen Board of Directors respects this responsibility and ensures a robust BCP 

Program is in place to maintain uninterrupted network service whenever possible and, 

when necessary, to recover from unavoidable service disruptions quickly and efficiently  

9.1.3.1 Government Emergency Telecommunications Service [G.11.3.1] 

The Lumen network supports the GETS program by connecting customers to the 

GETS network in the event of congested voice networks due to emergencies. Lumen 

also utilizes the GETS program in support of their business continuity disaster recovery 

plan (BCDR). GETS has the following capabilities: 

 GETS is available nationwide and can be accessed from international locations 

 GETS can be accessed through the Defense Switched Network, 

FTS2001/Networx, the Diplomatic Telecommunications Service, and the Federal 

Emergency Management Agency Switched Network 

 GETS calls may be placed from cellular and satellite phones 

 GETS access is restricted to individuals with NS/EP responsibilities. 

Traditionally, users must meet those responsibilities outlined in Executive Order 

13618, Assignment of National Security and Emergency Preparedness 

Communications Functions 

9.1.3.2 Wireless Priority Service (WPS) [G.11.3.2] 

The Lumen Team fully complies and interoperates with the WPS service as 

identified in White House-directed emergency phone service managed by the DHS 

OEC. WPS complies with the Federal Communications Commission (FCC) Second 

Report and Order, FCC 00-242, Establishment of Rules and Requirements for Priority 

Access Service. Through our wireless partner Managed Mobility WPS is available 

wherever T-Mobile provides digital voice service on its Global System for Mobile 

Communications/Universal Mobile Telecommunications System (GSM/UMTS) network. 

Users may be able to use WPS while roaming on other GSM/UMTS WPS-enabled 

networks. WPS is not available when roaming on GSM/UMTS networks that are not 

WPS-enabled or in service areas not covered by roaming agreements between carriers.  
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Lumen has been an ongoing active member of the Telecommunications Service 

Priority Oversight Committee (TSPOC) for the past several years, including the January 

2016 – December 2017 term. The TSPOC has been established to provide advice and 

assistance to the Manager, Office of Emergency Communications, as the administrator 

of the TSP Program. As a member of the Committee, the TSPOC helps to ensure that 

TSP Program operational policies and procedures remain responsive to priority service 

requirements and that the system remains current with the telecommunications industry 

technical capabilities. The TSPOC also provides a forum for you and your fellow 

Committee members to identify, discuss, and recommend solutions to TSP Program 

issues. 

 
TSP Provisioning 

Lumen supports both TSP provisioning activities: 

 Emergency Provisioning. Telecommunications services in the Emergency 

NS/EP category are new services so important as to be required to be 

provisioned at the earliest possible time without regard to cost of obtaining them. 

 Essential Provisioning. Telecommunications services in the Essential NS/EP 

category are new services that must be installed by a specific dates and cannot 

be met under normal business procedures. 

When TSP is specified in an order, Lumen ensures the priority intervals 

prescribed by the agency are met. The provisioning guardrails put in place by Lumen 

are monitored by three groups ensuring that each interval is met. Those groups are 

Customer Service Manager (CSM), Customer Care Manager (CCM), and Project 

Manager (PM). By using the automation inherent in Lumen’s critical-date-management 

tool, each group can manage to the requested date. This tool also provides Lumen 

access into the subcontractors’ progress. Using this automation, Lumen manages all 

contractors with real-time responses, eliminating the wait time to gather vital information 

in completing each. There are fields present in the Lumen GSA Customer Portal that 
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clearly identify a service order to be handled using the TSP process, providing 

provisioning priority level. Figure 9.1.3.3-2 is the Provisioning Process for TSP services. 

TSP Restoration 

When TSP is specified at the restoration level The Lumen Trouble Management 

processes is also built to handle TSP services, based on the assigned restoration 

priority. Should  Lumen’s network experience significant degradation or failure, we will 

provide priority restoration of affected services in accordance with the TSP system five 

levels of priorities. As with the service ordering process there are fields present in the 

Lumen GSA Customer Portal that identifies the restoration priority level. Services that 

have a TSP restoration priority that are alarmed issue an automatic page out to the 

Technical Customer Service Representative (TCSR). If our Operations Automation (OA) 

system generates a ticket on a network alarm that has a TSP restoration priority 

assigned to the service, the trouble ticket is prioritized ahead of other trouble tickets for 

resolution. 

 
Figure 9.1.3.3-2. NS/EP or Emergency/Essential Provisioning Process. 






