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VOLUME 1 TECHNICAL
INTRODUCTION

Lumen, a U.S. based Fortune 500 company, in partnership with GSA delivers
services today to more than 300 U.S. Government entities. Additionally, we provide
telecommunications services to more than 50,000 business customers around the
world. We partner to innovate and deliver world-class any device, anywhere solutions
that are secure, reliable, scalable, and provide the greatest return on investment
possible for EIS.

Lumen has been at the forefront of transforming the way the world
communicates. The Lumen team applies our innovation and experience transforming
telecommunications around the world. As an incumbent on both WITS and NetworX,
Lumen has partnered with GSA to transition and deliver superior services and solutions,
helping our customers such as DHS, U.S. Courts and DISA to realize increased
efficiencies and reduced costs through innovation. Lumen has delivered those services
with a dedication to the success of the agency customers and GSA. The Lumen team
continues to leverage our experience and understanding that comes with our 10-year
incumbency. Our end-to-end solutions providing transport, voice, cloud and managed
services are fully compliant with the technical and management requirements of the

Enterprise Infrastructure Solutions (EIS) Request for Proposal (RFP).

Figure 1-1 summarizes key features of the Lumen Team’s EIS solution and their
benefits. Our benefits ensure best value, trusted service delivery, and agency mission

enablement.

Figure 1-1. Features and Benefits to the EIS Program

FEATURES BENEFITS FOR GSA
Experienced Led by our Program Manager, Mr. Matthew Scelza, who is well suited for our business objectives and
Management Team strategy. Mr. Scelza has successfully led our NETWORX and WITS program teams.

e  Our Executive Team has substantial experience in leading the development, marketing and sale of
communications services and in managing, designing and constructing metropolitan, intercity and
international networks.

Recognized Industry |e  We have a proven track record among communication service providers for being the first to
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BENEFITS FOR GSA
implement many new technologies, including: global MPLS network in 2001.
First global provider with IPV6 natively deployed, first to introduce VolP and MPLS, and the first

converged IPs

Global Reach of Our
Network

We deliver services to more than 60 countries around the world on our global network.
Our network connects and crosses North America, Latin America, Europe and a portion of the

Asia/Pacific region.

A Broad Range of
Communications
Services

We provide a broad range of communications services designed to meet the needs of our customers

over our network.
Lumen has access to products and services that are functionally equivalent to those currently
available, and Enterprise-wide user agencies have access to new technology solutions

Foundational to the Lumen’s Management Solutions for EIS is our global

network. Lumen’s American-owned and operated global fiber network is one of the

newest, highest-fiber-count networks. It includes extensive owned intercity and metro

facilities in North America, including Hawaii; Latin America; and Europe; totaling more
than -route miles. Lumen also has undersea fiber providing global reach.
Lumen-owned and operated network (Figure 1-2) extends to more than 60

countries. Lumen built its network from the ground up to be evolutionary and

continuously upgradable, with the agility to respond and meet the ever changing

demands of our customers’ missions. Holding hundreds of U.S. and international

patents in telecommunications, innovation is at Lumen’s core—so much so that

Lumen’s IP network was inducted into the Smithsonian Institution’s permanent archive

that records the world’s ongoing evolution in information technology.
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LUMe=EN Lumen Global Network

Figure 1-2. Lumen’s Network. The Lumen network provides EIS access to one of the
largest American-owned/operated fiber networks in the world.

As a leader in the implementation of new technologies, Lumen was the first to
deploy global Multi-Protocol Label Switching (MPLS), Virtual Private Network (VPN),
and Lumen’s continuous innovation has led to the practical use of IPv6, and
commercialized 100 Gbps services for cost-efficient network capabilities. We were first
to support IPv6 natively network-wide. Lumen continues to invest in its network in the

U.S. and abroad to provide the foundation for today’s virtual environments.

w
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With our portfolio of infrastructure solutions and our teams’ collective capabilities,

Lumen is delivering innovative, hybrid solutions, combining secure access and transport
for the smallest remote sites, to the largest enterprises. We provide an end-to-end,
secure, managed solution on a converged communications network all the way to
agency desktop users. Lumen’s Large Contract Management Experience includes:
e 13 years of experience successfully running large, multi-year Federal IDIQ
contracts
e Experience with GSA on Networx and WITS
e Federal customers include GSA, NASA, SEC, VA, USDA, SSA, DoD IG, DISA,
Marine Corps, U.S. Courts, and DHS
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Figure 1-3. Overall CONOPS for the EIS Program. Our Team’s CONOPS approach
delivers a mix of highly qualified people, processes, and technical capabilities.
THE LUMEN TEAM

In keeping with our management approach and commitment to best value to

support EIS’ critical business and Government needs, Lumen has assembled an agile,
focused, and very capable team with proven experience to partner with GSA and
successfully deliver to each customer mission (Figure 1-4). Our Team members
supplement our network coverage with terrestrial or satellite services, equipment,
systems, and support solutions.

Figure 1-4. The Lumen Team’s Capabilities

TEAMMATE TEAM CAPABILITIES

Proven Federal partner with 10 years incumbency supporting GSA’s Networx Enterprise, WITS 3,

and multiple Local Service Agreements (LSA)

L U M E N Over 300 of Govgmment entities depend on Lumen to design build and manage complex global
networks and IT infrastructures.

Our low-latency private, public and hybrid connectivity options help securely move voice, video

Fime Conisactor and data around the world

Metrics-driven, systematic continuous process improvements
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TEAMMATE TEAM CAPABILITIES
Lumen along with select partners delivering Collocation, CDN, laaS, PaaS, and SaaS capabilities
Cloud Services helping to reduce the overall Federal environment footprint

Lumen has relationships with companies such as |||
. Strategic partnerships with proven Federal incumbents including_
Premises Infrastructure

for regional, national, and global support

1.1 Network Architecture [L.29.1, C.1.6]

The Lumen Team delivers 31

Lumen’s Forward-Looking Network Architecture
specified EIS services to include the five Realizes EIS Program snd Ssiicet
Flexible, layered architecture accommodates partner
services to enable our support of 31 EIS services.

forward to building on our 10-year partnership |+ Network and security architectures satisfy DHS and
OMB complex security requirements

mandatory and 26 optional services, and looks

with GSA. We provide our EIS solution through

* Lumen’s vision of IP-over-fiber yields scalability,

a robust and well-integrated network security, and innovation platform whose advances
now include SDN in the WAN.

* Redundant, dedicated GovNOCs and GovSOCs
flexible, and adaptable global network. We provide focused support for Government.

architecture based upon the Lumen capacious,

support our Lumen architecture with our

Government Network Operation Centers (GovNOC) and Government Security
Operation Centers (GovSOC), as well as our Team’s experienced personnel and
processes. The Lumen network architecture includes seamless integration of Lumen
and our partner's network elements functioning like a single entity to provide EIS
services to the Government. We strategically select team partner companies to provide
“best in class” EIS network service elements to complement those provided by Lumen.
Our highly capable partner specialists possess extensive experience delivering EIS
service elements to Government and industry.

The Lumen network architecture supports the GSA goal to provide flexible and
agile capabilities to satisfy a broad spectrum of global communications services
extending over the next decade and beyond. The Lumen portfolio of service solutions in
conjunction with our team’s collective capabilities deliver innovative, hybrid solutions
that combine secure access and transport for the smallest remote sites, to the largest
enterprises. We provide an end-to-end, secure, managed EIS solution on a converged

communications network all the way to agency desktop users.

Vol. 1 Technical 1-7
Use or disclosure of data contained on this page is subject to the restrictions on the title page of this contract.



LUMeN
General Services Administration (GSA)
Enterprise Infrastructure Solutions (EIS) Contract # GS00Q17NSD3006
Mod #: P00310
Submission #: CL01001.01a

As a relative newcomer from a historical perspective to the telecommunications
industry; legacy technologies and infrastructure reaching end of life do not encumber
Lumen like those experienced by companies founded on traditional Local Exchange
Carrier architectures. Although we built transitional or gateway technologies to integrate
with traditional copper services, we designed and implemented our infrastructure for the
post copper era with the capability to rapidly create, innovate and adopt new
technology. For example, in 2015 Lumen introduced Adaptive Network Control (ANC), a
feature set that gives customers immediate, software-driven control of Ethernet access
bandwidth. It is one of the first operational examples of Software Defined Networking
(SDN) moving beyond the data center and into the WAN.

Figure 1.1-1 presents an overview of the Lumen network architecture. It
highlights:

e The network’s architectural layers and primary delivery layers for EIS services

¢ Integration points for teaming and carrier partner capabilities

e Our Government-dedicated, redundant network and security operations centers
(GovNOC and GovSOC)

e Agency support by dedicated Lumen personnel
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Figure 1.1-1. Overview of Lumen Network Architecture. The network platform

delivers EIS services worldwide with quality, scalability and security.

Large scale networks require physical assets, and Lumen provides our
fundamental network layer with our massive fiber plant and our robust optical lighting
systems. Optical channels today operate at 100 Gbps. Lumen deploys fiber on a large
scale — in fiber and conduit count, and in coverage in the U.S. and abroad.

Synchronous Optical Network (SONET) remains a key technology at network
layer 1, and Lumen deploys SONET worldwide. Ethernet and Optical Network Transport
(OTN) technology incorporates key features of SONET technology; as such Lumen
uses both to increase network coverage and reliability.

Figure 1.1-1 shows the importance of the Data Switching layer and the many
network services directly delivered by this layer. The Lumen Team members and carrier
partners confidently rely on this layer for services and extended network coverage. In

the Lumen network, the Data Switching layer is founded upon a high speed, high
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capacity, and highly scalable and secure MPLS platform. MPLS, with its traffic
engineering capabilities and Label Switched Paths (LSP), gives Lumen granular control
on traffic routing, rerouting, prioritization, and security. We harness these capabilities to
satisfy applicable EIS service transport and availability-related Key Performance
Indicators (KPI). The integral MPLS in our network establishes and maintains security
boundaries and any agency Trusted Domains. The figure also highlights the diverse,
redundant Advanced Security Infrastructure which processes all external network traffic
of subscribing agencies.

Figure 1.1-1 also illustrates the increased IP based nature of Voice Services and
Specialized Applications. As such, the network readily accommodates them and
provides their requisite levels of service quality across all transport KPIs. The software
driving these services and applications reside on virtualized servers, not shown in the
figure, in order to achieve superior reliability and scalability. The Lumen architecture
provides a robust platform with clear operational boundaries enabling our partners to
provision their industry leading services.

Figure 1.1-1 depicts Government-dedicated, redundant Lumen GovNOCs in
I hcy provide the focal point for network operations
and problem reporting and resolution. Both staffed 24/7, either one can assume full
support duties. The secure GSA Customer Portal, shown in the upper left of the figure,
provides the focal point for agencies to access all pertinent customer information. Our
FISMA MODERATE portal will meet all the security requirements for data interchange
and is based on our previous experience as an incumbent on Networx.

We based the Lumen network architecture EIS Solution upon four key factors:
Understanding, Quality of Services, Service Coverage, and Security. This section
describes how we considered and applied each of these four key factors in our network
architecture. We provide a detailed description of individual service solutions and how
these four factors satisfy the delivery of each service solution.

Understanding [L.29.1, M.2.1.1]
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Our 10-year incumbency supporting GSA provides Lumen with an enterprise-
wide understanding of EIS requirements and what is required for successful service
delivery. Lumen has demonstrated its ability to understand the unique challenges that
Agencies face in a changing communications environment. Working together with
customers such as DHS, DISA and U.S. Courts we have developed solutions that
provide innovative approaches to Unified Communications, alternate bandwidth and
managed security services such as Dedicated Denial of Service; all built on our Lumen
Network. We bring a continued understanding to EIS and have aligned our service
offerings on EIS to meet the agencies communications needs. Our Team has been
assembled to provide a breadth and depth of proven customer service with partners
such as GDIT and Hughes Network Systems to deliver innovation and cost savings. We
applied our comprehensive understanding of Government needs and requirements for
EIS services in the design of our EIS network architecture. We align our comprehensive
Lumen Team infrastructure and overlying services with the proposed network
architecture and services being provided for EIS. The proposed Lumen EIS services
meet the program goals identified within the GSA RFP. Our highly competitive service
portfolio provides GSA and the departments and agencies using EIS a strong value for
the contract dollars spent.

We honed the Lumen network architecture to meet service requirements across
our global customer base to include serving the unique needs of the Government and
Commercial customers. Demonstrating our clear understanding of all Government
requirements, our network architecture includes dedicated GovNOCs and GovSOCs,
and a specialized and dedicated security infrastructure, while providing the fully
compliant capability to deliver 31 mandatory and optional EIS services.

Quality of Service [L.29.1, M.2.1.2]

We developed our EIS network architecture with high quality of service as a key
parameter. Our network architecture applies years of experience in providing services
like those required to agencies and other Government entities, along with commercial

customers. We offer four and five 9 SLAs to the commercial customer base providing
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mission critical services to Government and commercial customers. Our scalable,
responsive, and reliable network architecture delivers consistently compliant EIS
services wherever required.

We staff the Lumen GovNOCs with seasoned technicians who possess years of
experience in providing support to GSA, agencies, other Government users, and
industry. Our GovNOC staff and support teams provide 24/7 proactive real-time
monitoring and performance management support to help ensure that we consistently
meet EIS performance requirements. The Lumen Team’s extensive past performance
experience with similar scope contracts results in the development of mature reporting
services required for EIS.

Service Coverage [L.29.1, M.2.1.3]

Our network architecture supports global service coverage that significantly
exceeds the minimum CBSA requirements specified in SOW C.1.3. For many of the
CBSA-dependent services we cover all 929 CBSAs and we far exceed the coverage
minimum for all such services — including an extensive native colocation offering,
through which we provide service in Lumen data centers in 63 CBSAs.

The Lumen network based upon our EIS network architecture not only covers the
entire U.S. mainland, but extends to 60 other countries around the globe. Our position
as a wholesale carrier and our interconnections with local and regional carriers
significantly expands our reach.

Security [L.29.1, L.29.2.3, M.2.1.4]

We created the Lumen EIS network architecture with security as a foundational
and all-encompassing element. Our distinct, executive level security organization
provides focus on the importance of security in Lumen. The Lumen security
organization possesses deep understanding of the Government’s unique security
needs. Drawing from our extensive Government security experience along with our
commercial industry best practices, we created GovSOCs specifically to provide agency

and other Government users focused security support.
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In providing consistent and reliable security coverage, Lumen monitors more
than a billion physical and virtual security events a day; monitors sophisticated botnets
and some 1,000 command and control (C2) servers Internet-wide; and each month
detects several zero-day exploit attempts, based on 2" quarter 2015 network data. As
necessary, we disrupt C2 channels and work with others in our security ecosystem to
do the same. Building on our security vantage point and deep expertise, Lumen offers a
managed security solutions portfolio, with MTIPS, MSS and IPSS.

The Lumen security architecture includes programmatic and operational aspects.
Programmatic security measures include those outlined in SOW C.1.8.7, System
Security Requirements, which we address in Section 2.1 of this Technical Volume.
Section 1.4.13 addresses in more detail the operational aspects of our security
architecture, in reference to RFP Section L.29.2.3, External Traffic Routing
Requirements. The requirements of L.29.2.3 largely stem from OMB Memorandum M-
15-01 which stipulates that any EIS service transporting Internet, Extranet, and Inter-
agency traffic, such as traffic crossing a Trusted Domain boundary, must identify and
route this traffic through a secure DHS EINSTEIN Enclave for processing by the latest
generation of EINSTEIN capabilities.

Figure 1.1-2 shows the external traffic routing security concept and shows the
routing and processing by the Enclave of all traffic crossing the Trusted Domain

boundary. An external network is any logical network outside of the trusted domain.

Theretore [
I :crypton and Decrypiion car

pertain to IPsec or SSL, or the extraction traffic from an MPLS LSP tunnel.
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Figure 1.1-2. Conceptual View of External Traffic Routing. The Enclave processes
all traffic crossing an agency Trusted Domain boundary.
The Lumen EIS network architecture satisfies the following eight external traffic
routing requirements described in SOW C.1.8.8, and L.29.2.3, and M.2.1:
.Traffic Identification. As part of the bid, design and ordering process, the
agency specifies elements of connectivity subject to inspection. For Layer 1
point-to-point (PtP) connectivity, for example PLS, OWS, DFS, and SONETS -

including Ethernet over SONET, the Lumen design team defines the routing to

pass through an Enclave.

.Directing Traffic. A route layout accomplishes and directs traffic to an Enclave

H
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For Layers 2 and 3 services,

traffic flows.

I - so. we provide DHS access to violation

information including any threat management processes applied to the
unauthorized traffic.
.Control Mechanisms against Bypass. We define and fix Layer 1 PtP

connectivity,

5. No Service Disruption on Failure of GFP.

()}

Vol. 1 Technical 1-1
Use or disclosure of data contained on this page is subject to the restrictions on the title page of this contract.



LUMeN

General Services Administration (GSA)

Enterprise Infrastructure Solutions (EIS) Contract # GS00Q17NSD3006
Mod #: P00310
Submission #: CL01001.01a

Engagement of GFP bypass is considered a significant and high-priority network

event.

6. ANSI/TIA 942 and ICD 705-Certified Facilities. Lumen provides and supports
multiple ANSI/TIA 942 and ICD 705-Certified facilities. Facilities are available in
I (o support MTIPS service requirements. It is
proposed that IPSS and DHS EINSTEIN enclaves are also located in these
facilities.

7. Cleared Personnel. A feature of the Lumen ICD 705-Certified facilities is 24/7
availability of TS/SCI cleared personnel for “smart-hands” service of DHS-
supplied equipment.

8. Transport Measurement Instrumentation. The Lumen network provides
performance measuring equipment and techniques to verify transport SLA KPIs.
This instrumentation measures transport parameters “to, from, and through” the
Enclave, and permits subtraction of GFP-attributed processing from
measurements to verify Lumen network attributable transport SLA KPlIs.

1.2 Technical Response [L.29.2; C.2; C.1.8.6; C.1.8.9]

For EIS, the Lumen Team provides GSA and agencies with global services
delivered through our high-capacity U.S.-owned network. Our global network supports
current and future service requirements at worldwide Government-designated locations.
Lumen EIS support includes engineering, implementing, testing, operations, and
maintenance of EIS services, in full compliance with SOW requirements. We also
provide customer technical support as required for each of the EIS services.

For EIS, we provide end-to-end solutions and services supporting voice, data
and video. Services we provide include the provision and support of legacy services and
circuit/service transitions, from existing to new technology services. We also provide
secure and reliable service management, and network security for all transmission

services. Our EIS services include diversity and avoidance routing in keeping with SOW
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requirements. We also satisfy all of the interoperability requirements of the SOW
C.1.8.6, addressing interoperability for specific EIS services in this volume. Assisting
Lumen in delivering and supporting our solutions are a number of capable and proven
carriers, field operations companies, and systems solutions providers.

Lumen meets all Section 508 requirements of SOW C.4. Ensuring that Federal
content is equally accessible and usable by all EIS users, including those with
disabilities — as section 508 of the Rehabilitation Act requires — is an essential aspect of
our EIS solution. As specified in SOW C.4, we comply with 508 requirements as follows:

¢ Voluntary Product Accessibility Template (VPAT) [C.4.2]: We will post the
VPAT for services as identified in SOW C.4.4

e Section 508 Applicability and Provisions Applicable to Technical
Requirements [C.4.3, C.4.4]: We comply with all of the requirements of SOW
C43andC44

¢ Section 508 Provisions Applicable to Reporting and Training [C.4.5]: We
comply with all of the requirements of SOW C.4.5

1.2.1 EIS Services [L.29.2.1; M.4; C.1.2]

Lumen provides 31 specified EIS mandatory and optional services. Our
proposed mandatory and optional services are shown in Figure 1.2.1-1. A full
description of each mandatory and optional service is proposed, including how features
and capabilities are architecturally and technically provided, is provided in the following
sections of this volume. As applicable for each mandatory and optional service, we
address the following service aspects: Service and Functional Description, Standards,
Connectivity, Technical Capabilities, Features, Interfaces, and Performance Metrics.

We understand that our proposal for EIS services will be evaluated by the
Government for understanding, quality of service, service coverage, and security, as
indicated in RFP M.2.1. To illustrate and emphasize how our solution meets these
evaluation criteria, these four evaluation factors are discussed in Sections 1.2.1.1 —
1.2.1.4. Further details of how we satisfy the evaluation factors are provided in our

responses for the specific services proposed.
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-« Virtual Private Network Service Circuit Switched Voice-Service _ SZ:‘I,,CQ ks

» Ethernet Transport Service 2 ol Froocapiies M. d Trusted | t t
: i » Circuit Switched Data Sefwce Anegec iIiERe neme

» Internet Protocol Voice Service ) Protocol Service
; «» Contact Center Service - « Managed Security Service. .

« Colfocafed Hosting Service: . .+ Managed Mobility Service
. Infrastructure as a Service » Audio Conferencing Service
* Platform as a Service . . - « Video Teleconferencing Service _

: . Sid -+ Softwareas a Service : .» DHS Intrusion Prevention
* Optical Wayelength Service - §'Content Del/very Network * “Security Service :

* Private Line Service - i s ‘Service : » Service Related Equipment
« Synchronous Optical Network Serwce « Commercial _Satell/te ‘ -+ Service Relafg_d Labor
« Dark Fiber Service Comm'Services * Cable.and Wiring

. Managed Network Service
» Access Arrangements

Optional Services Proposed

E1S-158_fina

Figure 1.2.1-1. Services Proposed by Lumen. The Lumen Team has the network,

facilities, processes, and experienced staff to
Lumen Team Response Exceeds

provide the EIS services. Requirements
1.2.1.1 Understanding [L.29.2. 1.A,' M.2.1. 1] « All EIS mandatory and optional services,

. . except wireless, are proposed
GSA clearly identified the goals of the EIS | | 459 csas proposed: well beyond the

contract in SOW C.1.1 and the hallmarks of our minimum of 25

offering are aligned with all of those goals,
reflected in this volume as our themes. We have coupled our EIS proposed themes with
the EIS goals, using the icons addressed below to highlight this connection. The themes
of our EIS solution are:

.rv'ﬁ; Broad Range of Communication Services — Our proposal includes all

' mandatory and optional services, except wireless, provided under EIS. Lumen

has grown and developed its capabilities to provide a full range of communications
services through network partners, strategic acquisitions, as well as internal
development of staff and facilities. The Lumen Team has highly experienced staff, and
advanced and flexible equipment and facilities enabling us to provide all of the services
called for by the EIS RFP.
Global Reach of Our Network — Our EIS proposal reflects our extensive

global presence, with the Lumen owned and managed network extending to 60

countries. The reach of Lumen network capabilities is enhanced through our access to
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facilities worldwide; giving us the ability to readily provide EIS services wherever they
are required in the world.

Leadership in Innovation — We exert technical leadership through standards
organizations such as the IETF, and through equipment and software
acquisition and our own research. Our innovation is exemplified by our more than 1,000
patents and patent applications in the U.S. and around the world.

Experienced Management Team — Our management team leverages years of
m experience from Networx and WITS, as well as other Government and
commercial contract efforts supplying services such as those required for EIS. Our
comprehensive understanding of EIS service requirements is further demonstrated
through many of the service descriptions in following sections of this volume.

Compliance — The Lumen Team takes no exceptions or deviations to the
technical requirements found in Sections C, F, G, and J. The descriptions of the
services we offer which are provided in the following sections help demonstrate
compliance with EIS requirements; assisted by RFP references which correlate with the
requirements of the SOW and RFP. The service architecture shown in Figure 1-1 and
described in Section 1.1 illustrates our support of all EIS requirements with our global
network, facilities, staff and processes which are scalable and flexible. This
accommodates growth and technology advances over the life of the contract.

Throughout this volume we have referenced applicable standards. Where
specific versions and dates of standards are listed in the SOW of the RFP, we are
compliant with that version. Otherwise, we are compliant with the latest version of the
SOW standards. Lumen is standards-based in our service operations, with resulting
lower risk to the Government through our provision of reliable and compatible service.

Flexibility — Flexibility within our network has been built in from the ground up,
literally. Lumen’s backbone includes DWDM technology capable of carrying 400 Gbps
of capacity on a single fiber pair at a significant cost savings, and delivers manageable
and protectable SONETS/SDH and Ethernet-based services. Throughout much of our
CONUS fiber optic cable network, and in much of Europe, we have extensive spare

Vol. 1 Technical 1-19
Use or disclosure of data contained on this page is subject to the restrictions on the title page of this contract.



LUMeN
General Services Administration (GSA)
Enterprise Infrastructure Solutions (EIS) Contract # GS00Q17NSD3006
Mod #: P00310
Submission #: CL01001.01a

ducts installed, through which we can draw new EIS dark fiber as required. Using this
spare ducting, we can install new dark fiber at a lower cost and faster than would be the
case for installing a completely new buried fiber capability. We also reserve some of our
installed fiber to accommodate our growth and give us flexibility to respond to the
evolution in service requirements.

Lumen selects innovative and proven equipment vendors for our backbone
equipment. We insist on demanding criteria to introduce cost-effective conversion
between optics and electronics which provides full digital access to all network-capacity-
enabling advanced features, such as switching, grooming, multiplexing, bandwidth
management, and performance management. Such equipment selection provides
greater opportunities for leveraging other technology advances in network management
and operation support infrastructure.
1.2.1.2 Quality of Services [L.29.2.1.B; M.2.1.2]

The delivery of high-quality, reliable EIS services is ensured by the Lumen
Team’s experience in building and maintaining world-class services, continuous
monitoring against the Government’s Key Performance Indicators (KPI) and Acceptable
Quality Levels (AQL) in the SLA Tables provided in Section J.2 and defined in SOW
C.2, and state-of-the-art network management tools and processes. We ensure that EIS
Quality of Service (QoS) is maintained through the Lumen Team’s skilled technicians
monitoring and responding 24/7. The high quality of our network services continues to
be recognized by independent rating services. We have carefully selected our EIS
partner companies for their high quality performance for services they provide.
Each of our teammates and access partners apply reliable design principals and
operations which conform to industry standards, resulting in excellent quality
performance.

The EIS AQLs will be routinely monitored by our Lumen GovNOC. As we are
currently doing in providing Networx and WITS services, Lumen meets the
Government’s KPIs and AQLs through the use of our network management team’s

expertise and tool-sets. The Lumen NOC’s Network Management System (NMS)
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integrates network element managers, alarm aggregations, and network managers
into one ubiquitous platform for greater network operations efficiency. Throughout,
Lumen has deployed a number of automated tool sets to monitor the Lumen
Enterprises™ network to ensure that it meets KPIs and AQLs. In addition, Lumen
operations staff has in-house expertise that runs one of the world’s largest IP and
transport backbones. Combined, our people and their tool-sets provide a
management environment that ensures meeting the Government's requirements.
Lumen operates the network using a cross-functional team that works together closely
to ensure meeting required performance levels. Within the individual EIS service
delivery descriptions in this Technical Volume, we include service-specific details of how
we consistently deliver high-quality EIS services that meet or exceed each of the AQLs.
1.2.1.3 Service Coverage [L.29.2.1.C; M.2.1.3; C.1.3; C.1.8.5; J.1]

The service coverage of the Lumen Team extends well beyond the minimum
requirements of the mandatory services in 25 CBSAs. A listing of the CBSAs where we
propose services is contained in the AcquServe portal CBSA indicator tool in
accordance with RFP L.29.2.1. As many of our services are offered commercially in 60
countries, with active relationships with global carriers for local and long haul circuits,
the Lumen Team is well positioned to support future Government CBSA expansion.
1.2.1.4 Security [L.29.2; M.2.1.4; C.1.8.7]

Lumen ensures that all Lumen services provided comply with Federal Information
Security Management Act (FISMA), DoD, and Intelligence Community requirements
where applicable. We meet the applicable Government cyber security/Information
Assurance (lA) objectives and requirements for EIS confidentiality, integrity, and
availability. We incorporate these principles when developing our information security
program and policies for EIS and applicable TOs. Lumen currently uses the
International Organization for Standardization 1ISO IEC 27002 standard (formerly 1SO

17799) as our security policy framework.
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1.3 Mandatory EIS Services [L.29(2)(a), M.2.1, C.1.2]

The Lumen Team proposes the four mandatory EIS services described in SOW
C.1.2: Virtual Private Network Service, Ethernet Transport Service, Internet Protocol
Voice Service, and Managed Network Service. Details of the mandatory services
Lumen provides are given in response Sections 1.3.1 through 1.3.3.1. In accordance
with SOW C.1.2, Access Arrangements is also included as a mandatory component, as
described in our response Section 1.4.9. As demonstrated in our response, we have the
network, personnel, processes, experience, and overall capabilities to provide cost-
effective and reliable mandatory services that are fully compliant with EIS requirements.
1.3.1 Data Service Mandatory
1.3.1.1 Virtual Private Network Service [L.29.2.1, C.2.1.1, C.4.4]

Lumen has successfully delivered premises- and networks-based Virtual Private
Network Service (VPNS) to more than 200 Government Agencies and divisions, giving
our customers secure intranet, extranet, and remote access connectivity for more than a
decade. The features of our VPNS solution include flexibility in meeting bandwidth and
security requirements, ensuring functionality across a diversity of hardware and
software platforms.

Lumen’s VPNS includes both network- and premises-based VPN services to
support any access method and deliver a range of services, including dial-up voice,
ISDN Internet access, and dedicated high-speed optical connections. Our network
backbone supports the intranet, extranet, and remote access VPNS solutions, as
described in SOW C.2.1.1.1.1. Our VPNS approach enables consistent management of
network traffic to reduce costs and to prioritize time-critical and business-critical
transmissions which are given higher priority. Lumen support for our VPNS includes
coordination by our Contractor Program Management Office (CPMO) including our
Customer Support Organization (CSO), performance monitoring by our Lumen
Government NOCs, and the design, installation, maintenance, and upgrade of our

services to meet the evolving needs of our customers by our engineers and technicians.
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Figure 1.3.1.1-1 highlights the features to GSA and the agencies of the Lumen

VPNS solution, which are aligned with the evaluation criteria.
Figure 1.3.1.1-1. Features of Lumen VPNS

EVALUATION
CRITERIA
Understanding

FEATURES OF LUMEN VPNS

» More than a decade of experience providing VPNS to industry and Government, giving us insight into

M211] current and evolving customer needs and expectations

* Our VPNS solution supports EIS goals of converged services for unified communications and
collaboration across a diversity of platforms and devices

Quality of Services |e As discussed further in paragraph 1.3.1.1.7, we meet or exceed all VPNS performance requirements,

M212] supported by quality assessment and reporting developed and enhanced through extensive past
performance providing services like those required by EIS

» Performance demonstrated on Networx and other similar contracts

» High availability and redundancy through many physical paths and in the Core

» Wide range of access methods, and traffic prioritization via Class of Service (CoS)

* We also propose jitter as an additional KPI for VPNS; jitter is an important factor in the service quality of
voice and video data service and is defined as the relative variation in delay between consecutive packets

Service Coverage | The Lumen VPNS solution rides on globally distr buted Lumen network, with integrated strategically

[M.2.1.3] dispersed communications switches, switching centers, and dedicated network links to eliminate latency
issues and service interruptions

* Lumen VPNS provides services to 60 countries, leveraging 74,000 terrestrial route miles in North
America, 26,000 route miles in Europe, 10,000 route miles in Latin America, and 33,000 subsea route

miles globally
Security » Maintain the integrity and privacy of VPNS content and collaboration with passwords and TLS encryption
M214] e We accept IPSec tunneling over our VPNS architecture

Understanding. As an incumbent on the Networx Enterprise, WITS3, and
multiple regional GSA contracts; and as Chair of the ACT-IAC Networks and
Telecommunications Special Interest Group (N&T SIG), Lumen brings an in-depth
understanding of GSA’s EIS Program Goals and offers VPNS that aligns with and
satisfies these goals.

Quality of Services. Lumen ensures VPNS performance quality across the
network by carrying real-time protocol (RTP) in the highest priority IP VPN queue. This
queue has SLAs of 10ms for jitter and 100% for packet delivery. As addressed in more

detail in section 1.3.1.1.1.2, Lumen helps ensure meeting Quality of Service (QoS)
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requirements by using Class of Service (CoS) levels to prioritize network traffic and
manage bandwidth for Agencies.

Service Coverage. Lumen’s solution for VPNS extends to all 929 CBSAs, well in
excess of the 25 CBSAs required in SOW C.1.3. The Lumen VPNS is provided over the
global Lumen network, which has integrated strategically dispersed communications
switches, switching centers, and dedicated network links.

Security. Lumen VPNS are inherently secure on the basis of the underlying
MPLS technology specified in RFC 4362. MPLS VPNSs provide transport level security
in the fact that the system information transiting one VPN can’t be viewed by systems
within another VPN. Lumen performs regular security audits of the network elements,
and operational subsystems as part of the VPNS security practice. Our VPNS security
approach includes physical (facility access, etc.) and logical (network-related protocols,
etc.) security features. Remote access security for VPNs is provided by the Lumen
Secure Access Gateways. This product supports IPSec tunnel management between
the agency VPNS network and the remote user.
1.3.1.1.1 Service and Functional Description [L.29.2.1, M.2.1, C.2.1.1]

Lumen’s VPNS leverages our global secure and fully meshed Multi-Protocol
Label Switching (MPLS) network to create reliable and highly secure private agency
paths across the Lumen backbone. MPLS technology improves traffic flows across
networks, including VPN layers 2 and 3, to minimize the risk of congestion. As shown in
Figure 1.3.1.1.1-1, our MPLS provides the ability to encapsulate many different
protocols and route them securely over the routing infrastructure. An MPLS IP/VPN
network allows converged services such as voice, video and data to take advantage of
the same access facilities and ensures mission-critical traffic is given preferential
treatment over non-critical applications.

One of the key advantages of our MPLS core is reduced fail-over time. In
traditional IP networks, the routing table in each router is updated based on the dynamic
communication between adjacent routers, resulting in a long convergence time.

However, in an MPLS-based network, each router views the forwarding table. So, when
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an LSP path in the forward direction fails, the router is made aware of it instantaneously

with a much shorter “keep-alive” time.

The Provider Edge (PE) router is the cornerstone of the Lumen MPLS IP/VPN
services on our global MPLS network. The PE routers for the global MPLS VPN network
enable IP Virtual Private Network services as per Internet Engineering Task Force
Request for Comments 4364 (RFC4364) — BGP/MPLS IP Virtual Private Networks.

The PE devices are uplinked via resilient OC12/0OC48/GE or 10GE connections
to our Core infrastructure, a converged IP routing and MPLS. The devices are served by
aggregation switches for grooming of Fast Ethernet and Ethernet customer traffic via Nx
Gigabit Ethernet (NXGE) circuits.

Figure 1.3.1.1.1-1. Network Overview of CenturyLink’s VPNS. The reliable
CenturyLink global network provides reliable and compliant EIS VPNS.
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Figure 1.3.1.1.1.1-1. CenturyLink VPNS Secure Access Architecture. Our

-
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1.3.1.1.2 Standards [L.29.2.1, M.2.1, C.2.1.1.1.2]

Our VPNS solution complies with all the standards required in SOW C.2.1.1.1.2.
Our VPNS is a network-based IP VPN service built on our converged MPLS backbone,
comprising a service based on IETF RFC2547bis standard, which was co-authored by
Lumen. Other aspects of our VPNS that are based on IETF specifications include
certificate authorities and hard and soft tokens.

Technologies such as MPLS IETF RFC 4364 (formerly 2547) have been
implemented to ensure that VPN-specific routing tables are kept private, reinforcing our
VPNS security posture. VPN membership is administered on a site-to-site basis to
ensure that internal IP traffic is not routed to other customers sharing the network. The
MPLS technology ensures that site traffic is routed specifically to other sites on the VPN
membership list. To ensure trust and reliability, our VPNS applies general MPLS
standards such as RFC 3209 for RSVP-TE, RFC 4716 and RFC 4762 for BGP and LDP
discovery, and RFC 6074 for auto-discovery.

We continue to incorporate IETF Working Group (WG) specifications as they
mature and products supporting those RFCs become commercially available. We keep
abreast of developments within the IP Security WG, IP Security Policy WG, MPLS WG,
Layer 3 VPN WG, Pseudo Wire Emulation Edge to Edge WG, and IETF-TLS WG.
Lumen’s network is fully IPv6-enabled for all commercial and Government customers.
IPv6 and IPv4 addresses and routes can be supported within the same IPVPN and on

the same IPVPN port. Agencies can migrate to IPv6 at their own pace.
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1.3.1.1.3 Connectivity [L.29.2.1, M.2.1, C.2.1.1.1.3]

The Lumen VPNS service supports a dedicated site-to-site access via leased
lines. The Lumen VPNS service supports secure remote access via either dialup, DSL
or Cable. The VPNS service provides for full meshing among VPN end-locations as a
default configuration. Partial meshing, if required, is supported. As discussed earlier,
access circuits can be on-net or off-net. Access circuits are transparent for the CoS
mechanisms that operate between Lumen’s PE router and the agency’s GFE/CE router.
1.3.1.1.4 Technical Capabilities [L.29.2.1, M.2.1, C.2.1.1.1.4]

Our VPNS solution meets all the mandatory technical capabilities and thresholds
listed in PWS C.2.1.1.1.4. Elements of our solution are summarized in the following
paragraphs:

1. Meet Applicable Routing Requirements. The Lumen VPNS solution meets
applicable routing requirements of SOW C.1.8.8, ensuring any encrypted
tunnels are applied and proxied to enable inspection.

2. Provide Multiple Tunneling Standards. The Lumen network supports 256-bit
AES and 128 bit 3DES-encrypted IPSec VPN and Generic Routing
Encapsulation (GRE) tunneling over IPSec. The methods describing compliance
to SOW C.1.8.8 are provided in Section 1.4.13 of this Technical Volume.

3. Provide Various Encryption Levels. The Lumen network supports DES and
3DES encryption from the CE router to the PE router. Secure VPNS access is
supported with 3DES and AES 256 encryption standards.

4. Provide Authentication Services. We can provide Windows Active Directory
(AD), Lightweight Directory Access Protocol (LDAP), and RADIUS
authentication services.

5. Support IPv4 Encapsulating and Encapsulated. Our network supports IPv4
as both the encapsulating and encapsulated protocol.

6. Support IPv6 Encapsulating and Encapsulated. We also support IPv6 as

both the encapsulating and encapsulated protocol.
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7. Support QoS Modes. Lumen supports the standardized modes as specified in
SOW C.2.1.1.14.7.
a) Best Effort traffic is supported by CoS markings. Agencies have CoS

options to prioritize traffic flows between MPLS network ports. The agency
selects the CoS and the distribution of bandwidth percentages by class, as
shown in Figure 1.3.1.1.4-1. Any traffic outside such distribution
percentages may be treated as Basic Traffic for the purposes of the service
levels. The Lumen VPN service is fully ToS-transparent. As mentioned
earlier, the customer’s traffic can also be classified at the PE router by a
combination of IP header information such as source and destination
address and/or Layer 4 source and destination port.

Figure 1.3.1.1.4-1. Sample DiffServ Queue Mappings

cos SERVICE NAME IP DSCP MARKING (DIFFSERV)
1 Voice EF
2 Video Signaling cs5
3 Video Interactive cs4
4 Data: Gold AF-21, AF-22, AF-23
5 Data: Silver AF-11, AF-12, AF-13
6 Data Bronze CS-0, Everything Else

Network Control cS6

b) Aggregate CE Interface level QoS is supported by marking all of the data
entering the VPNS network with the same markings regardless of
destination, essentially point-to-cloud or cloud-to-point.

c) Site-to-Site Level QoS is supported by each pair of connected VPN
endpoints having their own QoS per endpoint pair. This is similar to an EVC
point-to-point that could have its own QoS/CoS. Lumen also allows multiple
VRFs per port connection that have their own QoS schema.

Vol. 1 Technical 1-35

Use or disclosure of data contained on this page is subject to the restrictions on the title page of this contract.



LUMeN

General Services Administration (GSA)
Enterprise Infrastructure Solutions (EIS) Contract # GS00Q17NSD3006

Mod #: P00310
Submission #: CL01001.01a

d)

Intserv (RSVP)-signaled QoS. Lumen supports IntServ using Resource
Reservation Protocol (RSVP) to explicitly signal the QoS needs of an
application's traffic in the end-to-end path through the network. This provides
a way to deliver the end-to-end QoS that real-time applications require by
explicitly managing network resources to provide QoS to specific user packet
streams (flows).

Diffserv. Our VPN core provides a transparent Differentiated Services
domain. When an agency uses their own Diffserv policies, Lumen's VPN
network transports those markings transparently through the network. This is
achieved by using the MPLS EXPerimental field in the Lumen VPN, leaving
the agency IP header (ToS/IP Precedence) intact.

8. Support QoS on Access. Lumen supports QoS on the following access

networks:

a)

b)

802.1p Prioritized Ethernet. Lumen network equipment recognizes agency
Ethernet frames whose Tag Protocol Identifier (TPID) value, in the outermost
802.1q header, is 0x8100.

MPLS-based Access. Our MPLS is independent of access technologies
and delivers scalable end-to-end IP services with simple configuration and
provisioning for users and providers, supported by a range of platforms;
users with differing access links can be combined on an MPLS edge without
changing their current environments.

Multilink Multiclass PPP. Lumen VPN ports support multilink PPP
encapsulation.

QoS-Enabled Wireless. The Lumen Team provides both LTE and wireless
802.11x access.

Cable High-Speed Access (DOCSIS 1.1). Lumen Secure Access Site
service allows fixed remote locations (branch sites or home offices) to
securely connect for safe access to the network anywhere, anytime;

eliminating the need for all sites to have a direct connection to the VPN. Key
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service features include high availability and diverse path redundancy using
cable, DSL or 3G/4G. Hughes ActiveQoS™ provides superior traffic
management on “best efforts” broadband access to prioritize mission-critical
applications and related traffic during “rush hour” congestion.

f) QOS-Enabled Digital Subscriber Line (DSL). Lumen offers Secure Access
services to extend the security policies of the agency VPN to mobile users
and other/remote agency sites not directly connected to the VPN network.
This service leverages the agency’s existing Internet access or other
DSL/Cable circuit to provide secure access to their VPN.

.QoS-EnabIed Satellite Broadband Access. The Lumen Team provides

QoS-enabled satellite broadband access through _

9. Support QoS Objectives for Intserv and/or Diffserv. Lumen supports
Differentiated Services (Diffserv). Our VPN core provides a transparent Diffserv
domain. This means that, should the agency use their own Diffserv policies,
Lumen's VPN network transports those markings transparently through the
network. This is achieved by using the MPLS EXPerimental field in the Lumen
VPN, leaving the agency IP header (ToS/IP Precedence) intact.

10.Provide Traffic Isolation and Layered Security Architecture. Technologies
such as MPLS IETF RFC 4364 (formerly 2547) have been implemented to
ensure that VPN specific routing tables are kept private. VPN membership is
administered on a site-to-site basis to ensure that internal IP traffic is not routed
to other Agencies sharing the network. MPLS does not allow traffic from a site to
be routed to a site not on the VPN membership list.

Beyond the security inherent to MPLS, other layers of our security architecture
include the methods and procedures, discussed earlier, for physical access,

equipment login access, and function-limited access.
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11. Temporary Access to VPNs. Lumen supports multiple VPNs by allowing both
permanent and temporary access to one or more VPNs for authenticated users
across a broad range of access technologies.

12.Provide Secure Routing Services. The native MPLS technology does not
allow traffic from a site to be routed to a site not on the VPN membership list.
Lumen has implemented technologies such as MPLS IETF RFC 4364 to ensure
that VPN specific routing tables are kept private. VPN membership is
administered on a site-to-site basis to ensure that internal IP traffic is not routed
to other customers sharing the network.

13.Support Encryption, Decryption, and Key Management Profiles. Our VPNS
supports encryption through DES or 3DES from the Customer Edge to the
Provider Edge. Secure VPNS access is supported with 3DES and AES 256
encryption standards.

14.Support Agency Internal Security Mechanisms. Lumen supports an agency
deploying its own internal security mechanisms which are in addition to those
we employ in support of VPNS, to secure specific applications or traffic more
precisely than on a site-to-site basis.

15. Allow Agency Alternatives for Temporary Authentication. Lumen allows an
agency to choose from Windows Active Directory (AD), LDAP or RADIUS for
authentication of temporary access users.

1.3.1.1.5 Features [L.29.2.1, M.2.1, C.2.1.1.2]
Our VPNS includes the SOW-specified mandatory features, as described below:
¢ High-availability Options for CPE: Provides high availability and diverse path
redundancy using cable, DSL or 3G/4G

¢ Interworking Services: Lumen provides interworking services for an agency’s

VPN to transparently access agency locations that use Lumen’s Ethernet

Service--Multiservice port/Ethernet access
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1.3.1.1.6 Interfaces [L.29.2.1, C.2.1.1.3]

Lumen’s VPNS supports the mandatory and optional interfaces specified in SOW
C.2.1.1.3.
1.3.1.1.7 Performance Metrics [L.29.2.1, M.2.1, C.2.1.1.4, G.8]

As shown in Figure 1.3.1.1.7-1, Lumen’s VPNS meets or exceeds all VPNS
performance quality requirements, as demonstrated by our performance on Networx
and other recent or ongoing contracts similar in scope and complexity.

Figure 1.3.1.1.7-1. Lumen VPNS QoS/Performance Metrics

PERFORMANCE

SERVICE LEVEL LUMEN AVERAGE
STANDARD
Latency (CONUS Routine 70 ms <=70 ms <=50 ms
Latency (OCONUS) Routine 150 ms <=150 ms Trans-Atlantic: <= 95 ms

Trans-Pacific: <= 150 ms

Av (VPN) Routine 99.9% >=99.9% 99.9%

Critical 99.99% >=99.99% 99.99% (On-Net Availability)
Time to Restore Without Dispatch | 4 hours <=4 hours 4 hours

With Dispatch 8 hours <=8 hours 8 hours

Lumen proposes jitter as an additional KPI for VPNS. Jitter is an important factor
in the service quality of voice and video data service and is defined as the relative
variation in delay between consecutive packets. To measure jitter, samples are taken
every 500 milliseconds and consecutive samples are compared for variation in delay.

Jitter is reported as a network average and does not include local access loops
or GFE/CE. The KPI value varies according to the class of service required by the
agency, shown in Figure 1.3.1.1-2, which provides the jitter classes of service we
propose for VPNS.

Figure 1.3.1.1.7-2. Lumen Proposes to Include Jitter as Additional KPI

CLASS OF PERFORMANCE
LUMEN AVERAGE

SERVICE STANDARD
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CLASS OF PERFORMANCE
SERVICE STANDARD

LUMEN AVERAGE

Jitter Gold 10 ms <=10 ms Intra US.: 3ms
EU-US.: <10 ms

Silver 15 ms <=15ms <=15ms

Bronze N/A N/A N/A

1.3.1.2 Ethernet Transport Service [L.29.2.1, C.2.1.2, C.4.4]

The telecommunications industry is in the midst of a lengthy migration from
services and access based on Time Division Multiplexing (TDM) to those based on
Ethernet. Government and industry alike are taking part in this migration driven by,
among other reasons, Ethernet’s overall superiority in bandwidth efficiency, granularity,

protection bandwidth, topologies supported,

operational simplicity, and lower cost. These Lumen’s Industry-Lsading ETS

factors are highly relevant to agencies which face | * Expansive geographic availability with more
than 35,000 on-net buildings in the U.S. and

both funding restrictions and funding uncertainty, netNork presouco miRAE R TR T

hence Government’s overall embrace of Ethernet * MEF CE 2.0 Compliance
. ¢ SDN-driven Adaptive Network Control with
Transport Service (ETS)' Enhanced Management and Dynamic
Expanding Ethernet coverage represents Capacity for superb vis bility and near real
X i . , time bandwidth scaling
the strategic direction of Lumen. Much of Lumen’s ] g
* Secure, reliable, and responsive network

investments in time and money continue to be that supports high-performance voice, video,
and data applications with up to 99.999%

directed at expanding and improving our Ethernet notwork

coverage and service. For example, announced in

mid-2015 and in active roll-out worldwide, Adaptive Network Control, particularly its
Dynamic Capacity feature — both discussed below, is indicative of the innovative spirit
that distinguishes Lumen ETS from nearly all other carriers worldwide. Lumen Ethernet
service and innovation continues to garner recognition by leading industry analysts as
highlighted in Figure 1.3.1.2-1.
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Not just industry analysts, the Government itself has recognized and responded

to Lumen’s leadership in ETS. As of 3Q15, under Networx and WITS, Lumen is
providing:
e Approximately 270 dedicated access arrangements, more than 70% of which
are at or above 50 Mbps
e Approximately 120 point-to-point E-LINE circuits or variants of dedicated ETS,
almost 70% of which are at or above 1 Gbps
This track record includes an excellent history of quality of service performance.
In short, Lumen is experienced and demonstrably adept at providing and supporting a
feature-rich, secure ETS to agencies.
Lumen ETS is fully compliant with all EIS ETS requirements and supports all of
the optional features named under ETS. We discuss these below and some distinct

Lumen capabilities in product features and support.

AT Ethernet Excellence Awards:
SIHGEET Retail Service Provider of the Year" award for Global, Caribbean
o and Latin America (CALA), North American regions, 2014
Wholesales Provider of the Year” award for North America, 2014
MEF Best Carrier Ethernet Wholesale and Business Application, CALA region, 2013
Caridiod Complant "Service Provider of the Year" for Ethernet services in CALA, 2011

Best Business Ethernet Service, 2011

GBI’U‘IEI’ Challenger, 2015 Magic Quadrant for Global Network Services (including Ethemet WAN)

——veRTiCAL BLURIT L] “— VERTICAL QRTTTNL] “—— VERTICAL JGIUR=T] =;‘E§;?ﬁ§ YEAR-END "= VERTICAL ERJ=UH= ]
—— SYSTEMS —— SYSTEMS —— BSYSTEMS o ——= SYSTEMS
el 2015 SRl 2014 kil 2014 ek tad 2014 ISk wad 2014

U.S. CARRIER US. CARRIER | [EECENEEREI | | o oy stvicEs | | ETHe i aaien s
ETHERNET ETHERNET ETHERNET iyl
SERVICES SERVICES SERVICES LEADERBOARD | LEADERBOARD

LEADERBOARD | LEADERBOARD ' | LEADERBOARD Competitive Providers

* Network Performance Excellence Award, 2013
W ATLANTIC-ACM . Brand Carrier Excellence Award, 2013

: nemeries 2012 Pilot House Award for Top Provider Ethernet Services, 2012

PilotHous “Carrier Ethernet has emerged as a more robust and flexible alternative to traditional
Auf ol OUSE N services. Level 3's stellar customer rating score moved them to the lead
.y o amongst all providers.” —Henry Svendblad, Principal Analyst, Nemertes Research

Figure 1.3.1.2-1. Lumen’s Industry Leadership in Carrier Grade Ethernet.
Figure 1.3.1.2-2 highlights the features of the Lumen ETS solution aligned with

the evaluation criteria.
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Figure 1.3.1.2-2. Features of Lumen’s ETS

EVALUATION CRITERIA FEATURES OF LUMEN ETS

Understanding [M.2.1.1] « Indicative of Lumen’s strength in ETS and understanding of the GSA environment, today we are
providing approximately 120 E-LINE “circuits”, almost 70% of which are at or above 1 Gbps! — as
well as some 270 Ethernet based dedicated access arrangements.

e Lumen chairs the ACT-IAC Networks and Telecommunications Special Interest Group which
keeps us current with Ethemet’s evolution and application in service provider environments.

Quality of Service o Satisfies all KPIs, plus Lumen has a strong track record of performance on ETS under Networx.

[M.2.1.2] » Delivered over a carrier class MPLS infrastructure to satisfy service restoration KPIs.

* | everages its core network based on adherence to Metro Ethernet Forum (MEF).

* Managed from redundant GovNOCs in Broomfield, CO and Atlanta, GA.

* Lumen’s use of a Network Interface Device (NID) to terminate Ethemnet connections on agency
sites gives us greater visibility and control, and results in better service quality and higher user
satisfaction.

Service Coverage * Via Lumen’s Ethernet network and Ethermnet Network to Network Interfaces (ENNIs) with almost

[M.2.1.3] 40 partners, Lumen ETS is available in all 929 CONUS and OCONUS CBSAs.

* Lumen’s Ethemet network is now directly in 136 CBSAs, including 68 of the 100 CBSAs named
inSOW J.14.1.

e OCONUS, Lumen ETS is available in more than 60 countries.

Security [M.2.1.4] * ETS is implemented within the secure, private Lumen network.

* Lumen’s architecture, ETS over MPLS, offers an additional level of inherent security through the
proven application of the Virtual Forwarding Instance (VFI), within which agency ETS traffic is
uniquely tagged for segregation within unique, secure groups.

* ETS supports routing of applicable traffic through an EINSTEIN Enclave per OMB Memo. M-15-
01.

Understanding. As an incumbent on the Networx Enterprise, WITS3, and
multiple regional GSA contracts; and as Chair of the ACT-IAC Networks and
Telecommunications Special Interest Group (N&T SIG), Lumen brings an in-depth
understanding of GSA’s EIS Program Goals and offer an ETS that satisfies these goals.
Most indicative of this understanding is our practical experience with ETS and agencies
— namely, the approximately 120 E-LINE “circuits” and some 270 Ethernet-based
dedicated access arrangements.

Quality of Services. Lumen achieves ETS performance quality across the
network by implementing it over our MPLS platform, which provides traffic engineering
and superbly manages CoS and QoS across the network. In addition, Lumen terminates

Ethernet connections on a customer site with a Lumen Network Interface Device (NID).
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Virtually without exception, we do this for all Ethernet connections around the world
regardless of whether the facility is owned or leased by Lumen. Monitored by our
GovNOCs, the NIDs give us greater visibility and control, and result in better service
quality and higher user satisfaction.

Service Coverage. Lumen’s solution for ETS extends to all 929 CBSAs, well in
excess of the requisite 25 CBSAs. To achieve this coverage, we draw upon our
Ethernet presence in 136 CBSAs, including 68 of the 100 CBSAs named in SOW
J.1.4.1, and supplement local (access) coverage via ENNIs with approximately 40
carrier partners. Of course, as a global player, ETS is available in more than 60
countries. As noted, Lumen NIDs terminate virtually all ETS connections, regardless of
local carrier.

Security. Lumen ETS is implemented using the secure, private Lumen network.
Lumen’s architecture, ETS over MPLS, offers an additional level of inherent security
through the proven application of the Virtual Forwarding Instance (VFI), wherein agency
ETS traffic is uniquely tagged for segregation within unique, secure groups. If, for
coverage extension, Lumen draws upon another carrier via an ENNI, we note that there
is VFI continuity across the interface — meaning that a VFI tag one on side of the ENNI
is directly mapped to a VFI across the network boundary. Additionally, for overall
security, Lumen SOCs continuously monitor the threat landscape and take action as
needed.
1.3.1.2.1 Service and Functional Description [L29.2.1, M.2.1, C.2.1.2.1, C.2.1.2.1.1]

Available throughout the U.S and in more than 60 countries, Lumen ETS
solutions deliver carrier-class metro and WAN connectivity over our secure, private
infrastructure. The core of this infrastructure is a 100 G backbone, with resilient OC-48,
10GE or 100G uplinks. This network is always expanding, enabling Lumen to meet
customers’ never-ending demands for scale and scope.

Leveraging this high speed core is Lumen’s MPLS architectural platform, which
underlies our ETS. MPLS delivers proven, reliable service performance and scalability,

and enables carrier-grade Quality of Service (QoS) to be managed over the entire
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network. Secure, diverse MPLS Label Switched Paths (LSP) are defined and configured
at the entry point to the core network. Consequently, Lumen is able to provision all on-
net ETS Ethernet Virtual Connections (EVC) with network-protection by default. Another
advantage of an MPLS core is reduced fail-over time as each internal router views the
forwarding table. Hence, when an LSP path in the forward direction fails, the router is
made aware of it instantaneously, with a much shorter keep-alive time.

Lumen Metro Ethernet Forum 2.0 Carrier Ethernet (MEF 2.0 CE)-compliant ETS
E-LINE and E-LAN configuration options provide EVCs over our global core MPLS
network.

This enables agencies to transport voice, data, multimedia, and collaboration
applications among two or more agency-designated locations. E-LINE and E-LAN
service offer granular bandwidth increments on physical interfaces of Ethernet, Fast E,
NxFast E, Gig E, NxGig E, 10G, and 40G.

ETS Configurations. The E-LINE point-to-point and point-to-multipoint
configurations, shown in Figure 1.3.1.2.1-2 (a) and (b) allow agencies to connect two or
more locations via an EVC and send Ethernet traffic transparently across the Lumen
network. E-LAN, illustrated in Figure 1.3.1.2.1-2 (c), is a multipoint-to-multipoint EVC-
based configuration in which agencies connect multiple sites in a fully meshed, single-
bridged Ethernet domain. The Lumen network default is to discard Layer 2 control
protocol frames. E-Tree, not depicted, is another type of point-to-multipoint

configuration.
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Figure 1.3.1.2.1-1. Overview of CenturyLink ETS Delivery Over an MPLS Core.

Underlying MPLS enhances performance, scalability and end-to-end QoS of ETS.

VLAN and Port Mapping. A single VLAN or VLAN range can be mapped to an
EVC. A VLAN mapping to a single EVC can connect to a separate E-LAN VPN, if, for
example, more than one VPN were established or multiple services were being
delivered over a single access circuit. In port mapping, all VLANs on the port are
mapped to a single EVC. Port mapping typically is applied in a strict point-to-point
configuration where no service multiplexing is required.

Class of Service. For E-LINE and E-LAN, respectively, three and six Class of
Service (CoS) levels are available. This includes a CoS level (available to E-LINE and
E-LAN) that is used to carry real-time voice and video. Typically, Ethernet “p” bits (IEEE
802.1p) are used to signal CoS, although static treatments are also used. In the latter,
an EVC is managed as carrying a single CoS across the network.

As Lumen ETS leverages the power of an underlying MPLS architecture, CoS is
mapped to MPLS EXP values.
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Figure 1.3.1.2.1-2. ETS Configurations: (a) E-LINE Point-to-Point, (b) E-LINE Point-
to-Multipoint, and (c) E-LAN. All create simplifying, single-bridged Ethernet domains.

Lumen ETS Adaptive Network Control and Bursting

In May 2015, Lumen announced Adaptive Network Control (ANC), one of the
industry’s first realizations of Software Defined Networking (SDN) across the WAN.
Applicable for Lumen ETS, ANC Solutions — Enhanced Management and Dynamic
Capacity - offer unmatched levels of control, real-time visibility and a cost-management
flexibility in circuit capacity. Enhanced Management adds network intelligence, visibility,
and insight to the agency network to assist with troubleshooting, network planning,
bandwidth adjustments, and CoS. Dynamic Capacity provides bursting control and
flexibility for agencies by providing 2x or 3x times their bandwidth as needed in near
real-time. It does so by giving agencies the ability to actually increase a site’s
Committed Information Rate (CIR)! Dynamic Capacity can be invoked by pre-defined
utilization thresholds, through scheduling, or on an ad hoc basis. The agency is in
control of how long the additional bandwidth is available and can view all events in

historical reports. Costs are known before each event occurs, and there’s even a

Vol. 1 Technical 1-46
Use or disclosure of data contained on this page is subject to the restrictions on the title page of this contract.




LUMeN'
General Services Administration (GSA)
Enterprise Infrastructure Solutions (EIS) Contract # GS00Q17NSD3006

Mod #: P00310
Submission #: CL01001.01a

monthly rate cap. Dynamic Capacity is available on all ETS configurations. E-LAN also

offers a bursting capability via a commit with usage basis.

Figures 1.3.1.2.1-3 and 1.3.1.2.1-4 are examples of ANC screen shots that
reflect the ease of harnessing Lumen’s SDN ANC capability.
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Figure 1.3.1.2.1-4. Dynamic Capacity “Activate Now” Screen. Dynamic Capacity is a

key feature of the Lumen ETS.
Figure 1.3.1.2.1-5 summarizes key features and benefits of Lumen’s industry
leading ANC SDN technology.
Figure 1.3.1.2.1-5. Key Features and Benefits of Lumen’s Adaptive Network
Control

FEATURES BENEFITS
Dynamic Capacity -2X or 3X ¢ |Immediate access to additional bandwidth
* Hourly usage charges
» Rate cap per billing cycle - 144 hours at 2X and 72 hours at 3X

Dynamic Capacity — Threshold driven » Network driven events provide capacity when needed
events e Cost control through hourly billing

Enhanced Management — Segment by » Greater visibility into network connections

Segment view ¢ Threshold settings with alerts watches the network for the agency

Smart Demarcation. Lumen ETS includes Smart Demarcation as a standard
ETS component for all agency sites in the U.S. and, as available, globally. Smart
Demarcation is provided via a Lumen-owned Network Interface Device (NID) located at
the agency premises/SDP that serves as the Lumen network point of demarcation. NIDs
provide loopback capabilities, test traffic generation, fault detection, verification,
isolation and discovery at Layer 2 as well as historical information on availability and
port utilization. Therefore, benefits of Smart Demarcation include simplified test and
turn-up, faster trouble resolution, and agency end-to-end Vvisibility of service
performance. It also ensures RFC 2544 compliance.

Lumen ETS is managed from the redundant GovNOCs in ||| Gz
-. In addition collected data from NIDs, Lumen uses a Service Assurance Agent to
monitor various performance metrics, including delay, loss, and jitter. Measurements
are continuous, with all site-to-site combinations tested 3,000 times per hour.

Security of Lumen ETS

Security of Lumen ETS is derived from factors including an inherent level of

security afforded to ETS by operating on the private, secure Lumen network; an added

inherent level of security conferred by the Ethernet over MPLS implementation; and the
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additional security measures executed by Lumen in accordance with SOW C.1.8.8,
consistent with OMB Memorandum M-15-01 regarding Internet, Extranet and Inter-
agency traffic —i.e., External Networks.

E-LINE ETS is provided in a secure point to point environment between two
endpoints. An agency-specific E-LINE connection is generally expected to fall within the
agency’s security boundary. If there are no External Network connections in an E-LINE
(or E-LAN) configuration, then that ETS instance is operating within the agency’s
security boundary. However, as noted above, if an E-LINE endpoint resides on an
External Network, special routing will be invoked to route the E- LINE EVC through an
EINSTEIN enclave. The same considerations apply for E-LAN sites on External
Networks.

Regarding Ethernet over MPLS, in the shared physical network environment of
E-LAN (a VPN), customer traffic separation is realized via the VFI. The VFI is defined
and discussed in several Internet Engineering Task Force (IETF) Request for
Comments (RFC) specifications, notably RFCs 4761 and 4762. In this proven
technology, a unique tag is assigned to the traffic of a given agency/ customer so that
traffic of different customers can be segregated on distinct logical networks within the
Lumen network. Therefore, each customer (or customer network) is completely isolated
from other customers’ domains, resulting in a high level of security through the traffic
separation within the ETS environment. Should an agency site be a member of more
than one VFI, there is no VFI awareness at the SDP; the VFI is only used and defined
within the core network.

As noted previously, when Lumen extends ETS coverage via an ENNI, VFI
continuity is maintained across the interface as part of the ENNI agreement and
implementation. This means that a VFI tag one on side of the ENNI is directly mapped
to a VFI across the network boundary. Therefore, traffic segregation and security are

maintained.

Vol. 1 Technical 1-49
Use or disclosure of data contained on this page is subject to the restrictions on the title page of this contract.



LUMeN
General Services Administration (GSA)
Enterprise Infrastructure Solutions (EIS) Contract # GS00Q17NSD3006
Mod #: P00310
Submission #: CL01001.01a

1.3.1.2.2 Standards [L.29.2.1, C.2.1.2.1.2]

SOW C.2.1.2.1.2 calls for compliance with a number of standards and
documents of: 1) the MEF, 2) the ITU, 3) the IEEE and 4) IETF RFCs for Acceptance
Testing. Consistent with Lumen’s leadership in ETS, we are in compliance with all of
them, including the optional one - support for Jumbo Ethernet frames. Particularly as
Lumen personnel are active in a variety of industry forums and working groups related
to Ethernet and ETS, per item 5), Lumen will review new versions, amendments, and
modifications to the above documents and standards for compliance as future
technology advancements occur. An example of this would be draft standards such as
G.8011.3/Y.1307.3 and G.8011.4/Y.1307 4.
1.3.1.2.3 Connectivity [L.29.2.1, C.2.1.2.1.3]

Lumen’s ETS solution meets the connectivity and interoperability requirements

described in SOW C.2.1.2.1.3. Our approach to meeting these requirements is

summarized in Figure 1.3.1.2.3-1.
Figure 1.3.1.2.3-1. ETS Connectivity and Interoperability

0 SOW
§ C.21.21.3 LUMEN COMPLIANT SOLUTION
8 ELEMENT
v Intra-agency [¢ With our focus on deploying Ethernet as a near ideal means to interconnect LANs and the global extent of
LAN-LAN our network, Lumen ETS provides LAN-to-LAN connectivity between sites of the same agency. This

Connectivity connectivity applies to agency sites in the more than 60 countries served by the Lumen network. Such
interconnectivity can occur on either an E-LINE or E-LAN basis. At one layer, interconnected sites would
be part of the same Virtual Forwarding Instance (VFI) within the Lumen network.

u Inter-agency [¢ Lumen provides secure Ethemnet service supporting inter-agency LAN-LAN connectivity through local

LAN-LAN VLAN connections. Traffic from each agency site is uniquely identified across the shared network using

Connectivity | VLAN tags, implemented through the use of EVC connections. These logical connections not only virtually
separate one customer’s traffic from that of another, but they also provide security in such a way that each
customer’s traffic is securely delivered only to that customer’s ports or UNIs.

e In compliance with OMB Memorandum M-15-01, agencies must identify such connectivity as inter-agency
traffic must be routed through an EINSTEIN Enclave for security processing. (Lumen EINSTEIN Enclaves
are discussed in Section 1.4.8.3, MTIPS, of this Technical Volume.) Using the VLAN tags, Lumen will
identify such traffic and route it through an EINSTEIN Enclave. In some cases, traffic may be identified on
a port/UNI basis. This special handling may need to accommodate the need for route information
exchange (Layer 3) across the agency-agency boundary, something that would be incorporated in the

security routing design.
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1.3.1.2.4 Technical Capabilities [L.29.2.1, C.2.1.2.1.4]

Lumen’s full compliance with ETS technical capabilities is summarized in Figure
1.3.1.2.41.
Figure 1.3.1.2.4-1. Lumen’s ETS Technical Capabilities and Features per SOW

COMPLIES

SOwWcC.21.2.1.4

REQUIREMENT

C.21.214

LUMEN COMPLIANT SOLUTION

1. Routing and To enable agencies to comply with OMB Memorandum M-15-01, Lumen will route any Internet,
security Extranet, and inter-agency traffic through a secure DHS EINSTEIN Enclave for processing by the
latest generation of EINSTEIN capabilities. Agencies will identify connectivity requirements that must
be so routed, and, for ETS, Lumen will identify such traffic using VLAN tags or on a port/UNI basis.
v 2. Geographical [e In a word, the metro-to-global Lumen network renders moot both location and distance. We can
coverage provide ETS a) within a city — or b) between cities - in CONUS, OCONUS and Non-Domestic as well
as between cities. Based on Lumen’s direct Ethernet presence in 136 CBSAs, and ENNIs with 40
partners, we can offer ETS in all 929 CONUS and OCONUS CBSAs. ETS is available in more than
60 countries.
u 3. Ethernet UNI ¢ The Ethernet UNI inherently operates and supports Layer 2 interfaces. Clients supporting higher level
protocols packets still present an Ethernet UNI, but the higher levels in the protocol stack are
supported in that they are not considered by the UNI.
v 4_EVC support | EVC support is inherent in an MEF CE 2.0 compliant network such as that of Lumen.
v 5. ETS Delivery |e A basic requirement of ETS, and supported by Lumen in general and currently done so under
at SDP via UNI Networx and WITS.

v 6. Circuit * As required, Lumen supports Circuit Emulation and does so according to details specified at the TO
Emulation level.

v 7. Ethernet * Lumen supports all configurations, point-to-point, multipoint-to-multipoint, and rooted multipoint
Virtual Circuits Ethemet Virtual Circuits (EVC). These are common in ETS.

v 8. EVC o EVC multiplexing is a basic capability within Lumen ETS.
Multiplexing

v 9. Rate-Limited [ Rate limiting on access links, e.g., limiting a physical 1 Gbps access circuit to, say, 200 Mbps, is a
Throughput routine practice of Lumen. In the short term, it can be more economical for the customer, while
Access Links offering the potential of a rapid upgrade of the speed because of the physical headroom.

v 10. Rate Limiting |e Rate limiting is performed at the SDP (item 9, above), typically on access. In addition, it is not often
Support done, and almost unknown at egress, but Lumen can apply rate limiting on an individual VLAN at

ingress and egress.
v 11. Privacy and |e Technology feature built into 8023 standard and support is specified at the TO level.
Security
v+ 12. Service * Lumen ETS supports the physical interfaces (mandatory and all optional) listed in SOW C.2.1.2 3.
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Attributes These are recapped below in section 1.3.1.2.6 of this Technical Volume.
v+ 13. Traffic e Lumen ETS is certified compliant with MEF CE 2.0. As such, it supports traffic profiles:
Profiles a) Committed Information Rate (CIR), minimum amount of bandwidth guaranteed for an ETS.
b) Committed Burst Size (CBS), the size up to which subscriber traffic is allowed to burst and still be in-
profile and not discarded or shaped.
c) Peak Information Rate (PIR), the rate above the CIR that traffic is allowed into the network for a given
burst interval defined by the MBS. In MEF CE 2.0 terms, this is called the Excess Information Rate
(EIR).
d) Maximum Burst Size (MBS). In MEF CE 2.0 terms, this is called the Excess Burst Size (EBS).
* As noted above, with Lumen’s remarkable Dynamic Capacity feature element of Adaptive Network
Control, when an event-driven or scheduled process or authorized agency user calls up more
bandwidth on a given access arrangement, what the Lumen network system does is actually increase
the CIR, affected immediately. CIR can be increased by 2x or 3x as needed or over a specified time
period. Changing the CIR also adjusts the CBS, EIR (PIR), and EBS (MBS).
v+ 14. Performance |e Lumen ETS supports the Performance Parameters listed in SOW C.2.1.2.4. These are recapped
Parameters below in section 1.3.1.2.7 of this Technical Volume.
v 15. Service e Lumen ETS supports the commonly seen Service Frame Delivery options of a) Unicast Frame
Frame Delivery Delivery, b) Multicast Frame Delivery, per RFC 4604, and c) Broadcast Frame Delivery, per IEEE
options 802.3
u+ 16. VLAN tag * Lumen ETS supports VLAN tag: a) preservation, b) translation, and c) stacking. In addition, we
support support optional d) VLAN aggregation across a common physical connection
v 17. Service * A basic feature of Ethemet, Lumen ETS supports the ability for multiple EVCs to be connected/
Multiplexing supported via a single UNI. Each EVC can be configured to support One-to-One Mapping (one VLAN
to one EVC), All-to-One Mapping (all VLANSs to one EVC, also called Port Mapping), or VLAN ID
Bundling. For the latter, the EVC is “VLAN-aware” and supports multiple VLAN IDs (item 18, below).
v 18. VLAN ID e Lumen ETS supports VLAN ID Bundling, the ability fo