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It Starts With The Network

Lumen is a global telecommunications company that empowers organizations to ignite growth
by connecting people, data and apps—quickly, securely and effortlessly.

ture and capabilities of leading technology companies
to address the dynamic data needs of next-generation
applications.

During our history, Lumen has served multiple government
agencies providing Multiprotocol Label Switching (MPLS)* net-
works, really focusing on that castle-and-moat topology and the
legacy services of security outside of your network itself.

That said, we recognize the landscape is shifting due to the
NIST 800-27 ZTA framework and we have pivoted as a result.
And being a network backbone service provider, we recognize
that Lumen brings a lot of value to Zero Trust architecture
(ZTA) overall.

Lumen operates one of the most peered global IP
networks. Our internet service network is integrated with
our Black Lotus Labs platform that actually allows us to
capture zero day security vulnerabil-
ities so that our security operations
teams can communicate any type of
incident that takes place inside of a
particular agency.

ZTA opportunities like this need
an advanced application delivery
architecture — designed specifically
to handle the complex, data-inten-
sive workloads of next-gen technol-
ogy and businesses.

I umen brings together the talent, experience, infrastruc-

Use EIS For ZTA

Lumen also offers a framework
for an acquisition strategy to obtain
ZTA frameworks using the EIS con-
tract leveraging Black Lotus Labs, our security operations team
and our partners to help build out those policy enforcement
points. This is then fully integrated with our security operations
team where we have a SIEM and SOAR function that allows
some level of automation for those endpoint devices.

It's key, though, as part of Zero Trust, to have strong au-
thentication and identity management. So Lumen is going to
be partnering with others in the marketplace to ensure that we
have that capability to bring that all encompassing offer. And
again, our goal is to make sure that we have that acquisition
approach that we can provide a fully managed service offering.

Ultimately, agency CISOs have the responsibility of deliver-
ing that authority to operate to their agency. Part of the Lumen
portfolio is offering managed services support that would aid
the agency’s CISOs in development of the system security
plan and documentation to allow for that ZTA framework to be
adopted into that agency’s portfolio.

ZTA opportunities like this need
an advanced application delivery architecture—
designed specifically to handle the complex,
data-intensive workloads
of next-gen technology and businesses.

ZTA Secure Pathway

CISOs and ClOs are constantly balancing that management
of risk with network transformation, and figuring out a path to
accomplish both.

Lumen’s Secure Access Service Edge (SASE) and SD-WAN
are being integrated into agencies’ topology as they move
away from legacy networks such as MPLS and move forward
into internet bound environments. They help you manage and
maintain that risk framework and the integration of TIC (Trusted
Internet Connection) infrastructure.

As agencies move from one contract to another, we're
seeing they're taking that adoption opportunity to bring
in new TIC capabilities and new technologies. They are
leveraging the benefits of partners such as Palo Alto and
integrating into a network service provider such as Lu-
men. Doing this enables them to get the benefits and the
economies of scale to really build
out that Zero Trust framework.

I think it's fair to say that malware
attacks are here to stay, and they're
going to be constant. We're all likely
to undergo some type of exploit-
ative event inside of the agency or
your organization. The bad actors
are prevalent and they're ever
evolving. It's the only way that we
can really focus on recognizing that
we're going to have bad events. So,
build up a framework and a policy
that includes that DR and COOP
capability to mitigate those zero
day events.

Work with your vendors and your partners to allow your pol-
icy adoption to incorporate security event monitoring and the
automation of application integration.

This is necessary to manage the downtime and minimize
event impact. Further, recognize that you're constantly going to
be under attack. In short, work with and partner with your ven-
dors and your customers in order to ensure that you're building
out the right architecture.

Moving ZTA Forward

Many of the agencies we work with are moving forward to
that Zero Trust architecture. That includes moving into that
world of identity management where you have human and
non-human entities interacting. Human-to-machine and ma-
chine-to-machine interaction will be ongoing and require all the
appropriate ZTA identity management infrastructure.

That entails building out the APIs and the enforcement
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points, and being able to incorporate those into the security
domain while recognizing that there’s constant attack coming
in from the outside. Managing those attacks, recognizing the
overall risk posture and developing that policy optimization
through governance and compliance will be a huge benefit to
how agencies are able to be successful.

Our focus in this upcoming year is on building out infrastruc-
ture and embedding the foundational elements, such as secur-
ing our backbone using Black Lotus Labs (the security team that
has the capability to monitor billions of network events that are
taking place across our network every day).

We're able to extend those capabilities out to individual
agencies and institutions. And we want to be able to incorpo-
rate that capability alongside other security offerings — e.g.,
distributed denial service mitigation — as well as taking that
up to the application layer and extending that overall security
framework out to our customers and agencies as we deliver
those services to those endpoint users.

Our real focus is on securing those endpoints. Agencies
are going to have their own device platforms and systems. We
are able to incorporate the best possible user experience into
a Zero Trust model that'll allow the agency to meet that full
compliance, while we're continuing to focus on security and
performance.

But in the end, it's about the end user experience. Our goal
is to make sure that we have the best possible end user experi-
ence that we can envision.

Constant Growth

In the upcoming years the one thing that's constant is inter-
net connectivity and traffic increasing exponentially every year.
We're going to continually invest in that network backbone and
build up the capacity to support the ever-growing application
usage that’s constantly taking place within agencies and the
private sector.

So the complexity is going to be: How are you able to
secure all of that network traffic as it's coming across your net-
work? Our answer is to integrate our security services through
Black Lotus Labs, DDoS mitigation, Al and machine learning.
All are going to be absolutely critical to ensure that we're
bringing and delivering that cleanest possible traffic to our end
user agencies.

If you think about that from a Zero Trust standpoint, it always
starts with the network. Our focus is really going to be on
building out that network capacity and then augmenting the
network with our security services and capabilities to deliver the
best possible experience to our end users. l

*Multiprotocol Label Switching, or MPLS, is a networking technology that routes
traffic using the shortest path based on “labels,” rather than network addresses,
to handle forwarding over private wide area networks

This content is provided for informational purposes only and may require addi-
tional research and substantiation by the end user. In addition, the information

is provided “as is” without any warranty or condition of any kind, either express
or implied. Use of this information is at the end user’s own risk. Lumen does not
warrant that the information will meet the end user’s requirements or that the
implementation or usage of this information will result in the desired outcome of
the end user. All third-party company and product or service names referenced
in this article are for identification purposes only and do not imply endorsement
or affiliation with Lumen. This document represents Lumen products and offer-
ings as of the date of issue.
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