
 
 
 
 

 

Affordable, fully automated, on-demand DDoS mitigation 
for midsize businesses with clean traffic return speeds up to 

10 Gbps. 

The service utilizes our threat intelligence team, Black Lotus 

Labs.  This team consists of data scientists, reverse 
engineers, security engineers, and threat analysts who 

focus on detecting, tracking, and disrupting threats 

globally.  Black Lotus Labs leverages unmatched visibility 
provided by the Lumen Internet backbone, one of the most 

extensive and deeply interconnected networks, to identify 

infrastructure utilized by bad actors for conducting DDoS 

attacks. 

 

Promotion highlights  

• Historically low MRC and no NRC 

• 12, 24, 36-month terms 

• On-Demand Mitigation with Auto-Mitigation only 

service 

• Up to 10 Gbps clean traffic return for Lumen DIA with 

either on-net or off-net transport circuit 

• Includes Flow-Based Monitoring (FBM) and Lumen 

network-based scrubbing centers 

 

Offer pricing* 

Port Speed Clean return bandwidth MRC 

1 Gbps 100 Mbps $275 

1 Gbps 200 Mbps $350 

1 Gbps 500 Mbps $450 

1 Gbps 1 Gbps $550 

10 Gbps 1 Gbps $800 

10 Gbps 2 Gbps $1,000 

10 Gbps 3 Gbps $1,500 

10 Gbps 4 Gbps $2,000 

10 Gbps 5 Gbps $2,500 

10 Gbps 10 Gbps $4,000 

Common use cases  

• Operate in frequently targeted industries, such as 

Ecommerce, Finance, Gaming, Healthcare or Media. 

• Ensuring access to critical cloud applications (e.g., 

Google, Microsoft 365, Salesforce) 

• Businesses highly depend on VoIP services for their 
revenue generation or operations. 

• Have limited internal cyber security resources or 

expertise to handle DDoS attacks on their own. 

• Value a trusted partner with proven experience and 

capabilities in DDOS mitigation. 

Affordable  

• Flat monthly service rate per port as low as $275 

for 100 Mbps, includes flow-based monitoring. 

• Unlimited mitigation for most common DDoS 

attacks with no overage charges. 

Simple 

• Fully automated, on-demand mitigation to 

streamline DDoS attack detection and response. 

• Decimates malicious traffic and returns cleansed 

traffic on the protected Internet access circuit. 

Fast and effective 

• Blocks threats immediately; atypical, advanced 

scrubbing algorithm can take a minute from 

detection to blocking. 

• Mitigation uses advanced scrubbing center 

technology with Black Lotus Labs® threat 

intelligence. 

 

Lumen® DDoS Mitigation Offer for 
Midsized Businesses 
Proactively protect your Lumen® Dedicated Internet Access with our 
multi-layer DDoS Mitigation solution 
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Services not available everywhere. Business customers only. Lumen may change, cancel or substitute products and services, 
or vary them by service area at its sole discretion without notice. ©2024 Lumen Technologies. All Rights Reserved. 

*Listed monthly service rate is per port for On-Demand mitigation, auto-mitigation service with a 12-month minimum agreement 

and requires new or existing Lumen DIA service. Rate is available to eligible U.S. business customers (excluding public secto r 

organizations) with less than 3000 employees purchasing new service at one location or protecting existing Lumen service and is 
based on total clean traffic return bandwidth tier, flow-based monitoring and internet port. Clean traffic return must match the 

internet bandwidth. Offer excludes DIA transport, taxes, and fees. Early termination fee will apply as set forth in customer’s 

agreement. Credit approval and deposit may be required. Offer may not be combined with other offers. Additional restrictions,  

terms and conditions apply. 

Full details, terms and conditions for our customer offers and partner incentives are available on the Partner Portal. Servic es not 

available everywhere.  Lumen may change, cancel or substitute services and offers or vary them by service area in its sole d iscretion 

without notice. ©2024 Lumen Technologies. All Rights Reserved 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

To learn more and order services, contact your Lumen Channel Partner or visit www.lumen.com  

mailto:info@lumen.com

