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2.3 SECURITY MANAGEMENT [C.3.3.2, M.3.11] 
This section of our proposal provides the Level 3 Security Plan and our 

security management capabilities. 
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2.3.1 Networx Security Plan [C.3.3.2.4.2.1, F.2(33)] 

Report Title Security Plan 

Contractor Level 3 Communications, LLC 

Version 2.0 

Date 09/07/2006 

Section I. Security Management Organization and Planning: Due to 

the size, complexity, and geographic coverage of the Networx Program, 

Level 3 designed a (3)Enterprise Program Security Organization    

            

          

            

          

      

           

             

            

         

            

           

             

             

            

         

          

        



Enterprise SM

 

 
Volume 2, Section 2.3 Page 244 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

          

            

            

           

          

            

          

              

         

         

   

            

          

            

 
 

   
  

 
 

  

  
 

 
 

   

 
 

  

 
 

 
 

 
 

 
 

 
 

   
  

 
 

  

  
 

 
 

   

 
 

  

 
 

 
 

 
 

 
 

 
        



Enterprise SM

 

 
Volume 2, Section 2.3 Page 245 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

          

           

          

         

          

           

       

          

              

              

          

          

            

   

           

  

         

          

   

     

   

     

       

            

         

         

  



Enterprise SM

 

 
Volume 2, Section 2.3 Page 246 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

            

         

          

           

            

         

           

          

            

           

          

           

             

            

              

           

               

            

           

            

  

       

          

              

             

          

     



Enterprise SM

 

 
Volume 2, Section 2.3 Page 247 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

          

  

       

        

     

         

         

         

  
        

          

               

             

           

          

           

      

       

          

         

        

         

            

     

      

         

              



Enterprise SM

 

 
Volume 2, Section 2.3 Page 248 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

           

           

          

    

          

       

     

   

   

   

            

          

           

            

            

  

          

       

    

         

         

 

          

         

      

        

          



Enterprise SM

 

 
Volume 2, Section 2.3 Page 249 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

         

           

           

          

          

        

             

           

         

          

             

           

             

              

          

  

         

         

          

           

             

             

           

       

          

         

              



Enterprise SM

 

 
Volume 2, Section 2.3 Page 250 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

            

            

           

            

             

          

 

        

          

           

           

        

           

            

           

         

        

            

            

             

           

             

             

        

        

          

         



Enterprise SM

 

 
Volume 2, Section 2.3 Page 251 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

          

          

           

              

             

   

           

           

         

         

       

       

            

            

         

          

      

             

           

            

         

            

          

           

            

 



Enterprise SM

 

 
Volume 2, Section 2.3 Page 252 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

              

             

            

            

           

         

            

           

          

          

          

          

      

           

         

            

            

   

          

            

              

           

          

            

          

      



Enterprise SM

 

 
Volume 2, Section 2.3 Page 253 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

          

        

            

         

          

           

      

          

            

  

  

  
             

             
   

  

  
  

   
  

   
 

 

 

  

 
   

   

 
 

 
 

  

  
  
  
  

  

  
  
  
  
  
  
  
  

 
  
  
  
  
  
  

  

 
  
  
  

  

  

  

 

 

  

  

  
             

             
   

  

  
  

   
  

   
 

 

 

  

 
   

   

 
 

 
 

  

  
  
  
  

  

  
  
  
  
  
  
  
  

 
  
  
  
  
  
  

  

 
  
  
  

  

  

  

 

 

 
         



Enterprise SM

 

 
Volume 2, Section 2.3 Page 254 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

          

  

           

         

          

         

          

              

         

       

        

        

        

        

      

      

      

       

        

       

         

        

           

            

            

           



Enterprise SM

 

 
Volume 2, Section 2.3 Page 255 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

           

          

           

              

           

           

              

            

           

           

           

            

        

         

           

            

            

     

            

            

    

            

           

   

            

 



Enterprise SM

 

 
Volume 2, Section 2.3 Page 256 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

           

        

               

       

           

             

             

       

         

           

             

            

             

         

          

       

     

    

      

    

   

    

     

     

      

     

  

 

 

  

 

 

 
      



Enterprise SM

 

 
Volume 2, Section 2.3 Page 257 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

       

            

            

             

           

             

            

         

              

          

           

            

        

         

            

          l 

          

           

         

          

          

           

        

 

 



Enterprise SM

 

 
Volume 2, Section 2.3 Page 258 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

         

       

             

           

             

  

 
 

   
    

    
 

 
  

 

   
   

   
   

 
   

   
   
     

 

    
   

   

    
   

  
 

 
  

 
  

  
   

   
 

 
  

   
 

   

 
  

 

 

 

   
  

  

 
  

  
  
  

  
  

  

  
   

 
 

 
 

   
    

    
 

 
  

 

   
   

   
   

 
   

   
   
     

 

    
   

   

    
   

  
 

 
  

 
  

  
   

   
 

 
  

   
 

   

 
  

 

 

 

   
  

  

 
  

  
  
  

  
  

  

  
   

 
 

 
     



Enterprise SM

 

 
Volume 2, Section 2.3 Page 259 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

         

            

               

               

            

           

              

            

          

        

         

            

            

         

          

             

              

      

           

            

         

           

           

 



Enterprise SM

 

 
Volume 2, Section 2.3 Page 260 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

            

    

            

         

   

      

     

         

           

           

              

         

         

            

            

           

  

   
 

   

 
  

 

 

 
  

   
 

   

 
  

 

 

 

 
     



Enterprise SM

 

 
Volume 2, Section 2.3 Page 261 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

           

        

     

            

           

          

         

          

             

           

            

           

           

  

            

          

             

          

          

         

             

         

   

            

          

 

          



Enterprise SM

 

 
Volume 2, Section 2.3 Page 262 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

       

      

         

            

         

            

               

             

           

            

 

         

         

           

           

         

           

           

          

         

         

   

         

        

  

    



Enterprise SM

 

 
Volume 2, Section 2.3 Page 263 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

              

        

            

       

        

      

   

    

        

   

         

            

    

       

 
   

 
  

                                                                 

  

       

 
   

 
  

                                                                 

  

 
     

          

            



Enterprise SM

 

 
Volume 2, Section 2.3 Page 264 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

             

            

           

           

          

             

          

           

           

            

             

          

            

         

          

         

            

           

          

     

           

         

         

          

            

          

            



Enterprise SM

 

 
Volume 2, Section 2.3 Page 265 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

           

           

         

          

         

           

            

          

            

             

         

     

         

          

          

          

          

           

          

  

           

           

         

          

          

          

            



Enterprise SM

 

 
Volume 2, Section 2.3 Page 266 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

          

         

            

            

            

             

         

         

           

           

              

                

             

               

            

              

  

           

           

           

    

           

         

            

            



Enterprise SM

 

 
Volume 2, Section 2.3 Page 267 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

            

    

        

        

           

          

             

             

              

            

     

        

       

              

          

           

             

        

        

           

            

         

            

              

                 

              

          



Enterprise SM

 

 
Volume 2, Section 2.3 Page 268 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

              

           

          

        

           

            

             

           

             

   

             

         

           

          

       

          

            

           

           

           

   

          

             

         

           

         

          



Enterprise SM

 

 
Volume 2, Section 2.3 Page 269 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

            

           

         

          

           

           

      

            

            

           

               

           

         

          

        

           

          

             

            

            

            

           

             

       



Enterprise SM

 

 
Volume 2, Section 2.3 Page 270 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

            

           

         

         

  

         

            

           

         

         

         

              

         

          

         

           

   
 

 
 

  

  
  

  
 

 
     



Enterprise SM

 

 
Volume 2, Section 2.3 Page 271 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

              

       

          

            

           

          

           

           

  

           

          

          

           

           

           

            

              

          

          

            

           

           

           

         

              

         

          



Enterprise SM

 

 
Volume 2, Section 2.3 Page 272 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

          

           

           

             

           

           

            

     

          

     

            

     

          

    

          

        

          

  

          

    

           

           

          

          

         

       



Enterprise SM

 

 
Volume 2, Section 2.3 Page 273 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

         

        

         

           

     

         

          

           

          

            

          

 

             

            

          

          

        

         

          

           

           

           

            

           

   



Enterprise SM

 

 
Volume 2, Section 2.3 Page 274 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

   
       

     

        

    

    

       

 

     

      

    

    

         

           

              

           

            

           

            

              

      

          

         

      

          

    

           

       



Enterprise SM

 

 
Volume 2, Section 2.3 Page 275 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

        

            

  

              

              

           

    

         

         

           

             

 

   
             

 

 

  

        

 

  

 

        

   

  

        

       

             

  

    

 

            

   



Enterprise SM

 

 
Volume 2, Section 2.3 Page 276 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

     

         

        

   

            

             

          

          

         

           

           

  

         

           

          

          

    

         

            

            

          

      

            

        

             

      



Enterprise SM

 

 
Volume 2, Section 2.3 Page 277 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

          

       

           

    

           

      

           

           

              

           

            

             

         

          

         

         

        

         

          

              

  

             

          

              

            

        

        



Enterprise SM

 

 
Volume 2, Section 2.3 Page 278 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

         

          

          

  

    

             

           

       

          

 

            

               

        

        

           

          

     

           

           

           

          

             

            

   

           

             



Enterprise SM

 

 
Volume 2, Section 2.3 Page 279 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

            

         

            

            

           

          

            

        

           

        

           

  

           

         

 

            

          

          

            

           

           

             

           

           

             

      



Enterprise SM

 

 
Volume 2, Section 2.3 Page 280 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

         

           

         

           

           

           

          

  

           

             

          

              

        

            

                

            

         

  

          

         

          

            

 

        

   



Enterprise SM

 

 
Volume 2, Section 2.3 Page 281 Rev. 3-5-2007 
Security Management  TQC-JTB-05-0002
 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

• Code of conduct: Policy on the expected code of conduct for all 

employees including the protection and proper use of customer and 

company equipment, information, and facilities 

• Employee termination: Procedures and checklists for the termination 

of Level 3 employees 


