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2.4 DISASTER RECOVERY [C.3.3.3, F. 2(38), M3.9] 
Introduction: The Level 3 Network,       

   was built with business continuity in 

mind, using physical plant components and redundant systems to support 

continuous, uninterrupted services for our customers. Hardware, however, is 

only part of the solution. Advance planning to develop and rehearse 

processes that capitalize on all of our assets and enable us to recover our 

services quickly remains the key to the Level 3 success in disaster recovery. 
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2.4.1 Disaster Recovery Plan 
Report Title: Disaster Recovery Plan 

Contractor: Level 3 Communications, LLC 

Version:  2.0 

Date:  03/05/2007 

2.4.1.1 DISASTER RECOVERY ORGANIZATION 
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2.4.1.4 DISASTER RECOVERY CAPABILITY 

2.4.1.4.1 Concept of Operations: Disaster Triggers, Response 
Condition Levels, and ERT Activation 

            

            

         

            

            

        

            

         

  



Enterprise SM

 

Volume 2, Section 2.4 Page 334 Rev. 3-5-2007 
Disaster Recovery  TQC-JTB-05-0002 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

            

             

               

          

            

             

            

            

  

     

    

    

     

     

    

    

     

    

    

     

     

            

          

              

             

     

  

  

 

  

  

 

 
     



Enterprise SM

 

Volume 2, Section 2.4 Page 335 Rev. 3-5-2007 
Disaster Recovery  TQC-JTB-05-0002 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

    

        

           

           

          

           

           

          

          

         

            

             

            

            

               

            

             

            

   

             

             

          

               

            

         

       

        



Enterprise SM

 

Volume 2, Section 2.4 Page 336 Rev. 3-5-2007 
Disaster Recovery  TQC-JTB-05-0002 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

           

          

         

        

          

        

      

        

          

           

         

        

            

            

            

              

          

           

           

            

             

          

          

           

             

            

               



Enterprise SM

 

Volume 2, Section 2.4 Page 337 Rev. 3-5-2007 
Disaster Recovery  TQC-JTB-05-0002 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

            

            

              

             

           

          

            

              

        

          

           

           

            

               

  

           

            

           

            

             

          

           

           

          

            

              

              



Enterprise SM

 

Volume 2, Section 2.4 Page 338 Rev. 3-5-2007 
Disaster Recovery  TQC-JTB-05-0002 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

         

          

   

  

    

   

   

   

   

   

  

       

          

            

           

          

         

            

         

          

            

          

   

        



Enterprise SM

 

Volume 2, Section 2.4 Page 339 Rev. 3-5-2007 
Disaster Recovery  TQC-JTB-05-0002 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

     

     

        

     

     

        

          

           

 

         

  

          

    

           

    

           

       

  

     

  

    

    

     



Enterprise SM

 

Volume 2, Section 2.4 Page 340 Rev. 3-5-2007 
Disaster Recovery  TQC-JTB-05-0002 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

    

    

     

           

  

           

         

         

          

  

         

 

         

 

     

      

   

  

       

       

     

    



Enterprise SM

 

Volume 2, Section 2.4 Page 341 Rev. 3-5-2007 
Disaster Recovery  TQC-JTB-05-0002 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

   

    

    

     

       

           

 

         

    

         

       

         

  

         

 

          

   

     

  

    

    

   

   



Enterprise SM

 

Volume 2, Section 2.4 Page 342 Rev. 3-5-2007 
Disaster Recovery  TQC-JTB-05-0002 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

   

   

   

     

     

        

  

          

    

         

   

         

  

        

    

         

   

  

       

   

     



Enterprise SM

 

Volume 2, Section 2.4 Page 343 Rev. 3-5-2007 
Disaster Recovery  TQC-JTB-05-0002 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

          

       

  

          

      

          

          

 

        

          

 

          

  

   

  

       

    

    

      

    

     

            

    



Enterprise SM

 

Volume 2, Section 2.4 Page 344 Rev. 3-5-2007 
Disaster Recovery  TQC-JTB-05-0002 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

     

  

  

    

  

    

   

  

         

            

        

              

          

     

           

       

    

            

         

 

              

        



Enterprise SM

 

Volume 2, Section 2.4 Page 345 Rev. 3-5-2007 
Disaster Recovery  TQC-JTB-05-0002 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

             

 

       

           

         

   

         

  

            

      

             

  

            

   

             

          

           

        

             

         

             

          



Enterprise SM

 

Volume 2, Section 2.4 Page 346 Rev. 3-5-2007 
Disaster Recovery  TQC-JTB-05-0002 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

            

            

 

            

        

              

 

             

 

         

        

            

            

   

   

      

           

              

  

          

         

           

  



Enterprise SM

 

Volume 2, Section 2.4 Page 347 Rev. 3-5-2007 
Disaster Recovery  TQC-JTB-05-0002 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

           

 

             

         

         

          

 

       

         

       

      

        

 

            

      

           

   

          

             

          

          

       

          

         



Enterprise SM

 

Volume 2, Section 2.4 Page 348 Rev. 3-5-2007 
Disaster Recovery  TQC-JTB-05-0002 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

          

           

            

   

          

           

           

       

            

           

      

           

           

           

             

            

             

            

           

            

         

      

       
          

         

           

         



Enterprise SM

 

Volume 2, Section 2.4 Page 349 Rev. 3-5-2007 
Disaster Recovery  TQC-JTB-05-0002 
 

© 2007 Level 3 Communications, Inc. All rights reserved. Use or disclosure of  
data contained on this sheet is subject to the restrictions on the title page of this proposal. 

 

Emergency Response Team: Should the Broomfield-based ERT 

become incapacitated, a backup ERT is located in Atlanta. The Backup ERT 

is fully capable of managing disaster events and participates in regular 

BCDR exercises. 

Facilities: Level 3 maintains over 600 facilities, which affords the 

resources for use as backup locations when appropriate. Additional backup 

facilities will be secured as needed by Global Real Estate under the direction 

of the ERT. 

Strategic Partnerships: Level 3 will continue to ensure through its 

contracting process that all suppliers and partners on which key Government 

services depend have in place adequate and viable disaster recovery plans 

and strategies. 


