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Section C

C.1 Background

The Federal Technology Service (FTS) provides Government users with up-to-
date, cost-effective, and easy to use telecommunications and information
technology services. The Networx Universal Acquisition provides authorized
users with the full range of telecommunications products, services and solutions
necessary to support their missions.

The FTS Program will continue to adapt to the changing commercial
marketplace. It is explicitly recognized that:

a. The telecommunications industry is rapidly changing. Merger activity,
technology innovations, and regulatory issues have created a fluid and
dynamic environment of change.

b. Multiple contracts will be required to most effectively meet Government
requirements and manage market driven risks. The General Services
Administration (GSA) will compete, award, and administer these contracts
for the benefit of its user agencies.

c. The Government will encourage competition through multiple contracts of
the same or overlapping scope, available to a wide range of service
providers.

d. Acquisitions will be initiated and contracts awarded in the best interest of
the Government. All contracts will be available to all users as authorized
by law or regulation.

C.1.1 Networx Universal Objectives

This contract is for telecommunications services and solutions and is referred to
as Networx Universal. Its term includes a 48-month base period plus (3) 24
month options. The Government intends to make multiple awards to Contractors
chosen under full and open competition to meet its program goals as stated in
Attachment J.1. Networx Universal contracts are intended to meet the program
goals for:

(@) Service Continuity

(b) Highly Competitive Prices

(c) High-Quality Service

(d) Full Service Vendors

(e) Operations Support

(f) Transition Assistance and Support
(g) Performance-Based Contracts

The Government recognizes that the marketplace of telecommunications
suppliers has changed significantly since the award of the FTS2001 contracts,
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and that further change is likely through the life of the Networx program. This
may include loss of suppliers, further consolidation among suppliers and/or the
emergence of new market leaders. The Government intends to minimize the
risks to the Government posed by these potential changes and also to ensure the
benefits of competition throughout the term of the Networx Program. A separate
acquisition known as Networx Enterprise will be used in conjunction with Networx
Universal to address these risks, and specifically its goal of Alternative Sources,
in a comprehensive manner.

Within the FTS Networx Program, agencies will generally have the right to select
the acquisition which meets their requirements, to buy from multiple contracts,
and to change contractors and services within the FTS Networx Program when
appropriate to meet requirements, subject to the limitations necessary to meet
Minimum Revenue Guarantees.

C.1.2 Scope

The scope of each Networx Universal contract will include all services and
solutions necessary for the Government to satisfy its worldwide
telecommunications and networking requirements for the life of the contracts,
with the exception of IPTelS and VoIPTS. These services will be considered for
withdrawal on the contract under new terms and conditions of Section C.2.1.1
Organization of Networx Services, where the Verizon commercial footprint
changes. In addition to the specific statement of work requirements set forth in
Section C, the scope of this contract includes, at the discretion of the
Government, technological enhancements, service improvements, customer-
specific applications and extensions, ancillary equipment and professional
services necessary to complete solutions. The scope also includes all new and/or
emerging telecommunications service offerings. In particular, the scope of each
Networx contract will include all local, regional, national and international
telecommunications services, features, functions, software enhancements,
network-based applications and associated offerings that will be available as a
part of the contractor’s offerings in the commercial marketplace during the term
of these contracts, plus network-based solutions and services for which there
may not be commercial offerings.

C.1.3 Mandatory Service Requirements

This contract is intended to provide continuity of service availability to agencies
using FTS2001 and other FTS contracts. The Contractor shall provide service
availability as specified in Attachment J.2, Geographic Coverage, and the Traffic
Model.

The mandatory coverage requirement in Attachment J.2 is based on those
serving wire centers (SWCs) that represent the Government’s best estimate of
the set of SWCs serving its current users at the time the Traffic Model was
developed. The actual number and characteristics of Government locations to
be served after contract award are dynamic and will be determined at order
placement.

C-1
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In order to maximize service availability to the Government at contract startup
and over the life of the contract, the contractor shall also provide service to the
Government where it offers service commercially, as specified in Attachment J.2.
After contract award, the contractor shall update its service coverage by contract
modification to remain current with its commercial coverage.

After contract award, when requested by the Government, the contractor shall
also provide service to any location (e.g., due to office construction, relocation
and/or expansion) not served in its initial contract or covered by a subsequent
contract modification. When the Government makes such a request, the
contractor shall provide a timely proposal reflecting all necessary changes to the
contract for negotiation with and acceptance by the Government (see Attachment
J.4, Guidelines for Modifications to Networx Program Contracts).

C.1.4 Optional Services

Optional services are specified in Figure C.2.1. The contractor shall provide
optional services where those services are offered commercially by the
contractor. After contract award, the contractor shall update its optional service
coverage by contract modification to remain current with its commercial
coverage.

Optional service awards will be made at the time of contract award. After
contract award notification, any optional service not awarded to a contractor will
remain in scope but will not be considered for addition to the contractor’s
awarded contract for 24 months after contract award notification. After the 24
month period expires, and when in the Government’s best interests, the
Government will consider proposals by the contractor to incorporate any non
awarded service specified in Section C.2. into its contract by contract
modification.

C.1.5 Authorized Users

This contract is for the use of all Federal Agencies, authorized Federal
Contractors, Agency-sponsored universities and laboratories, other organizations
as defined in Section H.2, and, when authorized by law or regulation, state, local,
and tribal governments.

C.1.6 Upgrades and Enhancements

The Government recognizes that telecommunications technologies and services
are rapidly evolving and advancing. The Government wishes Networx services
and solutions to remain up-to-date with commercial equivalents. Accordingly, the
Government anticipates that services and solutions available under this contract
will be increased, enhanced, and upgraded as these improvements become
available to commercial customers.

In particular, the Contractor shall provide upgrades to its commercial support
systems, (including but not limited to systems for billing and invoicing, service
ordering and tracking, trouble and complaint handling, and management and
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administrative reporting) at no additional cost to the Government as these
upgrades become available to commercial customers.

C.1.7 Organization of this Statement of Work

Section C.2 summarizes the technical requirements addressed by this contract.
Section C.2.1 describes the general requirements and the format for the
specification of the individual service types and services, which are contained in
Sections C.2.2 through C.2.15. Section C.3 specifies the management and
operations requirements that must be met by all Networx Universal Contractors,
including requirements for program management, service management, service
ordering, billing, customer service, inventory management, operational support
systems, and training. Section C.4 contains requirements for management of
transition from another GSA-administered contract to Networx Universal, Section
C.5 specifies the Government’s requirements for National Security/Emergency
Preparedness (NS/EP) that have been established in accordance with Executive
Order 12472. Section C.6 specifies the Government’s requirements for Section
508 compliance that have been established to ensure access to information and
services by Government employees and citizens with disabilities. Section C.7
specifies technical reports that must be provided by the Networx Contractor.

C.2 Technical Requirements

C.2.1 General Requirements
The Contractor shall provide:

(&8 Communications Services. These services will be used to satisfy
agency requirements for the secure transport of communications (e.g.
voice, video, and data) and to provide required supporting services
(e.g., management and applications).

(b) Management and Operations Services. (Refer to Section C.3)
These services will be used to effectively manage and control
telecommunications resources, reduce network management and
operations costs, and administer the contract.

C.2.1.1 Organization of Networx Services

Networx communications services are grouped into “Service Types.” Service
Types describe services that are similar and are grouped to simplify specification,
offering and evaluation processes.

There are five (5) Service Types as follows:

1 Telecommunications Services Type. This Service Type delivers
telecommunications services. This Service Type is further categorized
as follows:

(@8 Communications Transport Services Category. These include
services which are basic transport level services.
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(b) IP-Based Services Category. These include services which are
based on Internet Protocol.

(c) Optical Services Category. These include services which are
based on optical fiber.

2 Management and Application Services Type. These include
services that address the Agency’s need for management and
applications services that are directly associated with, and add value to,
the delivery of telecommunications services and solutions.

3 Security Services Type. This Service Type includes services which
provide additional security solutions and management.

(4) Special Services Type. This Service Type includes services which are
based on satellite and land mobile radio transmission systems.

(5) Wireless Services Type. This Service Type includes services which
are based on terrestrial wireless transmission systems.

There are 48 services specified in this acquisition which are organized by
appropriate Service Type. Additionally, Networx Universal services are classified

as Mandatory and Optional. Figure C.2-1, presents the organizational structure ( Deleted: Figure C.2-1

for the five Service Types, the 48 individual services, and identifies which
services are mandatory to offer and which are optional to offer.



48 Total Services organized into 5 Types of Services

NETWORX UNIVERSAL

Mandatory and Optional Services
36 Mandatory Services

12 Optional Services

GS00TO7NSD0002
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(1) Telecommunications
Services Type
= Communications Transport
Services Category
» Mandatory
- Voice
- Circuit Switched Data
- Toll-Free
- Combined
- Private Line
- Frame Relay
- Asynchronous Transfer
Mode

* Optional
- Ethernet

IP-Based Services Category
» Mandatory

- Premises-Based IP VPN

- Network-Based IP VPN

- Voice over IP Transport

- Content Delivery Network

- Converged IP

- IP Telephony

- Internet Protocol

* Optional
- IP Video Transport

- Layer 2 VPN

Optical Services Category
» Mandatory

- Synchronous Optical Network

- Optical Wavelength

* Optional
- Dark Fiber

(2) Management &
Applications Services Type
» Mandatory
- Video Teleconferencing
- Managed Network
- Audio Conferencing
- Teleworking Service
- Call Center/Customer
Contact Center
- Web Conferencing
- Dedicated Hosting
- Collocated Hosting
- Storage
- Customer Specific Design
and Engineering
» Optional
- Unified Messaging
- Collaboration Support
- Internet Facsimile

(3) Security Services Type
* Mandatory

- Managed Firewall

- Intrusion Detection and

Prevention

- Managed E-Authentication

- Vulnerability Scanning

- Anti-Virus Management

- Incident Response

- Secure Managed Email

- Managed Tiered Security

* Optional
- None

(4) Special Services Type
* Mandatory

- None
* Optional

- Land Mobile Radio

- Mobile Satellite

- Fixed Satellite

(5) Wireless Services Type
» Mandatory
- Cellular/PCS
- Multimode Wireless
« Optional
- Cellular Digital Packet Data
- Paging

(6) Access Services Type
- None

Figure C.2-1 Networx Service Types and Services
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The 48 services are specified in Sections C.2.2 through C.2.15 of the contract.
A single service specification structure is used for every service. This common
structure is intended to facilitate clarity of specification and consistency of
contractor responses. This structure also conforms with performance based
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contracting guidelines. Figure C.2-2 illustrates this structure.

Service
C.2XY

Service Description

X.Y = Service

C.2XY.1
|| Functional Definition
C.2.X.Y.1l1
|| Standards
C.2.X.Y.1.2
|| Connectivity
C.2.X.Y.13
L_| Technical Capabilities
C.2.X.Y.14
Features
C.2.X.Y.2
Interface
C.2.X.Y.3

Performance Metrics

C.2XY.4

Figure C.2-2 Structure of Service Specifications
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Each service is described in functional terms and in terms of the industry standards
to be met, the connectivity to be provided (e.g., to Government Furnished Property
(GFP), Public Switched network (PSN), and other Networx Universal and Networx
Enterprise contractor networks), and associated technical capabilities required.
Service features, interfaces, and performance metrics are presented in tabular form.
Contractors shall provide all services awarded for the duration of the Networx
Universal contract except for IPTelS and VoIPTS, which now have special

terms and conditions for the duration of the Verizon Extension contract period of
performance. This includes services awarded at contract inception and those added
during the life of the contract by modification. If the contractor determines that any of
these services can no longer be supported due to obsolescence, the contractor shall
notify the Contracting Officer in writing of plans to withdraw the service at least
eighteen (18) months prior to the proposed date of the withdrawal. Contractors at
that time must propose to the Government an acceptable plan to ensure service
continuity. The GSA Contracting Officer must approve any withdrawal of service
offerings through a contract modification. If the contractor determines that IPTelS
and VoIPTS can no longer be supported due to changes in the commercial footprint,
the contractor shall notify the Contracting Officer in writing of plans to withdraw the
service in areas affected by a change in commercial footprint, at least eighteen (18)
months prior to the proposed date of the withdrawal. Contractors at that time must
propose to the Government an acceptable plan to ensure service continuity. The
GSA Contracting officer must approve any withdrawal of service offerings through a
contract modification.

C.2.1.1.1Relationship of Service Descriptions to Pricing Tables (Deleted: 1

The Service Specifications in Sections C.2.2 through C.2.15 have corresponding
pricing tables in Section B.2. A detailed mapping of Service Specifications to pricing
tables is contained in Table B.1.2-1. Separate pricing tables are provided in Section
B.3 for the access arrangements as specified in Section C.2.1.5. Pricing for the
Service Enabling Devices (SEDs) used in the delivery of the services specified in
this section is contained in Section B.4. Pricing of miscellaneous items associated
with these services, such as moves and changes, is contained in Section B.6.

C.2.1.2 Service Coverage

The Networx contractor shall provide services for both domestic and non-domestic
locations. Domestic locations are defined in Attachment J.11. All other locations
are defined as non-domestic for the purposes of this contract.

C.2.1.3 Service Delivery Point

The interface point at which a service is delivered by the contractor to the
Government or its designated agent. The SDP is the interface point for the physical
or logical delivery of a service, the point at which performance parameters are
measured to determine compliance with the contract, and the point used by the
contractor to identify the pricing for services rendered.
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SDPs may be located on or off Agency premises. Possible SDP locations include
but are not limited to:

1. Network side of a Private Branch Exchange (PBX), Central Office, Centrex
system, or other communications system or network.

User side of contractor-provided access facilities (e.g., gateway router).
Standard carrier/user demarcation point.

Minimum Point of Penetration (MPOP) [FCC defined demarcation point]
Desktop (e.g., telephone set, personal computer [PC]).

Contractor’'s POP.

S T o

7. Wireless phones and satellite earth stations.

Services may or may not have a physical SDP, depending on the characteristics of
the individual services.

C.2.1.3.1Premises Wiring/Cabling

Premises wiring/cabling to reach the SDP may be required within a building and/or
between buildings in a campus or military base environment. If existing
wiring/cabling is to be used, the contractor shall verify that all such wiring/cabling
meets the technical standards for the services being provided (e.g., US cabling and
safety standards and guidelines as published by American National Standards
Institute (ANSI) Electronic Industries Association/Telecommunications Industries
Association (EIA/TIA) 568/569/606/TSB-36/TSB-40, ANSI/National Fire Protection
Association (NFPA)-70, EIA-T568A, Telcordia GR-409, and ISO/IEC 11801).
However, for non-domestic locations, the Contractor shall follow country-specific
applicable wiring/cabling standards and guidelines. If the existing or installed
wiring/cabling does not meet technical standards at initial service delivery, the
Contractor shall identify the standards deviations to the user. This verification and
identification shall be at no additional cost to the Government.

The contractor shall be responsible for isolating and identifying to the user any
service problem caused during or after acceptance of the service by the existing or
installed wiring/cabling so that user can rectify the wiring/cabling problem. However,
the contractor will not be responsible for rectification of problems associated with the
existing premises wiring/cabling except for wiring/cabling installed by the contractor.

If installation of new wiring/cabling is required for initial service delivery when
provided with appropriate authority by the Agency, the contractor shall order
wiring/cabling from the Agency’s designated provider. In addition, the contractor
also shall coordinate installation, trouble reporting, and trouble rectification of
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wiring/cabling with the entity selected by the user for inside wiring for the acceptance
of the service delivery.

When requested by the Agency, the contractor shall provide premises wiring/cabling
from the MPOP to the designated SDP location. The contractor shall provide a
warranty period of at least 30 calendar days for the premises wiring/cabling after
service acceptance.

C.2.1.4 On-Net and Off-Net Locations

The contractor shall provide services to on-net and off-net locations as specified in
the individual service specifications. Unless otherwise specified, on-net and off-net
locations are as defined in Attachment J.11

C.2.1.5 Access Arrangements

When a Telecommunications Service is ordered on Networx Universal, the service
shall be delivered by the contractor either at 1) an SDP located at the customer’s
premise or 2) the contractor's POP (with access provided by the Government via
separate means). In this contract, Access Arrangements provides the convention to
specify and price the originating and/or terminating access component required to
connect the SDP to the contractor's POP when that access component is required to
deliver a Telecommunications Service. Access Arrangements are a component of
an ordered Telecommunications Service to facilitate proper service delivery and can
not be ordered as a stand alone access service. Since Access Arrangements are a
component of an ordered Telecommunications service which contains service
delivery metrics, there are no separate Performance metrics specified for Access
Arrangements. Access Arrangements are specified in Section C.2.16.

C.2.1.6 Performance

C.2.1.6.1Standardized Performance Metrics

All Networx services, except for Dark Fiber Service (DFS), have specified a standard
set of common metrics or Key Performance Indicators (KPIs) to measure and report
their performance. This standard set of KPI's measures the primary dimensions an
Agency needs in order to evaluate service effectiveness. The underlying KPI
computations are service specific or context sensitive (as defined within each
service) to reflect the broad range of service offerings and the Networx focus on
delivery of end to end services. The eight standard KPIs used for services as
specified within this Contract are defined in Section C.2.1.6.1.1 below.

C.2.1.6.1.1 Standard Key Performance Indicators

No. | Key Performance Indicator Abbreviation
1 Availability(Service) Av(S)

2 Time to Restore TTR

3 Grade of Service(Service) GOS(S)

4 Bit Error Rate BER
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No. | Key Performance Indicator Abbreviation
5 Latency(Service) Latency(S)

6 Jitter Jitter

7 Event Notification EN

8 Response Time RT

For certain services, when required by agency customers, two service levels are
specified. Routine service levels apply for most Government applications. Critical
service levels are defined for Agency applications requiring higher levels of
availability, performance, or restoral criteria. The parameters specified in the service
descriptions shall apply to all domestic (both CONUS and OCONUS) services.
Performance parameters for non-domestic services are specified in Section C.2.1.9.
In addition, the performance provided shall always be at a level not less than what is
generally available commercially at no additional cost to the Government. Thus, if
the available commercial performance parameter is more demanding than the
minimum acceptable level specified in this contract, the available commercial
performance parameter shall prevail.

C.2.1.6.2Special Performance Requirements for Telecommunications, Special,
and Wireless Services

All technical performance requirements for Telecommunications, Special, and
Wireless services are specified on an SDP-to-SDP and/or POP-to-POP basis. The
contractor shall meet the specified performance levels regardless of traffic
congestion in the contractor’'s commercial or other private networks. The end points
of the contractor’s responsibility for performance will vary based on whether access
arrangements are being provided by the contractor or by the Agency. There are
three possible scenarios for service delivery as shown in Figure C.2-3. The SDPs at
both ends of a circuit may be located on user premises, as shown in Figure C.2-3
(a), or the SDP at one or both ends may be located at the contractor's POP, as
shown in Figure C.2-3 (b) and (c). The contractor must deliver service which meets
the service specified performance requirements in all three cases.

Unless otherwise authorized by the Government, the delivery points (usually the
SDP) at which the performance levels are measured (for KPI/AQL or SLA purposes)
for a service is the network side of the User to Network Interface.

When an agency orders a service in which the technical performance requirements
are specified on an SDP-to-SDP basis! and where the contractor requires the use of
SEDs to meet the requirements and/or requires access to, or use of, the agency’s

1 Including performance requirements specified on an end-to-end and/or agency
premises-to-agency premises performance requirement basis.
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customer-premises equipment or software to meet the requirements, the ordering
agency may (1) elect to not order such SEDs and/or (2) elect to not permit
contractor access to, or any use of, the agency’s customer-premises equipment or
software for such purposes.

In these situation(s) and unless otherwise agreed to by the contractor and the user
agency, the contractor, when directed by the user agency or by GSA, shall monitor,



GSO00TO7NSDO0OXX

measure, and report the performance of the service for KPI/AQL and for SLA
purposes either (1) on an SDP-to-SDP basis, by defining the SDP for performance
metric measurement purposes for affected location(s) as being located at the
connecting POP(s) of the location(s), or (2) on a POP-to-POP basis. If directed to
use the latter method, the contractor shall comply with the following:

1. For all IP-based network services, the applicable POP-to-POP performance
requirements to be used shall be those defined in Section C.2.4.1 (IPS).

2. For emulated FRS and ATMS, the contractor shall monitor, measure, and
report the frame or cell-based performance metrics, (for FRS see Table
C.2.3.1.4.1; for ATMS see Table C.2.3.2.4.1) on the customer side of the
provider edge equipment at the POP or as otherwise agreed to by the
contractor and the user agency.

3. For all other services, the service-specific SDP-to-SDP performance metrics
shall be applied on a POP-to-POP basis unless a stipulated POP-to-POP
performance metric already applies for the associated service(s).

Onn = @)

SDP on
Premises

SDP on
Premises

O

SDP on
Premises

(c) POP-to -POP

Figure C.2-3. End Points of the Contractor’s Responsibility for Performance
Management

C.2.1.7 Service Enabling Devices (SEDs)

A Service Enabling Device (SED) is a unit of, or separately priced component within,
contractor-provided and owned equipment used to meet the interface requirements
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for an individual service. In addition, it can be used to implement access aggregation
and integration to provide a lower service delivery cost to the Government. A SED
may also be a unit of, or separately priced component within, contractor-provided
and owned equipment and/or software used to enable the requirements associated
with the Management and Applications Services and Security Services. A SED shall
only be offered as needed to provide delivery of a service that is acquired under this
contract. Section B.4 provides details for SEDs.

C.2.1.8 Conformity to Standards

Throughout Section C, references are made to standards (including interim
standards, Internet Engineering Task Force [IETF] Requests for Comments [RFCs],
or defacto standards) as they existed at the time of contract award. If a standard is
defined by a specific version and/or date, then that specific version of the standard
shall be implemented. Otherwise, compliance with the latest versions of these
standards is expected. American national standards shall supersede international
standards for services to be provided to on-net users located in the U.S. Where
multiple standards are cited, the order of precedence shall be industry forum
specification (e.g., ATM Forum [ATMF]), followed by ANSI, followed by Telcordia,
and followed by ITU-TSS, unless otherwise specified.

C.2.1.9 Non-Domestic Services

The contractor shall supply services globally. Global coverage includes delivery of
service from domestic SDPs to non-domestic SDPs, from non-domestic SDPs to
domestic SDPs, and from non-domestic SDPs to non-domestic SDPs. The following
requirements for numbering plan, features, performance, interfaces, security, and
management and operations considerations that are applicable to the non-domestic
services shall supersede the corresponding requirements specified for the domestic
services:

a. Numbering Plan. The numbering plan for non-domestic locations shall
conform to country specific numbering plans.

b. Features. All features identified as mandatory in each service description
shall be provided to non-domestic SDPs when they become commercially
available in the areas involved.

c. Dial-In. The contractor shall support country-specific non-domestic PSTN
numbers and/or toll-free numbers, if commercially available, for dial-in access of
services.

d. Performance. The key performance/indicators (i.e., KPI) in the performance
metrics for each service between non-domestic SDPs or between domestic and
non-domestic SDPs shall be compliant with the best commercial values or
practices for those parameters within the foreign (non-domestic) country(ies)
and/or jurisdiction(s) hosting the non-domestic SDPs.
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e. Interfaces. When a service is delivered to an SDP at a non-domestic
location, the User-to-Network Interface (UNI), i.e., interface type, payload data
rate, protocol type, standard for the SDP shall comply with the country-specific
interface standards when delivering service to the country-specific Government
equipment. However, if the Government equipment conforms to a North
American standard, then the UNI standard at the SDP shall comply with the
North American standard where permitted by local law and regulations..

C.2.1.10 Interoperability

The contractor shall support interoperability for given service offerings so that a user
of a service from one Networx Contractor shall be able to communicate with users of
services from other Networx Contractors with performance equivalent to that
commercially available. GSA recognizes that different levels of interoperability (i.e.,
partial or full) exist commercially, particularly in the area of data networking.
Interoperability shall be made available for any service that is currently commercially
offered by the contractor and is interoperable with other Networx Contractors’
service. The contractor shall notify GSA of the details of the level of interoperability
available for the service. In addition, the contractor shall make available any future
service interoperability at no additional cost to GSA when the contractor offers the
interoperability for its regularly provided service commercially.

Since near full interoperability is provided via the Public Switched Telephone
Network (PSTN) for switched services, the contractor shall support interoperability
between Voice Services, Circuit Switched Data Service, Combined Services, and
Wireless Services. The contractor shall support interoperability of its Internet
Protocol Services with the public Internet, and with Government IP networks. The
contractor must also support connectivity and interoperability for remote and mobile
users as specified in the individual service descriptions.

C.2.1.11 Security Requirements for Networx

C.2.1.11.1 Contractor Infrastructure

Communications services under this contract will carry non-sensitive programmatic
and administrative traffic, Sensitive but Unclassified (SBU) traffic, and higher levels
of sensitive and/or classified traffic that has been encrypted by Agency users.
Therefore, the contractor is required to provide basic security for all network
services, as well as the network management systems and information systems and
databases used to support those network services. Such security shall include
protecting all network services, information, contractor infrastructure, and
information processing resources against threats, attacks, or failures of systems.

C.2.1.11.2 Security Guidance

Security must comply with requirements as outlined in Section C.3.3.2 “Security
Management” and Office of Management and Budget (OMB) Circular A-130. In
addition, the contractor shall comply with the FCC “Network Reliability and
Interoperability Council (NRIC), Focus Group 1A” Physical Security
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Recommendations (specifically VI-IA-05 through VI-1A-10), ANSI T1.276-20032 and
Telcordia security standards. In case of a conflict, the order of precedence is OMB
Circular A-130, followed by NRIC Recommendations (VI-1A-05 through VI-1A-10),
followed by ANSI T1.276-2003, and followed by Telcordia security standards.

Additional mandatory policy guidance for managing the Networx security
infrastructure is found in:

a. E-Government Act of 2002, Title Ill (Federal Information Securiy
Management Act (FISMA))

b. National Institute of Standards and Technology (NIST) Federal
Information Processing Standards Publication (FIPS) PUB 199 —
Standards for Security Categorization of Federal Information and
Information Systems

c. NIST FIPS PUB 140 — 2, Security Requirements for Cryptographic
Modules

d. Public Law 104-191, Health Insurance Portability & Accountability Act
(HIPPA) of 1996

e. National Security and Emergency Preparedness (NS/EP) directives as
contained in Sections C.5 and C.2.1.12.

C.2.1.11.3 Agency Specific Protection

Additional agency specific security requirements will be defined by the specific
agency after contract award. Examples of such requirements are (a) DoD Systems;
Defense Information Assurance Certification and Accreditation Process (DIACAP) —
DoDI 8510.01. (b) National Security Systems; National Information Assurance
Certification and Accreditation Process (NIACAP) — NTISSI-1000.

C.2.1.12 Compliance with National Policy Directives

The concept of a national telecommunications infrastructure is recognized in
national policy statements and directives issued under the authority of the Executive
Office of the President, Congress, the Department of Homeland Security (including
the National Communications System), and other entities of the Government. This
telecommunications infrastructure is required to support the critical needs of the
government under conditions of stress that range from crises and natural disasters
(e.g., flood, earthquake) through declared conditions of National Security and

2 ANSI T1.276-2003 (OAM&P Security Requirements for the Public Telecommunications Network: A Baseline of
Security Requirements for the Management Plane) was initially developed by the National
Telecommunications Advisory Committee (NSTAC) and later refined and approved by Alliance for
Telecommunications Industry Solutions (ATIS), an accredited body of the American National Standards
Institute (ANSI).
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Emergency Preparedness (NS/EP). Public safety and the economic well-being of
the nation also depend upon the availability of reliable and responsive
telecommunications services. Networx is a key component of the US national
telecommunications infrastructure.

GSA expects to effectively provide assurance for government users that services
and other service elements (technical and management and operations related)
acquired through Networx will be in compliance with national policy throughout the
life of the contracts. The Networx contractor shall ensure that services delivered are
in compliance with national policy directives that apply to the national
telecommunications infrastructure. Specific national policy requirements include, but
are not limited to:

a. NS/EP requirements include a wide range of Executive Orders,
Presidential Directives as promulgated by the Executive Office of the
President, the Director of Homeland Security, the National
Communications System and other government entities. Specific NS/EP
requirements are presented in Section C.5

b. Section 508, 1998 amendment to the Rehabilitation Act requires agencies
to make their information technology accessible to persons with
disabilities. Specific section 508 requirements are presented in Section
C.6. The Networx contractor shall ensure that services delivered support
Federal Agencies as required to comply with Section 508, 1998
amendment to the Rehabilitation Act.

c. OMB Memorandum M-05-22 directs that Agencies must transition from
IPv4 Agency infrastructures to IPv6 Agency infrastructures (network
backbones) by a predetermined date. The Networx contractor shall
ensure that services delivered support Federal Agencies as required to
comply with OMB IPv6 directives.

d. Starting on October 1, 2014 (Federal Government fiscal year 2015) all
Internet Protocol (IP)-Based services and Service Enabling Devices
(SEDs) procured via the Networx acquisition program which make use of
IP-Based Services or provide support for IP-Based Services must comply
with the following standards and policies and directives to the greatest
extent that they are applicable to the IP-Based service or Service Enabling
Device, with the following allowable exceptions;

1. If the procuring department/Agency’s Chief Information Officer
determine the need for and provides an explicit written waiver: (For
example; the procuring Agency CIO provides an explicit written waiver
if the agency requests SEDs that do not have commercially available
IPv6 functionality).

2. If the IP-Based service does not sit on the agencies’ network but is
instead provided on the Contractor’s network, or is not provided on the
public Internet.
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IP-Based Service is defined in Networx Section C.2.1.1, figure C.2-1 to
include the following; Premises-Based IP VPN, Network-Based IP
VPN, Voice Over IP Transport, Content Delivery Network, Converged
IP, IP Telephony, Internet Protocol, IP Video Transport, and Layer 2
VPN Service.

Standards and policies and directives;

e Federal Acquisition Regulation (FAR) requires acquisitions to adhere
to U.S. National Institute of Standards and Technology (NIST) Special
Publication 500-267, A Profile for IPv6 in the U.S. Government

e Federal Acquisition Regulation (FAR) requires acquisitions to adhere
to declarations of conformance as defined in the USGv6 Test Program
associated with U.S. National Institute of Standards and Technology
(NIST) Special Publication 500-267, A Profile for IPv6 in the U.S.
Government (reference NIST Special Publication (SP) 500-273,
USGv6 Test Methods: General Description and Validation)

e The September 28, 2010 memorandum from the U.S. Chief
Information Officer with subject: “Transition to IPv6”

¢ Office of Management and Budget Memorandum M-05-22, dated
August 2, 2005 with subject: “Transition Planning for Internet Protocol
Version 6 (IPv6)

o Federal Chief Information Officers Council Planning Guide/Roadmap
Toward IPv6 Adoption within the U.S. Government

Increasingly, telecommunications policy and the national telecommunications
infrastructure are being impacted by the convergence of telecommunications and
information technology. Thus, policy directives in the areas of Electronic
Government (“E-Gov”), Enterprise Architecture development, and Information
Assurance, for example, may also have implications for telecommunications
infrastructure. Additional policy requirements may be identified to the contractor. If
contract modifications are required to meet new government-specific requirements,
the contractor shall submit to the Administrative Contracting Officer (ACO) a
technical approach and schedule for proposing these modifications within 30
calendar days after notification of the requirements.

C.2.2 Voice Services
C.2.2.1 Voice Service (VS)

The Government has a large community of voice users throughout the US public
sector and also conducts a considerable amount of business with US citizens,
private sector firms, and foreign entities.
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C.2.2.1.1Service Description

C.2.2.1.1.1 Functional Definition

Voice Services support voice calls whether initiated from on-net locations or from
off-net locations after verification of authorization code, to be connected to all on-net
and off-net locations by direct station-to-station dialing.

C.2.2.1.1.2 Standards

Voice Services shall comply with the following standards, as applicable: After
award, the contractor may propose alternatives at no additional cost to the
Government that meet or exceed the provisions of the standards listed below.

ANSI T1.101

ANSI ISDN

ANSI SS7 standards

Telcordia Notes on the Networks, Issue 4, October 2000

All applicable Telcordia, ANSI, and ITU Standards

ITU-TE.164 as interpreted by the Industry Number Committee of ATIS
The contractor shall comply with all new versions, amendments, and
modifications to the above documents and standards as they become
applicable.

C.2.2.1.1.3 Connectivity

Voice Services shall connect to and interoperate with:

1. Government-specified terminations (such as single-line telephones, Secure
Telephone Unit (STU) I, multi-line key telephone systems, conference-room
audio equipment, PBX, Centrex, T1 MUX, modem, FAX, and video
teleconferencing system)

2. Public Switched Telephone Network (PSTN), including both wireline and
wireless networks, in domestic and non-domestic locations

3. All other Networx Universal and Networx Enterprise VS Contractors’ networks
4. Inmarsat (terminal types A, B, M, Mini-M, and Aeronautical) for calls
terminating to Inmarsat
C.2.2.1.1.4 Technical Capabilities
The following Voice Services capabilities are mandatory unless marked optional:

Nogkr~whRE

1. Uniform numbering plan:

a. Unique directory number for all on-net Government locations, including
support of existing FTS2001 numbers

b. PSTN (including both wireline and wireless networks) numbers and
any future changes to PSTN numbers

c. Non-commercial Agency specific private 700 numbers
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i. Transparency and interconnectivity between the contractor’s
network and other networks (see Section C.2.2.1.1.3,
Connectivity). The contractor shall provide gateways between
the networks as needed.

ii. Originating and terminating on-net calls. Incoming off-net calls
from the PSTN shall be blocked unless an Agency specific
request for the service gateway has been received and
implemented.

Contractor’s network-specific private numbers, including access to
contractor’s operators, trouble reporting, or other special applications

2. Network intercept. Network intercept to a recorded announcement shall be
provided as an inherent network capability when a call cannot be completed.
At a minimum, such announcements shall be provided for the following
conditions:

a.

b
c.
d

e.

Number disconnected (disconnected number shall not be reassigned
for at least 90 days for those situations where the contractor controls
number assignment)

. Time- out during dialing

Network congestion
Denial of access to off-net and non-US calls
Denial of access to features

3. User-to-user signaling via ISDN D-Channel (optional). The contractor shall
support user—to-user signaling, in accordance with ITU-TSS Q.931 standards,
via the ISDN D-channel during a call.

4. Voice quality at least equal to 64 kbps PCM (standard: ITU G.711)

C.2.2.1.2Features

The following Voice Services features in Section C.2.2.1.2.1 are mandatory unless
marked optional:

C.2.2.1.2.1 Voice Services Features

ID Name of Feature Description
Number
1 Agency-Recorded 1. Authorized Government personnel shall be able to
Message record message announcements within the network
Announcements after authentication of user-ID and password/token.

2. The recording shall be assigned an on-net number
and shall be accessible from on-net and off-net
stations.

3. The contractor shall provide the capability of a three-
minute message announcement length.
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Number

Name of Feature

Description

4. The length of each message provided by the
Government will be determined on a case-by-case
basis and will continue to three minutes in length (or
longer if the contractor capability exists and is
provided at no additional cost to the Government).

5. A call to the announcement must be answered within
five rings and barge-in access to the announcement
shall be permitted.

6. The contractor shall provide a system-wide capability
for storing a minimum of 500 recorded messages.

7. This feature shall enable a minimum of 250 callers
concurrently to access an announcement.

Authorization Codes/
Calling Cards

The contractor shall provide authorization codes. The
authorization code shall support the following functionalities:

1. Caller identification and class-of-service (COS) for
users to include call screening (see User’s Call
Screening feature) and service performance levels
(see Performance Metrics for routine and critical
users). At a minimum, 128 classes of service shall be
available to each user, station, or trunk.

2. Same authorization code for originating on-net, off-net,
and audio conference calls.

3. Use authorization code if originating station
identification cannot be made by other means for
billing and COS purposes.

4. Use authorization code when override capabilities are
desired.

5. The COS derived from an authorization code shall
take precedence over that derived from any other
means.

6. When an authorization code is used for the service, it
shall be verified without involving an operator before a
call is connected.

7. The contractor shall support the following capabilities
as specified by the Government:

a. Actual requirements for calling party
identification (e.g., ANI suppression).
b. COS assignment.
c. Types of calling cards:
1. Post-paid calling cards.

1. Charges accumulate as the
card is used and billing is
based upon monthly charges.

2. Limit on the amount of dollars
billable either in total or in a
billing period.

2. Pre-paid calling cards.

1. Fixed dollar amount in various
increments, e.g., $10.00,
$50.00, and $100.00, etc.
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Number

Name of Feature

Description

2. Rechargeable dollar amount
where amount can be
renewed or increased when
the initial amount balance is
low or depleted

d. Expiration date for pre-paid calling cards.

e. Use for audio conferencing service (ACS)
only.

f.  Agency specific logo or no printing of FTS logo
on the card.

g. Suppression of call detail records (CDRs).

h. Immediate cancellation of the card if reported
stolen or lost by a user without incurring
further charges on the card.

The format of the authorization code shall be determined by
the contractor and shall support/provide the following
capabilities:

1.

Credit card-sized authorization code card(s), also
called Calling Cards, unless otherwise directed by the
Government.

Durable plastic composition and imprinted with
authorization code, user's name, and organization.
Magnetic strip (swipe) coding [optional]

User instructions shall be issued, as directed by the
Government, at no additional cost.

Safeguards as follows:

a. Potential fraud and theft regarding issuance,
distribution, and activation of authorization
codes.

b. Delivery of Personal Identification Numbers
(PINs) independent from delivery of the calling
cards.

c. Exclusion of the last 4 digits of authorization
codes, i.e., PINs, in billing records.

If sufficient space is available, inclusion of the Federal
Relay Service’s “TDD/800-877-8339” number on the
back of the calling card.

Contractor-defined dialing sequence that alerts the
network when an authorization code is about to be
entered so that processing of calls not requiring this
feature are not delayed.

Temporary override of a COS restriction assigned to a
caller’s station. This will allow an individual user to
place a call at a higher network COS for the duration
of the call by entering a valid authorization code. This
capability shall have the following functionalities.

a. Absence of excessive delays caused by
waiting for all digits to be dialed before
recognizing the call as one that involves an
override.
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Number

Name of Feature

Description

10.

11.

12.

13.

14.

b. Inclusion of all CDR relevant data charged to
the authorization code rather than to the
originating station.

Allowance of authorized users to gain access, after
validation of authorization codes, to on-net VS and
features from off-net locations by dialing certain
contractor-provided toll free and message unit-free (to
the callers) commercial directory numbers. This
capability shall have following functionalities.

a. Numbers may be a local number, a Foreign
Exchange number, an NANP number, or some
other service type, e.g., toll free service, for
which toll free and message unit-free service
has been arranged for predesignated regions.

b. Toll free and message unit-free commercial
directory numbers shall be printed on the back
of the calling card.

c. Region boundaries shall be defined by the
contractor.

d. Users shall be able to select, by service order,
the regions of the country from which access
is to be allowed and the service type that
provides the most economical service for a
given application.

A multiple call feature that shall allow the user to dial a
code (e.g., the “pound” key [#]) after a call in order to
make multiple calls without re-dialing the access and
card number.

Direct operator access to provide assistance with
dialing or for providing information.

An error correction feature that enables cardholders to
correct a dialing mistake by pressing a key, e.g., the
“star” key (*) and re-enter the correct number.

A speed dialing option that allows cardholders to use
abbreviated dial codes for frequently dialed numbers.
Availability of all administrative tools or management
reports made available by the contractor with
equivalent commercial calling card offerings.

Allow users to enter an authorization code by voice
[optional]. The contractor may require a unique dialing
sequence for this functionality.

3 Caller Identification The contractor shall provide the calling number to the
(ID) terminating stations for each incoming call.
4 Call Screening for Call screening consists of a set of features that determine a

users

call’s eligibility to be completed as dialed based upon COS
information associated with the user, the station, or the trunk
group. The following call screening features shall be
supported:
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Number

Name of Feature

Description

4. Class of Service (COS) and Restrictions. The contractor
shall provide a minimum of 128 classes of service for each
user, station, or trunk.

COS shall be determined from the ANI, authorization
code, traveling classmark, or trunk group. The COS
derived from an authorization code shall take
precedence over that derived from other means.
Classes of service shall identify but not be limited to
access and feature restrictions as follows:
(i) Access restrictions shall include but not be
limited to access to toll free and 900 calls, access
to off-net calling, access to other Government
networks, access to non-US calling, and access to
other than specified NPA/NXXs.
(ii) Feature restrictions shall allow or restrict
access to network features by users or groups of
users.

2.Time of Day. Time of day, day of week, and day of
year restrictions shall be possible and executable on a
per station, per location, and per authorization code
(overriding the COS of the calling station) basis. As an
example, this type of restriction can be used to prevent
unauthorized use of the service after normal business
hours. (Optional)

3.Traveling Classmark. This feature shall enable
acceptance of traveling classmarks from all locations
served by PBXs and Centrexes that are able to provide
these classmarks including calls extended by operators.
Traveling classmarks (TCOS) shall conform to the TCOS
format (i.e., called number + TCOS). User calling
characteristics and limitations may be determined from
the traveling classmark. (Optional)

4. Code Block. This feature shall screen and prevent
ineligible users, stations, and trunks with certain class-
of-service access restrictions from calling specified area
codes, exchange codes, and countries. Blocked calls
shall be intercepted to appropriate network recorded
announcements.

5 Customized Network | The contractor shall implement customized network intercept
Announcement announcement scripts as requested by the Government. The
Intercept Scripts contractor shall record the customized network
[optional]. announcements after obtaining Government approval of
scripts.
6 Internal Agency For calls involving an Networx Calling Card or originating

Accounting Code

station with a special COS, the following capabilities shall be
provided:
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Number

Name of Feature

Description

Entry of additional (up to a maximum of eight) digits to
identify internal agency accounting codes for the call, i.e.,
these accounting codes will be transferred to the CDR with
no further processing.

CDRs shall reflect all relevant data on the call to include
internal agency accounting code digits.

Calls shall be charged to the authorization code rather
than to the originating station.
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Number

Name of Feature

Description

Off-Net Information
Calls

A user shall be able to call off-net directory assistance by dialing
NPA-555-1212 or any other off-net directory assistance number.
NPA also includes service access codes, e.g., 800, for this
feature.

Operator Services

Operators shall provide support services in English and Spanish
and shall provide services in any other languages as requested
by an Agency. This service shall be made available 24x7. Users
shall not receive a busy tone when calling for operator services.
Calls to operators shall be answered within five rings 90 percent
of the time. The following services shall be provided by
operators:

1.Operators shall be available to assist users, including
TDD/TTY users, encountering dialing difficulties while using
the contractor’s services. The operator shall remain on the
line until the call has been connected.

2.0Operators shall provide callers with locator service
numbers for all agencies serviced by the Networx
contracts. Locator service numbers are agency numbers
from which callers can receive further information that
enables them to complete the call. These numbers will be
provided to the contractor by the Government and will be
updated periodically. The contractor shall maintain its
locator database for the Government.

3.O0perators shall be able to complete calls from authorized
users from off-net and on-net locations. Operators shall be
able to verify authorization codes given verbally by callers
accessing the network and, upon confirmation, shall be
able to complete the call.

1.  Auser shall be able to call an operator by dialing a special
number to report and deactivate a stolen or lost
authorization code or calling card, to obtain a credit
adjustment for an interrupted call or a completed call to a
wrong number, or for unsatisfactory transmission.

9
(Optiona
)]

Support for
Government travel
cards

The Government provides certain individuals with credit cards,
i.e., travel cards, for use while traveling on official Government
business. The contractor shall perform following functions:

1. If requested by the Government, coordinate directly with
Government travel card contractor(s) to enable the travel
card to make Networx calls.

2. If requested by the Government, provide Government travel
card contractor(s) all necessary information so that this
information can be included on the back side of the travel
card.

3. Bill any calls made with the aid of the travel card using the
procedures specified in Section C.3.

10

Suppression of
Calling Number
Delivery

Based on the COS of the originating station or Networx Calling
Card, the contractor shall inhibit the delivery of the calling
number, i.e., ANI, by setting the Privacy Indicator at the
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ID Name of Feature
Number

Description

originating end and honoring it at the terminating end. In addition,
it shall be possible to block calling number delivery on a call by
call basis by dialing a contractor provided code.

C.2.2.1.3Interfaces

The user-to-network interfaces (UNIs) at the SDP, as defined in Section C.2.2.1.3.1,

are mandatory unless marked optional:

C.2.2.1.3.1 Voice Services Interfaces

Wire
(Std: Telcordia SR-
TSV-002275)

UNI Type Interface Type and Payload Data Rate Signaling Type
Standard or Bandwidth
1 Analog Line: Two- 4 kHz Bandwidth Line-Loop Signaling

2 Analog Line: Four-
Wire (Std: Telcordia
SR-TSV-002275)

4 kHz Bandwidth

Line-Loop Signaling

3 Analog Trunk: Two-
Wire (Std: Telcordia
SR-TSV-002275)

4 kHz Bandwidth

Trunk-Loop Signaling
(loop and ground
start)

4 Analog Trunk: Four-
Wire (Std: Telcordia
SR-TSV-002275)

4 kHz Bandwidth

Trunk—Wink Start
Signaling

5 Analog Trunk: Four-
Wire (Std: Telcordia
SR-TSV-002275)

4 kHz Bandwidth

Trunk-E&M Signaling

6 Digital Trunk: T1

Up to 1.536 Mbps

T1 Robbed-Bit

PRI T Reference Point
(Std: ANSI T1.607
and 610)

(Std: Telcordia SR- Signaling
TSV-002275 and
ANSI T1.102/107/403)

7 Digital Trunk: ISDN Up to 1.536 Mbps ITU-TSS Q.931

8 Digital: T3
Channelized (Std:
Telcordia GR-499-

Up to 43.008 Mbps

SS7, T1 Robbed-Bit
Signaling

T1.105 and 106)

CORE)
9 Digital Trunk: E1 Up to 1.92 Mbps SS7, E1 Signaling
(Non-US) Channelized (Std:
ITU-TSS G.702)
10 Optical: SONET OC-1 | 49.536 Mbps SS7
(Optional) (Std: ANSI T1.105
and 106)
11 Electrical: SONET 49.536 Mbps SS7
(Optional) STS-1 (Std: ANSI
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UNI Type Interface Type and Payload Data Rate Signaling Type
Standard or Bandwidth
12 Digital: E3 Up to 30.72 Mbps SS7, E1 Signaling
(Non-Us) Channelized (Std:
ITU-TSS G.702)
13 Digital Line: ISDN Up to 128 kbps ITU-TSS Q.931
BRISand T (2x64 kbps)
Reference Point (Std:
ANSI T1.607 and 610)

C.2.2.1.4Performance Metrics
The performance levels and acceptable quality level (AQL) of key performance

indicators (KPIs) for Voice Services in Section C.2.2.1.4.1 are mandatory unless
marked optional:

C.2.2.1.4.1 Voice Services Performance Metrics

Key Service Level Performance Acceptable How
Performance Standard Quality Level | Measured
Indicator (KPI) (Threshold) (AQL)
Availability Routine 99.95% >99.95% See Note 1
(POP-to-POP)
Availability Routine 99.5% > 99.5%
Critical 99.95% > 99.95%
(SDP-to-SDP)
Time to Restore | With Dispatch | 8 hours < 8 hours See Note 2
Without 4 hours < 4 hours
Dispatch
Grade of Routine 0.07 (SDP-to-SDP) <0.07 See Note 3
Service (Call 0.01 (POP-to-POP) <0.01
Blockage) Critical 0.01 (SDP-to-SDP & | <0.01
POP-to-POP)
Notes:

1. Voice Service availability is calculated as a percentage of the total reporting
interval time that the voice service is operationally available to the Agency.
Availability is computed by the standard formula:

Availability

RI(HR) — COT (HR)

RI(HR)

made with calling card.]

x100

[Note that this KPI is waived for calls

Refer to Section C.3.3.1.2.4 for definition and how to measure.

Grade of Service (Call Blockage) is the proportion of calls that cannot be
completed during the busy hour because of limits in the call handling capacity
of one or more network elements (e.g., “All trunks busy” condition). For
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example, 0.01 indicates that 1 percent of the calls not being completed (1 out
of 100 calls).

C.2.2.2 Circuit Switched Data Service (CSDS)

As data and multimedia applications expand within the Government, requirements
for digital connectivity on a dial-up basis will continue to increase. The Government
currently has a large community of CSDS users, particularly in the area of on-
demand video conferencing applications.

C.2.2.2.1Service Description

C.2.2.2.1.1 Functional Definition

CSDS provides a synchronous, full duplex, totally digital, circuit-switched service at
data rates up to DS1, including integral multiples of DSO data rates (i.e., NxDSO,
where N = 1 to 24) to on-net and off-net locations.

C.2.2.2.1.2 Standards

Circuit Switched Data Service shall comply with the following standards, as
applicable:

1. ANSI X3.189
2. ITUE.721

3. Applicable Telcordia and ANSI standards for digital transmission, including
SONET

4. ITU-TSS and EIA standards for DTE interfaces

C.2.2.2.1.3 Connectivity
Circuit Switched Data Service shall connect to and interoperate with:

1. Agency specified terminations such as Digital PBX, Intelligent MUX, Group 4
FAX, Video Codec, and Workstation/PC

2. PSTN (where available)

3. All other Networx Universal and Networx Enterprise CSDS contractors’
networks

C.2.2.2.1.4 Technical Capabilities

The following Circuit Switched Data Service capabilities are mandatory unless
marked optional:

1. Uniform numbering plan:
a. Unique directory number for all on-net Government locations

b. Same uniform numbering plan as proposed for Voice Services and
which shall be integrated with the Voice Services plan (See Section
C.2.2.1.1, Service Description)
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Authorization Codes for CSDS. Authorization codes for CSDS shall be the
same as specified for Voice Services (see Section C.2.2.1.2.1-2, Features
Authorization Codes).

For calls terminating to off-net locations, the bandwidth requested by the
originating on-net location shall be limited to the bandwidth limitations in the
PSTN between the contractor’s network and the called location

4. Calling capability that does not require scheduling

Provision of network-derived clocking to the DTE or PBX/Multiplexer (MUX) at
the SDP

Following call establishment, all bit sequences transmitted by the DTE shalll
be transported as data/bit transparent and shall maintain data/bit sequence
integrity

Categories of dialable information-payload bandwidth are as follows:

a. DSO Category. The dialable bandwidth shall be DSO (i.e., 56 kbps
and 64 Kbps) data rate.

b. DS1 Category. The dialable bandwidth shall be DS1 (i.e., 1.536
Mbps) data rate.

c. Multirate DSO Category The dialable bandwidth shall be NxDSO,
where N=1 to 24.

For the Multirate DSO category, the contractor shall provide the following:

a. Appropriate dialing sequence for initiating calls with different
bandwidths.

b. Transport of all bit sequences transmitted by the DTE as data/bit
transparent after establishment of the dialing sequence.

The following categories of dialable information-payload bandwidth are optional:

1.

Multirate DS1 Category. The dialable bandwidth range shall be available
from DS1 to N times DS1 data rates, where N varies from 2 to 27.

DS3 Category. The dialable bandwidth shall be DS3 (i.e., 43.008 Mbps)
data rate.

SONET Level-I (i.e., OC-1) Category. The dialable information-payload
bandwidth shall be SONET OC-1 (i.e., 49.536 Mbps) data rate.

SONET Level-ll (i.e., Multirate OC-1) Category. The dialable information-
payload bandwidth range shall be available from SONET OC-1 to N times
OC-1 data rates (concatenated), where N varies from two to three.

SONET Level-lll (i.e., Multirate OC-3) Category. The dialable information-
payload bandwidth range shall be available from SONET OC-3c to N times
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OC-3c data rates (concatenated), where N varies from two to four. SONET
OC-3c shall support information-payload data-rate of 148.608 Mbps.

C.2.2.2.2Features

The following Circuit Switched Data Service features in Section C.2.2.2.2.1 are
mandatory unless marked optional:

C.2.2.2.2.1 Circuit Switched Data Service Features

ID Name of Feature Description

Number

1 Dial-In Where available commercially, the contractor shall support toll-free
numbers, in addition to 10-digit PSN numbers, for dial-in access
from off-net locations (i.e., PSN) via ISDN access arrangement.
Access to CSDS shall only be provided after verification of the
authorization code entered by the user.

2 User-to-User Signaling | User-to-user signaling via ISDN D-channel during a call shall be

(Optional) | Via ISDN D-Channel supported in accordance with ANSI T1 and ITU-TSS standards for

ISDN and SS7.

C.2.2.2.3Interfaces

The following user-to-network-interfaces (UNIs) at the SDP, as defined in Section
C.2.2.2.3.1, are mandatory unless marked optional:

C.2.2.2.3.1 Circuit Switched Data Service Interfaces

SR-TSV-002275, and
ANSI T1.102/107/403)

UNI Type Interface Type and Payload Data Rate Signaling Type
Standards
1 ITU-TSS V.35 Up to 1.536 Mbps RS366A (dialing)
2 EIA RS-449 Up to 1.536 Mbps RS366A (dialing)
3 EIA RS-530 Up to 1.536 Mbps RS366A (dialing)
4 ISDN PRI (Multirate) Up to 1.536 Mbps ITU-TSS Q.931
(T Reference Point)
(Standard: ANSI
T1.607 and 610)
5 T1 (with ESF) (Std: Up to 1.536 Mbps SS7

The Following optional interfaces are in the scope o

f the contract

T3

Pub GR-499-CORE)

(Standard: Telcordia

Up to 43.008 Mbps

SS7

E1
(Standard: ITU-TSS
G.702)

Up to 1.92 Mbps

SS7, E1 Signaling

E3
(Standard: ITU-TSS
G.702)

Up to 30.72 Mbps

SS7, E1 Signaling

(Standard: ANSI
T1.105 and 106)

Optical: SONET OC-1

Up to 49.536 Mbps

SS7

10

Electrical: SONET
STS-1

Up to 49.536 Mbps

SS7
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UNI Type

Interface Type and
Standards

Payload Data Rate Signaling Type

(Standard: ANSI
T1.105 and 106)

11

SONET OC-3
(Standard: ANSI
T1.105 and 106)

Up to 148.608 Mbps | SS7

12

SONET OC-12
(Standard: ANSI
T1.105 and 106)

Up to 594.432 Mbps SS7

13

ISDN BRI (Multirate)
(S and T Reference
Point)

(Standard: ANSI
T1.607 and 610)

Up to 128 Kbps

ITU-TSS Q.931

C.2.2.2.4Performance Metrics

The performance levels and acceptable quality level (AQL) of key performance
indicators (KPIs) for Circuit Switched Data Service in Section C.2.2.2.4.1 below are

mandatory unless marked optional:

C.2.2.2.4.1 Circuit-Switched Data Service Performance Metrics

Key Service Level Performance Acceptable How
Performance Standard Quality Level | Measured
Indicator (KPI) (Threshold) (AQL)
Availability Routine 99.95% > 99.95% See Note 1
(POP-to-POP)
Availability Routine 99.5% >99.5%
Critical 99.95% >99.95%
(SDP-to-SDP)
Time to Restore | With Dispatch | 8 hours < 8 hours See Note 2
Without 4 hours < 4 hours
Dispatch
Grade of Routine 0.07 (SDP-to-SDP) <0.07 See Note 3
Service 0.01 (POP-to-POP) <0.01
(Call Blockage) Critical 0.01 (SDP-to-SDP & | <0.01
POP-to-POP)

Notes:

1. CSDS availability is calculated as a percentage of the total reporting interval
time that CSDS is operationally available to the Agency. Availability is

Availability =

computed by the standard formula:
[Note that this KPI is waived for calls made with calling card.

RI(HR)— COT (HR)
RI(HR)

x 100

2. Refer to Section C.3.3.1.2.4 for definition and how to measure.
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3. Grade of Service (Call Blockage) is the proportion of calls that cannot be
completed during the busy hour because of limits in the call handling
capacity of one or more network elements (e.g., “All trunks busy” condition).
For example, 0.01 indicates that 1 percent of the calls not being completed
(1 out of 100 calls)

C.2.2.3 Toll-Free Service (TFS)

Agencies can utilize inbound Toll-Free Service (TFS) as a convenient means of
accessibility for different callers including citizens, non citizens, and Agency
personnel. TFS includes a set of advanced service features and related voice
applications to meet Agency needs for delivering services to their callers.

C.2.2.3.1Service Description

C.2.2.3.1.1 Functional Description

Toll Free Service provides basic inbound toll free calling and offers advanced
feature and call routing capabilities. TFS includes intelligent call routing and network
based Interactive Voice Response (IVR) capabilities to enable Agencies to
effectively manage inbound calls.

C.2.2.3.1.2 Standards

Toll Free Service shall comply with the following standards. After award, the
contractor may propose alternatives at no additional cost to the Government that
meet or exceed the provisions of the standards listed below.

a. ITU-T standard E.164 as interpreted by the Industry Number Committee of
the Alliance for Telecommunications Industry Solutions (ATIS). The
contractor shall support the following numbering schemes:

a. For domestic (CONUS and OCONUS) service, numbering shall be
consistent with 800, 888, 877, 866, and other toll-free non-geographic
codes available from the SMS/800 database managed by Telcordia

b. For non-domestic service, numbering shall be consistent with
requirements or practices in the country in which the call originates

b. ITU-T P.800 series of standards for telephone transmission quality.

c. The contractor shall comply with new versions, amendments, and
modifications made to the above listed documents and standards when
offered commercially.

C.2.2.3.1.3 Connectivity

Toll Free Service shall connect to and interoperate with the Public Switched
Telephone Network (PSTN) including both wireline and wireless.
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